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Bitcoin backdrop

.fﬂ | {44 Chancellor Alistair Darling on brink
T REEr - B of second bailout for banks

Billions may be needed as lending squeeze tightens

)

Alistair Darling has been forced to consider a second bailout for banks as the

lending drought worsens.

The Chancellor will decide within weeks whether to pump billions more into the
economy as evidence mounts that the £37 billion part-nationalisation last year
has failed to keep credit flowing. Options include cash injections, offering banks
cheaper state guarantees to raise money privately or buying up “toxic assets”,

The Times has learnt.

03 January 2009
15 September 2008

https://www.independent.co.uk/news/business/analysis-and-features/financial-crisis- https://www.thetimes.co.uk/article/chancellor-alistair-darling-on-brink-of-second-bailout-for-banks-n91382mn62h

2008-why-lehman-brothers-what-happened-10-years-anniversary-a8531581.html



Bitcoin backdrop

The principal motivation behind Bitcoin was to dissolve

trust in a centralised authority controlling the
monetary system of any country!



Distributed Ledger

* A general ledger is the heart of any banking
and financial institutions 1@

* To tackle the centralised trust issues,
dissolve the centralised trust, replace it
with a decentralised trust

* One way: distribute the ledger over as
many entities as possible

 Hence the notion of distributed ledger iE‘]

* Slight difference in meanings between
blockchain and distributed ledger

* A blockchain is just an example of a distributed
ledger
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Blockchain

* The blockchain is a distributed record of transactions

* Available to everyone/allowed entities to view and verify

* A chain of blocks, where each block maintains a specific data
structure

* Once a block is part of the chain

* Transactions inside it are practically irreversible after a certain period of time



Blockchain
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Blockchain types

* Unpermissioned/public blockchain
* Everyone can join, no one is trusted
* Read by all, publicly verifiable
e E.g. Bitcoin, Ethereum and other crypto-currencies

* Permissioned/private blockchain
* Between trusted private partners
 Restricted read/write access so that only authorised parties can participate
* Own rules and regulations



Blockchain components
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Users
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* Public key is used for creating identities

* Such identifies can be vetted by a CA (Certificate Authority) for private
blockchain systems

* Private keys are used for digital signature, thereby for ownership proof



Network

* All nodes are connected to each other using a P2P (Peer to Peer)
network

* For any public blockchain system
* Anyone can freely join the network by downloading the respective s/w

* For a private blockchain system
* Specific rules define who can participate in the network



Blockchain

* Two core sub-components within a blockchain
* Transactions
* Blocks

e A transaction is the atomic unit in a blockchain system
e Either transfer a value or data from someone to another entity
e Every transaction is digitally signed to prove ownership and guarantee provenance

* Transactions are grouped into a block in a pre-defined data structure
* What constitutes a block depend on the blockchain type

* Every block has a header which is used to link up with any previous block

* Blocks are generated by special nodes in the network, known as miners, validators,
stakers and so on



Distributed consensus

* A blockchain implies that anybody can add into the ledger

* The change needs to be propagated within the network and updated
in every copy of the ledger in every node

 How to ensure this change occurs in a synchronised, seamless and
secure manner?

e The answer is Distributed Consensus

e Distributed consensus deals with the scenario when a consensus is
required regarding a shared state/data among a set of distributed
nodes



Distributed consensus

* |[n public blockchain systems, blocks are generated by those special nodes
independently with each other

* To create a valid block, these special nodes complete with each other by
trying to solve cryptographic puzzle, the so called Proof-of-Work (PoW)

* Itis like winning a lottery ticket

 Whoever solves the puzzle first, is considered to be the creator for a
particular block

 When two or more nodes create blocks simultaneously

* A specific rule is applied to choose one block among the blocks

* There are different other consensus algorithms having different properties
* For a private system, a node is chosen using an algorithm to create a block
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Ethereum

e Ethereum is a computing platform on top of a blockchain
* Equipped with a virtual machine called EVM (Ethereum Virtual Machine)
* Based on a stack-based architecture with RAM, ROM and arbitrary storage

e Ethereum supports several new Turing-complete programming
languages:

* Programs written in such a language are called smart-contracts
* Using these languages
* Programs can be written to be executed in the blockchain

e Data can be stored in the blockchain
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Blockchain properties
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Blockchain application feasibility
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Thank you!



