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® Journey Began in 2015

F PERN started eduroam deployment in Pakistan in early 2015
under XeAP(Extending eduroam in Asia Pacific) project led by
AARNet

E The XeAPproject provided the guidance and assistance
(including provision of hardware and software) to deploy
eduroam.

E 5 Servers and 10 Access Points were provided under XEAP
Project.

E Deployed 2 NRS Servers and one Monitoring server in Oct 2015.
Z

Initially 6 institutions joined.

UN IVERSITY




Introduction o Smart Universities Project

u

In 2016, PERN launched Smart University Project in Pakistan to provide blanket Wireless coverage to
participating Higher Education Institutions

Introducing eduroam facility at the higher education institutes of Pakistan
Easy and wide access of internet/ intranet services to the students
Promoting the emerging concept of BYOD (bring-your-own-device)
Transforming universities from conventional to contemporary

Support through enabling environment to all at higher education institutes to enhance their research
and learning skills
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The Concept: Smart Education through Smart

Universities
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Smart Campus Project

A

The First phase of the project was awarded to Cisco and Commtel Systems to deploy
Enterprise class Cisco Unified Wireless Network (CUWN) Solution.

Under this project WFi facilities are deployed at Universities to provide free wireless
internet access for students, faculty and researchers.

SU infrastructure is being duly integrated with PERN network to provide Education Roaming;
Regional Backups, and Centralized Guest Registration Systems.

Initially the project is awarded under Bu@iperationTransfer Contract to Commtel which
shall deploy the infrastructure of smart university as a Phase | in 3 years and operate it for
remaining 5 years as a managed service.

Commtel has to setup rountthe-clock NOC in PERN Headquarters and a team of resident,
deployment & field engineers to build, install, support and monitor the operations Smart
Universities Infrastructure



Smart University 0 Core Components

HEC Smart University Project is comprised of following Core Components of Cisco Unifi

Networks Solution:

AAironet Access Points (APS)
A Indoor AP< 2700 Series
A Outdoor APg 1572 Series

AWireless Controllers
A 5508 WLC for HEIs
A 8510 WLC for Regional Core

ACisco ldentity Services Engine
A For Guest Porta] Registration

AlLayer 2 POE Access Switches
A Small Business Series Switches

AlLayer 3 Core Switch
A ME3600)4FSM

ACisco Prime Infrastructure
A NMSc SU Infra Monitoring & Reporting

ACisco UCS Servers
A C220M4 (For Radius & DHCP Services)



Steps towards Commissioning

‘AAgreement Between | A2 N "AFiber Route A ' - = = ADeployment and
PERN and University - Finalization R—— Configuration.
AAfter Receiving ATSR (Technical Survey AAmendment from AAfter Configuration,
Agreement from HEI, Report) approval Universities on Revised Signing of PAT
Survey at Site by SUP Received from HEI. AP Quantity
partner.
ASurvey Report

Submission to HEI.
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Network Layout
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High Level Architecture
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NOC- Operational

u  Centralized SUPNOChas been Established in Islamabad PERNHQ
to monitor Wi-Fi servicesin H E | b§ $6x7x365

u  Five (5) Dedicated NOCEngineer

u  One (1) CiscoResidential Engineer

u  User traffic usage, user behavior, Network usage, alerts are
monitored through CiscoPrime.

u  Due to the dedicated services of NOC,H E | uptsme on avg is
above 90%




NOCONMS Access to Universities
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CiscoPrime accessis also given to Universities to monitor the Wi-Fi services.

Neswork Device Summary BN
Ford fachudds Ooace Cose $3

Tt Urrisechudd O Coae ©

Opraasd AV 768

Too N (PU Ustizaton @

Dt | Do

HEC 38 OO0 10,108,192 8
Esdws Coimtch WE1%s
KA Core_Simach W.UWE NS
B8 gy LS st I i g WANES

WAL 10,105 X8 6
HEC S8 Cotoe s e s
HEC_UC_Karincts 0B N8 S
WL HEC Loru 101052048

W e sos B Sy e B ve e v o

2018 Novarbar 02 122030 KT

P ]

FERIFIER

/ ~
/ \
f \
: Mo Oatas Aadable :
\ /
/
~ d
B adcis Cotcke [ Swichas ad Hds B eaachubl Uesfial A0 1) Urnaachude Uil 200
B Dyt Cocn Do ’l'E‘- = @ —
E= -
Top N Memary Ustizanon B
[ | D o | Lt fedat | Avwrien: = | Maaainan | Mawraan
HEC 58 Cotnde ULUB. 126 Sysdam EE EE EE Shn i
Badvidor bl WL W05 106 Sysesen S o L o
WL HEC Lo 10108 X048 Syl 5% ECEN 5% S
A Sddur WL 10208207 System si% St si% s1%
ENUNC [USL W7 Syslaan St St St St
KM Controbr 1L 108 2016 Systaan ax 4 4 ax
W L08R & Sysdan) ar a4 ax a4
HEC_ U Kty 1106 1S Syatain & Eo Eo o ¥
Woresrs BSie e B nsors Bove o
2005 Newndar (02, 122030 XY
Coerace Area
Pt Tutad A A Jaks gt ks b Wk (Rt Wt Chires
A Sldir Cnps 1 18t 14 i1 ) 17 o
Sadvia Lrvarsdy bl w3 u s 0 n o
WM Mok ~ N N u Pz g
L Kty x xn xn a £ n
KV oo = [ & o o 0
VL Karichs Carrgass 2 &3 &1 a2 [ 4 [
HECEE al al 13 u pLb] u
HEC 8 EH 2 2 fl 4 fn
B8 Sudir Carps 2 @ e e 0 12 0
SN Kirinds EY) %) ) 0 o [

Wiow Al Mags

ek Gourk By Aeaodaon Miherrcation
Asscotind | Auttea st

Sawneth | | 1t |t ] 2 |90 | 30 D |ty | Vew Hsiury | From: | 10 22 @] Te [namsunm g

Chere Cours

1740

W s Vendss Cont & B Attt Wead Cons

EE . A, rocartsr @ 20 23300 %)

L]




eduroam enabled Institutes

Institutes covered under Smart Universities
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Currently 62 public sector universities are enabled for eduroam




eduroam footprlnt In Pakistan
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Currently 62 public universities are enabled for eduroam
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Softwares we are using:

RadsecProxy for FLR Servers
Windows NPS as University Radius Server
Admintool (DJNRO)

ICINGA NMS for Monitoring

ELK / Kibana for Reports

Kiwi Syslog Server

Cisco Prime NMS




Manageability : Monitoring eduroam networ
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