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Most Common Cybersecurity

of small and mid-size companies are increasing RSaGHrCe ettt

resources devoted to cyber security

are increasing their spend, and investing in : Monitoring/Assessment
active response, not infrastructure — -

- ene : : Policies/Controls
are storing their info privately, not in the

public cloud

say their data and IP are threatened

Software

say cyber attacks threaten serious business

interruption 2
Firewalls

say media attention has increased awareness
of the issue

Authentication/Access

of non-security companies hawve or plan to add ]
a cybersecurity component to their product . L Encryption

According fo the surwey of S techrology and healthoore executives nationwicde by Siiconr Vofey Bomnk Rty i swibs_coury
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Module Objectives

<  Overview of Network Scanning Understanding Banner Grabbing

4 Understanding different techniques to
check for Live Systems

4 Understanding different technigues to
check for Open Ports 9
_— Attack

Understanding IP Spoofing and various
Detection Technigues

Overview of Vulnerability Scanning

Drawing Network Diagrams

EEEE

Using Proxies and Anonymizers for

4 Understanding various Scanning
Techniques

c

d Understanding various IDS Evasion

Techniques o Owverview of Scanning Pen Testing
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Overview of Network Scanning

Network scanning refers to a set of ‘,ff' ' Network Scanning Process
procedures for identifying hosts, ports,

and services in a network

Ssends

TCP/IP be = "
O o ot coiriores. jb"
M i R S e L {-

Gets network —
information
Attacker MNetwork

\ Network scanning is one of the
components of intelligence gathering
an attacker uses to create a profile of
the target organization

Objectives of Network Scanning

=n ports of live hosts

To discover operating systems and system architecture

vulnerabilities in live hosts
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TCP Communication Flags

Data contained in There will be no Resets a
the packet should more connection
be processed transmissions

immediately

- URG FIN
A WUreye (Finish)
. ACK SYN
a,f"'_ (Acknowledgement) (Synchronize)
Sends all Acknowledges Initiates a
buffered data the receipt of a connection
immediately packet between hosts

Standard TCP communications are controlled by flags in the TCP packet header
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TCP IP Communication

TCP Session Establishment

Fhirees imrs Han itk TCP Session Termination
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Creating Custom Packet Using TCP Flags

Colasoft Packet Builder
enables creating custom
network packets to audit

networks for various
attacks
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Check for Live Systems Check for Open Ports

Scanning Beyond IDS

Banner Grabbing

Scan for Vulnerability Draw Network Diagrams

Prepare Proxies Scanning Pen Testing
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Checking for Live System — ICMP Scanning

4 Ping scan involves sending ICMP ECHO requests to a host. If tl |
an ICMP ECHO reply
- This scan is useful for locating active devices or determining if ICM|
firewall

-

O e e

Scan TJTools Profile Help
Target: 192 168.168.5 | | Profile | Ping scan
Command: [nmap -sm 192.168.168.5 | B

| Hosts | services |

05 4 Host - mmap -sn 192, 1638.168.5
B 152, 168, 168.5

Starting Neap &§.49 ( hittp:/Sfnmap.org ) at Zai3d-ie-a3
18:53 Pacific Dawlight Time
fimap scam report For 192.168.168.5
Hozt is wp [(B.88L8s latency ).
2 1 IPF address (1 host wp) scanmed in @.17

| SEConds
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Ping Sweep

o  Ping sweep is used to determine the live hosts from a range of IP addresses by sending
ICMP ECHO requests to multiple hosts. If a host is live, it will return an ICMP ECHO reply

- Attackers calculate subnet masks using Subnet Mask Calculators to identify the number
of hosts present in the subnet

- Attackers then use ping sweep to create an inventory of live systems in the subnet
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Ping Sweep Tools

Angry IP Scanner pings each IP address to check if 1

it's alive, then optionally resolves its hostname,
determines the MAC address, scans ports, etc.

SolarWwinds Engineer Toolset’'s Ping Sweep enables
scanning a range of IP addresses to identify which
IP addresses are in use and which ones are

currently free. It also performs reverse DMNS loockup.
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Angry IP Scanner SolarwWinds Engineer's Toolset

http . wawnw. ang rip.org hittp /Y wwwe solarwinds.com
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Ping Sweep Tools (Cont’d)

Colasoft Ping Tool i) Advanced IP Scanner
http A colasoft. com ; Frtp s v radimin. corr

: : = :
Visual Ping Tester - Standard | @ Ping Sweep
hittpsS v, pingtester. net - _,. = https S e wihotsupgold. com

T,
Ping Scanner Pro - Network Ping
https S wavwe digifextechnologies. com hittps S wanae greerline-soft.corm
T —
OpUtils QH" #""i Ping Monitor
Attt v, manag es ngine . cor

| | II htpnS M vnvna niliond. com

PinginfoView Pinkie
hittps v nirsoft.net https S wwanae ipaptime.net
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Ping Sweep Tools (Cont’d)

Colasoft Ping Tool i) Advanced IP Scanner
ittt Manuee. colasofft. com 4 Pt v radirmin. corrr
: . —— .
Visual Ping Tester - Standard | @ Ping Sweep
ittt A, pingtester. net e _,. = httpnS v wihat supgold. corm

T,
Ping Scanner Pro - MNetwork Ping
http v digilextechnologies. com httpn v greenline-soffit. com
T —
OpUtils QH" #""‘i Ping Monitor
https A e manogeenaine. coum

| | II hEtp A niliand. com

PinginfoView Pinkie
bttt A v nirsofit.net httpn v ipaptime. net
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Check for Live Systems Check for Open Ports

Scanning Beyond IDS

Banner Grabbing

Scan for Vulnerability Draw Network Diagrams

Prepare Proxies Scanning Pen Testing
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SSDP Scanning

B The Simple Service Discovery Protocol (SSDP) is a
network protocol that works in conjunction with UPnP
' to detect plug and play devices available in a network

rootikali ~

JupnpSssdp_msearch

pxiliary } = st RHOSTS 152_.168.8.17

B Vulnerabilities in UPNP
may allow attackers to
launch Buffer overflow

= Show optiocns

{auxiliary/Ssc msaarch) :

SnnarSupnps Ssap

Current Setting

Regud raed escriptiocmn

or DoS attacks =i o S SRS S e i o oo
I TCHSIZE ol =S rnumber of hhosts to probe inm each sat
SOST i Tha Local client addrass
- Attac ker ma'lyr LISE& U F‘nP O ATION falsa WS This determines whethar to report the LIPOP =
1 SZ B5H.8.17 L1 Tha target address rangse or CIDR identifier
SSDP M-SEARCH |56 yes Fe, targst port
1 -t The mumber of concurrant threads

information discovery
tool to check if the
machine is vulnerable to
uPnP exploits or not

UPNP SSDP probs« 5
O andpoints Fowsed .
wed 1 of 1 14

Fhosts

e exXecu
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Scanning in IPv6 Networks

!.'“"i'll'
|
.

IPv6 increases the IP address size from 32 bits to 128 bits, to support more levels

of addressing hierarchy

Traditional network scanning techniques will be computationally less feasible due to larger
search space (64 bits of host address space or 29 addresses) provided by IPv6 in a subnet

Scanning in IPv6 network is more difficult and complex than the IPv4 and also some
scanning tools do not support ping sweeps on IPv6 networks

Attackers need to harvest IPv6 addresses from network traffic, recorded logs or Received
from: and other header lines in archived email or Usenet news messages

hnk Incul mult}l:qit iddifm
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Scanning Tool: Nmap

network inventory

live hosts on the network services
type uf packet f'itersfﬁrewalls operating systems and OS5 versions
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Hping2 / Hping3

Command line network scanning and packet crafting tool for the TCP/IP protocol

It can be used for network security auditing, firewall testing, manual path MTU discovery, advanced
traceroute, remote OS fingerprinting, remote uptime guessing, TCP/IP stacks auditing, etc.

http: A www. hping.org

roobibkali: -~ roob@ali: =

ICMP Scanning ACK Scanning on port 80
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ICMP Ping

hping3 —1 10.0.0.25

ACK scan on port S0

hping3 —m 10.0.0.25 —p BO

D scan on port 80

hping3 —2 10.0.0.25 —mp 8D

Collecting Initial Sequence Number

hping3 192.168.1.103 —Q —p 139 —=

Firewralls and Time Stamps

heping3 —5S T2.14 _207.99 —p B0 ——
top—times tamp

o

N
BdREN

NORDUnet
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5¥ N scan on port S0-60

hping3 -8 50-60 —s 10.0.0.25 —Vv

FIN, PUSH and URG scan on port 80

hping3 —F —P» O 10.0.0.25 —p 80

Scan entire subnet for live host

hping3 —1 10.0.1.x —rand-dest
—T ethD

Intercept all traffic containing HTTP
signature

hbping3 —9 HTTP —I =thO

SY N flooding a wictim

hping3 —S 192._.168.1.1 —a
192_.168.1 .254 —p 22 ——Flood
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Scanning UDP .
Network Services -
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Scanning Techniques

- - Open TCP Scanning : -.""

Methods

'-Q

-. Hal'l—op-en Scan
’__ '. Inverse TCP Flag: Snanning -

Third Party and Spoofed
TCP Scanning Methods ;

-----------h

UDP Scanning

TCP Connect f Full Open Scan

{ -. ACK Fiag Probe Scannlng:

IDLE /1P ID Header Scanning
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TCP Connect / Full Open Scan

TCP Connect scan detects when a port is open by completing the three-way handshake

TCP Connect scan establishes a full connection and tears it down by sending a RST packet =

kd

it does not require super user privileges
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Stealth Scan (Half-open Scan)

Jd  Stealth scan involves resetting the TCP connection Port is open
between client and server abruptly before completion
of three-way handshake signals making the
connection half open P S vy

- Attackers use stealth scanning technigues to bypass = | _ " ' SRS - ---------sscsosamaes
firewall rules, logging mechanism, and hide B i s e 7 L > | .
themselves as usual network traffic :
Bill Sheeala
Stealth Scan Process 10.0.0.2:2342 10.0.0.3:80

The client sends a single SYN packet to the server 01
on the appropriate port

Port is closed

If the port is open then the server responds with
a SYN/ACK packet

If the server responds with an RST packet, then
the remote port is in the "closed” state

Bill Sheela
| 10.0.0.Z2:2347 10.0.0.3:80

The client sends the RST packet to close the initiation
before a connection can ever be established
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Inverse TCP Flag Scanning

Attackers send TCP probe packets with a TCP flag (FIN, URG, PSH) set
or with no flags, no response means port is open and RST means the
port is closed

Port is
open

Port is = : | Probe Packet (FIN/URG/PSH/NULL)

closed LML - L e e

Axtacker Target Host

Mote: Inverse TCP flag scanning is known as FIN, URG, PSH scanning based on the flag set in the probe packet. It is known as null
scanning if there is no flag set
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Xmas Scan

n Xmas scan, attackers send a TCP frame to a s P e i s -
Tangel: | Amep TSLIEELET e Prafie

remote device with FIN, URG, and PUSH flags set e e ey
i"!H-wh_I_ Servrcan. Fomap Chapuat  Pom ¢ Hows | Topabogy | Host Tecais | Scans

OS54 Hom - F gl o reeag TELIEE 28T

= OREERaNT
T Srartivg Hesg 6. 48 [ hfbs: i resap .oy | ab Sidd-B3-34 1H=45 Saee

et = = Indtiati ARP FL 5 n at Ig &k

FIN scan works only with OSes with RFC 793~ E‘_.,'“‘H.:‘L“‘“ﬂ;.‘::;?!:fll‘frz?l: S e s
Initisting Fsrallel OWS resolwtics of I host. st 180a5 T

Conglated Faralis]l 0 reseletisn of 1 hopt. et 10:-4%, &.04 alessed

based TCP/IP implementation
InStiating EFSS Scan an E8:45
Sceandrg 1592, 168.0,.97 (19890 so-ts]
Comp] Fed MAS S.oan 5 I9:4%,. 21,09= slapssd (1000 Tobsl
EaE Stan Fepart for TN _TeE_@_ OF
Failed to resolws “seaps .
Host i up [(F.Ps letencyl,
A1 LB mcanned ports os 192 _ 16K & 9T are cpes|fiiltecss
el Agiregs: 0 o &clE (Dell)

i CzwPropras FLIes {xB2)%Mmap

t will not work against any current version of i R
Mmde ceme: 2 IF asaress (L eSSt up) Scannes in 23,58 socends
Raw packets sent: 18961 [(BE.SEBESE) | Rowdr 1 (2BE]

ports |

Microsoft Windows

Port is closed

Port is open

FIN + URG + PLUSH | FIMN + URG + PUSH >

- O R . lﬁy

4.'..'..'."."-"I'II'I-'I-.-I'II 1 q-.-..*.-'l'.l-"l'-l'.ll..-'l'.lltl--
: RST

MNo Response

Attacker

Attacker
10.0.0.& 10.0.0.8:23 10.0.0.6 10.0.0.8:23
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ACK Flag Probe Scanning

Attackers send TCP probe packets with ACK flag set to a remote device and . -
then analyzes the header information (TTL and WINDOW field) of received I - I
RST packets to find whether the port is open or closed - T

TTL based ACK flag probe scanning WINDOW based ACK flag probe scanning

L -'I mma= - r-}-

{-I--II-I-I-I-II--I--I--I-

| |
oo
¥ ]

]

)
¥ ¥ R ¥ I ¥
R

host

host

host

]

host

If the TTL value of RST packet on particular if the WINDOW value of RST packet on
port is less than the boundary value of 64, particular port has non zero value, then that

then that port is open port is open
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(ACK Flag Probe Scanning Cont’d)

- ACK flag probe scanning can also be used to check the filtering system of target

-  Attackers send an ACK probe packet with random seqguence number, no response means
port is filtered (stateful firewall is present) and RST response means the port is not filtered

i
], Stateful Firewall is Present I e e
Target | nenap 192, 168.0.96 v | Prafie w| [Scanj Cance
Probe Packet [ACK) = Comempide | & -g8 v nmap TH2 1650066 = =
. H

Hosts SErbCes Mg Dutput  Poats £ Hosts . Topolegy | Host DEI'.I:H:-:! Scans

e m s E s s R e s .. =1
x Mo H.ESPD"ISE @ 05 4 Host - = -2 v mmap 192, FEE DS 'H'_- I:ln‘_-!.ld-:_

L 192,168 095
Artacker Target Host = Starting Heap 6.4@ { hUtp://reap.org ) 8t Z6L4-B82-24 11:04
19258097 T ime

Initliating ARF Ping Scam at 11:8%
Scanning 192 168 .8.98 [1 port]
Complatad ARE Plag Eosn ot 10084, @ 04 slapesd (1 Sabal haoke)
Initliating Parallel DHS resolution of 1 hkest. at 11:8%
Corpleted Parallis] NS resclution of 1 host. At 11:84, &.bds
elapsead

H ITrhaitiating ACK Scarm &t 111804
ND FI rewa II Scanning 19X 1568 _8.96 [1808 ports]
Cospleted ACE Scan at 11:985, 21.48s =lapsed (1883 ToTal poris)
M=map zcan repoart For 192 .31568.8.95
Failed o resalve “nmap™.

PrﬂhE PECk'E't [Ac“] Ha=t iz wp [(B.B@s Eatency].

| — ]
""""""""""‘"'""""} - = -’:- &1l 1998 scanned ports on 193.168.8.96 are Filtered
AL Addresss 2i05 {Dell)
o o e A e R = E s e e L
BST Mmap dore: 1 IF address {1 host up} scanmed in I3.93 seconds
Raw PacHets Sent: 2091 (39.-928<E) | Rowd: 1 (Z88)

Target Host

Filter He=1=s
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IDLE / IPID Header Scan

Most network servers listen on TCP ports, such
0 1 as web servers on port 80 and mail servers on
4 port 25. Port is considered “open” if an application
iz listening on the port

A machine that receives an unsolicited SYM | ACK
packet will respond with an RST. An unsolicited
RST will be ignored

One way to determine whether a port is open is
to send a "SYN" (session establishment) packet
to the port

Every IP packet on the Internet has a
"fragment identification" number (IPID)

The target machine will send back a "SYM | ACK"
(session request acknowledgment) packet if the
port is open, and an "RST" (Reset) packet if the port
is closed

OS increments the IPID for each packet sent,
thus probing an IPID gives an attacker the
number of packets sent since last probe

Command Prompt

C:ZWomap —Pn —p— —sI www. juggyboy . ocom www.certi Ffiedbhacker .. ocom

Starting Hmap ( http: /f/ mmap.org )

Tdlescan nsSsimndg Zombhie www. JTuggyboy..comm (192 130.18.124:80) » Class: Incremssnital
Hmap scan rmeport for 198.182 . 30.110

(The 40321 porits scanned but ot shown below are Iin state: oclosed)

Porit State Serviose

21 S top it

25 Mo Sy

80 ) to i

Hmap domwe: 1 TP address (1 host oup) scanmed in 1931 .23 seconds
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IDLE Scan: Step 1

Send SYN + ACK packet to the zombie machine to probe its
IPID number

: ry IP packet on the Internet has a fragment identification
mmher {IPID), which increases every time a host sends IP packet

; 2t will send RST packet, disclosing

Analyze the RST packet from zombie machine to extract IPID

IPID Probe SYMN + ACK Packet

S .

-‘-r-------.-------.--:-------.-------.----------.-------.----------.---------------------------

Response: IPID=31337
RST Packet

Attacker
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IDLE Scan: Step 2 and 3

Step 2

Send SYM packet to the target machine (port 80) spoofing the IP address of the “zombie”

If the port is open, the target will send SYN+ACK Packet to the zombie and in response zombie
sends RST to the target

If the port is closed, the target will send RST to the “zombie” but zombie will not send anything back

s5¥M Packet to port 80
spoofing zombie IP address

S5¥YM Packet to port 80

- spoofing zombie IP address —
LT R T T e D L T T e
+P~m?3ﬁ“""" rRST ___----‘.\%
Attacker e e Attacker _ _ emamenma®

i‘fptwgiii 3] :

Target

Port is open

Port is closed

Step 3

IPID Probe SYMN + ACK Packet

R EEEEEEETEEEEEsEAEESEEEEEEEESEEEEEE RS R RS EEEEEE e

2 Probe “zombie"
IPID again

B L L L L L T T T T

Response: IPID=31339 RST Packet

Attacker IPID incremented by 2 since Step 1,
s0 port 80 must be open
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UDP Scanning

Are you open on UDP Port 297

li-'i-llt-ﬂ"--"-Illih---l---r----"--r--'I-Ill-------r-"--'r--1--l----r-----'r--'I-Ill--r----'--r-----1---------}
Mo response if port is Open
x S e e kB e "!

e R

If Poort is Closed, an ICMP Port unreachable message is received
Attacker Server

Sepn  Tocks  Profie  Heip
Targel | nersap DAL IEL0ST | Profie w | lScwmed Cancsi

UDP Port Open

Commandt £ il -y e TR T6EDLTT

& There is no three-way TCP handshake for UDP L

[ Senaces Mrrap Outpul - Ports ! Hools | Tepology | Heis Details | Scae |
sCamn 05 4 Hiost s 5 w5l - nmap VSE FRLOST --_: Datais
i 92 15R098 I
& The systerm does not respond with a message ™ 192158097 R e e T TR PRl ). A SRR IR
when the port is open i T Dy
::::::-I]‘!ﬂﬂ ARF PLrg Scaas &t 13:04,. ©.943 elapsed (1 tatal

Indtistimg PFeersliel DS resclwtion of 1 Aost. &t 131:14
Complstad Farallel DMS ressliotiss &fF 1 Bost. &t 10:34, ©.813
alapEas

frndtieting UOF Scam ot 11-04

Scanrirg 192 .068.9.97 [1883 poerts]

Dlscovered ol port 137 /adSy on 192 .16E.G.97

Completed UDF Scan ot 10:-34, E.70s elegied (18 totel pockal
FraE si@m repsst for 198 16E-@.97F

Fadled to rescleve “reap

Host f5 oo (S @3z Teteray] o

2 |If a UDP packet is sent to closed port, the system W;Tu:ﬁ':?;f:"ﬂ Ry
responds with ICMP port unreachable message LAl > e, (Ol

Bead dets Files foom: C:u@rogrem Files (B M=
Bewp dore:; I IF address (1 Fost wo) scosnned dn 10,239 seconds

& Spywares, Trojan horses, and other malicious R packets semt: 2Ol (ST.S6aNS) | Rmcwd: 5 (3868)
applications use UDP ports Fiter Fhots
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ICMP Echo Scanning / List Scan

ICMP Echo Scanning

-4 This is not really port scanning, since ICMP
does not have a port abstraction

List Scan

- This type of scan simply generates and

prints a list of IPs/MNames without actually
But it is sometimes useful to determine which pinging them

hosts in a network are up by pinging them all
@ nmap -P cert.org/24 152 .148.0.0/16

Jd A reverse DNS resolution is carried out to

identify the host names

Scam  Took Peofile  Help Scan Tools Profile Help

Target: | 162168057 Target: | 192188007 ul Profile

Commanc: | rmap -l - TRRVES0 5T

Mmap Dutput | Pars f Hosts | Topology | Host Details | Scans | Hosts | Sendces Mrrap Cutput Posts f Host: | Topology | Heost Detaiks | Scars
Mot - rmEp -En 192 FEE.0.97 - iDeesa i OF 4 oot nmap sl -w 192,158,087 |
TRE. TSR0

Commeand: e -5 192, 168.0.97

. Hosts | Services

= Detais

L
Storting Meap 6.40 ( nttE:isfnmap.ong ) At 2018-92-24
182168097 gy T

Starting Neap 6.489 { http://reap.org ] at 214-02-32%
Muap sScaAn Fepoct foor 19X _168.8. 897 i

14:11 e - Time
Host s wp (8, B:EllB: lil:-u:nn::.-:

Initiating Pa~allel DHS rezolution of 1 hosat. &t La4:11
m‘?"{ IP -y I:l‘h::t:mtl] S s ;?;'ii::::pt:allel DMNE resclution of 1 host. ot I4:11,
A —— = PR 2 ' Weas scan repart for 192.168.8.97

g ot s

£ L IF address (B RBoSTS wp) Scanned in &.13
SeEcorsds
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Scanning Tool: NetScan Tools Pro

- NMNetwork Tools Pro assists in troubleshooting, diagnosing, monitoring and discovering devices on the
network

A it lists IPva4/IPv6 addresses, hostnames, domain names, email addresses, and URLs automatically or with
manual tools

CHcke b i 1y Euy’ i el berai gl Tapdp - el g Cora eTien Erap enis 3

e gereresct B TCR A Hzte

Cretrieed® EwenE S Jueap To Asleersiies

e Eranlvee D St el e G Repa iz
T [T eE Pk
hiSS t Favorcws

Looal FoEs

1o I 4 T £ 1k el v ot

]
I
:

= IS eman
: __J,-!;:u?‘ _p_d A48 Emicrednft—mm)
Firhwoat. Coominct lom ERdpcinty rEEa et m s 3903 TCR EE4 poeapl

1 2E8S [Leslag)
SAST |wea)

5 SyaTem T [ - [
5 Ser o Syszem TLE [ o D243 Junknssmi
= LTSRS E T ] 41 - ANLES  qUBEASS )
i B ik AVERSED e 7D T [ [} 2153 Jurlmese)
'

Sy 3 TEmS

avehDss., £ae = O TCE [} AL Junknowe)
SporlET . awe L F . 0.0 CLFEL T i Eo B I 2 - i

Lesme. mxe 17 -2.0.0 ADLEE Junimosml

BECVLORS.AXE 1 T - - ARTET Junimown
oY ATER (5 H LD . LIY [EEEnLaS-3ER]
EEplOreT =T 1% T LD . T1I5S Junimosnl

Sya-tes T 1 + 2 S2OIE Junimstm)
Explorer . .=xe T - | SEQHE Junimosm)
353 oo TCR 1 - SE1CH uREns )
L} oo ] 1 B EEL3S junknowm)
kot 140 T 10.0.2. SE1IE JuURFnSTTY
TR T ] Sp1as Junlkmsem
353 & T 1 = S50 unkes)

c http o v, netsm’nmafs_mm
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Scanning Tools

SuperScan
http e mcafee. com

Network Inventory Explorer
hrttps S 10-strike. com

Global Network Inventory

Scanner
https S e magne tosoft. com

PRTG Network Monitor

hittp e paessier.com

MNet Tools

E‘ | hittps S mabsoft. com
m IP-Tools

L - http: S vwnvae ks-soft.net
O

SoftPerfect Network Scanner
https S e softperfect. corm

Advanced Port Scanner
frttps S e radimin. corrr

CurrPorts
httpoS e nirsoft. net

—re— MegaPing
https S v magnetosoft. com




=z L S
Connect Te=mi ‘e [ BAREN [hSANAT T

Nordic Gateway for Research & Education

European Union

Scanning Tools for Mobile

Umit Network Scanner Fing IP Network Scanner

1112 15053 PRA

Fing * LF

Rl e I'“'I_ TS
Wireless nebtwork 12 haours ago

IP Network Scanner

192 168.0.1 Router * candle
00 134D CC BB FS setgear —-— ”
192.168.0.5 (+4) Desktop ' Apple device/computer .
O 1 FF 297 Ad BA Sl
e 153{. 12 Prinbar rhynemaids-MacBook-Air (us... -
O Fa9&:DO3-27T »
macha-mini.local -
MNma Apple device/computer
P 192.168.0.14 >
et il Canon printer »
. Traceroute
Apple devicefcomputer n
192.168.0.20
Port Scan Ot D E-GA-4 548 5 Ecume-Retina (user: Eric Red... -
192.168.0.22 iPad
(4 1 E16BA 45 40, 5E Apgle Apple device/computer »

Reset ; 5 Media Player

THX Denvices Found: 11

hittp . wonnwe umitproject.org hitp: Yvwara overlooksoft. com hitp://10base-t.com
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Scanning Tools for Mobile (Cont’d)

PortDroid Network Analysis Pamn IP Scanner Network Discovery

= = i B lllﬂ!

Pammn I[P Scanmner i
[—l 10.0.10.2

10.10.0.0/24
- WIA TECHMOLOGIES

. & i@ oo:2s

FortDroid

2 Local Metwark

—system-dns

Fort Scanner

<> Trace Route

25/tcp (smtp)

{Eﬁ] Fing
{Delbian GNUY
B0/tcp (http)

e Connect

1M1/tep (rpcbind)

443/tcp (https)

ftcp (ssh)
s SH-=Z - =

Scan finished !

http: A www stealfthcopter.com hittp: /Y pips.wiholden.com http:/frorist. github.io
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Port Scanning Countermeasures

Configure firewall and 1DS rules to detect
and block probes

Run the port scanning tools against hosts on
the network to determine whether the
firewall properly detects the port scanning
activity

Ensure that mechanism used for routing and
filtering at the routers and firewalls respectively
cannot be bypassed using particular source
ports or source-routing methods

Ensure that the router, 1DS, and firewall
firmware are updated to their latest
releases

Use custom rule set to lock down the
network and block unwanted ports at the
firewall

Filter all ICMP messages (i.e. inbound ICMP
message types and outbound ICMP type 3
unreachable messages) at the firewsalls and
routars

Perform TCP and UDP scanning along with
ICMP probes against your organization’s IP
address space to check the network
configuration and its available ports

Ensure that the anti scanning and anti
spoofing rules are configured
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Check for Live Systems Check for Open Ports

Banner Grabbing

Scanning Beyond IDS

Scan for Vulnerability Draw Network Diagrams

Prepare Proxies Scanning Pen Testing
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Use fragmented IP packets

Spoof your IP address when launching attacks
and sniff responses from server

Use source routing (if possible)

Connect to proxy servers or compromised
trojaned machines to launch attacks
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SYN/ FIN Scanning Using IP Fragments

The TCP header is split into
several packets so that the packet
filters are not able to detect what
the packets intend to do

It is not a new scanning method
but a modification of the earlier
methods

C:\>nmap -sS -T4 -A —f —-v 192_168. : - : SYN/FIN (Small 1P
Fragments) + Port (n)
Starting Mmap 6.40 ( hittep: )/ /Dmap.org ) 1 e T P T S
2014—02—-10 11:03 EDT r ==

ITnitiating SYN Stealth Scan at 11:03 j ) A i It b ry e S
Scanning 192.168.168.5 [1000 ports] ' RST (if port is closed)

Discoversd open port 139/tcp on 192.168.168.
Discovered open port 445/tcp on 192.168.168. Attacker Target
Discowversed open port 135/tcp on 192_168.168 .
Discoversd open port 9212/tcp on 192.168.168 .

Completed SYHM Stealth Scan at 11:03, 4.75s SYMN/FIMN Sca““ing
elapscaed (LDDD total ports)
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Check for Live Systems Check for Open Ports

Banner Grabbing

Scanning BEeyond IDS

Scan for Vulnerability Draw Network Diagrams

Prepare Proxies Scanning Pen Testing
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Bannar Grabbing

Banner grabbing or OS fingerprinting is the method to determine the operating system running on a remote
target system. There are two types of banner grabbing: active and passive

Identifying the OS used on the target host allows an attacker to figure out the vulnerabilities the system
posses and the exploits that might work on a system to further carry out additional attacks

Active Banner Grabbing Passive Banner Grabbing

& Specially crafted packets are sent to remote 2 Banner grabbing from error messages

0S and the responses are noted Error messages provide information such as type
of server, type of 05, and 551 tool used by the target

& The responses are then compared with a
remote system

database to determine the OS
2  Sniffing the network traffic

= Response from different OSes varies due to : i
¥ 3 E - Capturing and analyzing packets from the target
differences in TCP/IP stack implementation Ernilblics s attachsr tadotormans 0% usad by the
remote systerm

&2 Banner grabbing from page extensions

Looking for an extension in the UURL may assist in
determining the application version

Example: .aspx == 15 server and Windows platform

T
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Banner Grabbing Tools

Netcraft

2 1D Serve is used to identify the make, model, and 2 Netcraft reports a site's operating system, web
version of any web site's server software server, and netblock owner together with, if

= |t is also used to identify non-HTTP (non-web) available, a graphical view of the time since last
Internet servers such as FTP, SMTP, POP, NEWS, etc. reboot for each of the computers serving the site

B L Inteme) Serves kisntiScation Utk 102
(D .Serve s avenw stk

Eu-:l-igr-:lu;ad _E-Br'-'u-'&.-ery | gg_,e.,_aﬂm- |_

ey e e 5L S LE Db B Lol ]

ol sy brieires werved LIAL o |7 ook s Pewe (eamriie s Pecmoe ol coond

- ‘Wher an int=net LIFL o 1P haa beery o ovded shove.
(2 | Q! Tha Seneem e e b A6 it Exn e e ol s !

Server

Py T EEng
(3 ST Ol SVRILL [ TE 0§ T i S S

_.f-rl'p-_—l-.;u-ugn: byles
api .

T T 18bs chl & hE
Seruer Microso®-RE5RE.0
“Paveared-By ASPRMET
o I 1 e e A

T mevven wlenbifed fvell an -

@ [wicrosan-smso |

Mlaswi mipririml
P S S o Pl i o G 0L
e —mesn — R
T L]
S - Bt @ - -
] SEEeTRL e o EERCTEEL. et e pEDr o S
Btk
L LY o = e — b W T LG D6T repeey
e e - ST L L e g
TR mdm— md TR b A g e g m ey
ew mErEes ] D el el e s
e 1 o mamm e —a— - - .-
—m - e
[ T —— el el e, e A s . S [—— o s L
o PSR -y
T B mem e B Sty
CEEEE Tetmmabias

Bt 1i=st oy

[ TTT P
el T p——

Pem g Eal BC oy

=

T R 0T by

5 D83 T ey
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Banner Grabbing Tools (Cout’d)

1. # o —wwv wWwWww. juggyboy . com 80 - press[Enter]
2. cET /S HTTP/1 .0 - Press [Enter] twice

This utility reads and - i s i P———
: erver identified as
t dat : e >
st it duane oate 13,805 2012 12214518 o Microsoft-11S/6.0
network connections, cent T T e P
using the TCP/IP 11 we ' :
protocol

1. telnet www.certifiedhacker . com B0 - press[Enter]

2. cET / HTTP,/1 .0 - Press [Enter] twice

This technique probes reent : ?-;-::_-_J.;_ " Server identified as
HTTP servers to % Powered-By: L AR | Microsoft-1iS/6.0
determine the Server : _ . ; i : N Ce At Le S rhead Y hodp >t ad 3t it LadDirectory Listing Dend
field in the HTTP I San ... il e AT Dierswnd Dl ss sy &
response header ki o i el |
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: ': 1 Use ServerMask (http://www.port80software.com) tools to disable or change
'3; banner information

Banner Grabbing Countermeasures Disabling or Changing Bannaer

Display false banners to misguide attackers

Turn off unnecessary services on the network host to limit the information
disclosure

Apache 2_.x with mod headers module - use a directive in httpd . conft
file to change banner information Header set Server “New Server Name”

Alternatively, change the Serversignature line to Serversignature
Off in httpd. conf file
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Banner Grabbing Countermeasures: Hiding File Extensions from Web Pages

about the underlying server
technology that an attacker can
utilize to launch attacks

File extensions reveal information 3

Hide file extensions to mnﬂ(ﬂl X
web technology )
Change application mappings
such as .asp with .htm or .foo,

etc. to disguise the identity of
the servers

IS users use tools such as
PageXchanger to manage the
file extensions

\\v’? It is even better if the file extensions are not at all used
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Check for Live Systems Check for Open Ports

Scanning BEeyond I1DS Banner Grabbing

Scan for Vulnerability Draw Network Diagrams

Prepare Proxies Scanning Pen Testing




3 o .;' -
7 rsiaConnect Tremi co B§RE\'§ NORDUnNet

European Union

Vulnerability Scanning

Network
vulnerabilities

Open ports
and running services

(=] (=]

Vulnerability scanning

identifies vulnerabilities
and weaknesses of a
system and network in
order to determine how a
system can be exploited

Application
and services
configuration errors

Application and
services vulnerabilities
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MNessus is the
vulnerability and
configuration
assessment product

Features
— Agentless auditing
— Compliance checks
= Content audits
= Customized reporting
— High-speed vulnerability
discovery
= In-depth assessments
= Mobile device audits
— Patch management
integration
= Scan policy design and

execution
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Vulnerability Scanning Tool: Nessus

NORDUnet

Nordic Gateway for Research & Education

Severity a

Vulnerabilities [

Flugm Mamse

Schedules

H_lg m Family

CRITRCAL
CEITRCAL

BASOS-050 Microsoft Win.
BAST 1030 Wulnerability m._
BAST 2020 vilnerabaities |
BAscrosolft Windows Flermo .-
SME Signing Regquired

S0 Cerrfieote et B

RS | ﬁﬂm‘!’-':.rﬂ-jl‘-!-ﬂ Certdicals
Termmal Servioes Dossnt ...
Termmal Sernces Encrypli—.,

5L RCA Cipher Suiles Sup.

wEndoams

‘wwlined orecs

Wi oo

‘Wesndows

=ars-rai

GEreral

Gemneral

S udit Tras
F
Count Scan Details

1 rame: Lodal - Heraark

Falder: By Scams
1 Stafirs: Completed

Pokys mlatearkScan_ P oy
1 Targets: TEOO.T7

Stae® iyt BEOn Jam 20 7150
1 End fime ftom Jam 20 Ti:h

Elapsed L0 e ubes:
1

Valnerabilities
1

- e
1 [ R
(AT BN
1 L Bt o
W Corbal

1
1

http ol waws tenabie.com
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Vulnerability Scanning Tool: GFlLanGuard

GFIl LanGuard assists in asset inventory, change management, risk analysis, and proving
compliance

Features

Selectively creates custom - S Bt satwark -3 computer
vulnerability checks - s -

Identifies security
vulnerabilities and takes
remedial action

Creates different types of
scans and vulnerability
tests

Helps ensure third-party
security applications offer
optimum protection

T ———w— — e m— m— — —

Performs network device
vulnerability checks

| Comprators B e 2o [ v et e |

i

http: A wnanae gifi. com
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Vulnerability Scanning Tool: Qualys FreeScan

B Scans computers and apps on the Internet or in your network
B Tests websites and apps for OWASP Top Risks and malware

E) QuaLys Frare Soas T s oo o S e E) QuaLys Free Soam ey L = . e

£ Pt n Tps B Sermses Falten = @i 8 S e—— o Moo Peen Do Toe  Tetmbrrm | Ve fonm = | g 8w M
Scan In Progress Wier by S Bl Faich Papod m Prast Rapas
e rrelEu ] T b e e P eyt

o b iy Reas

— Wubneral ity Scan == ; .
iy O — - o o bbbt ietente | 11 | rare Detection

Fatruary £S5, 30010 @ 11 &4

Hfertify f malware s hosted on yous

P e et st infocstm.
DWASP Scam - I'I't"p'_l'i""i 09026238 24 '?‘ S R iDE ained Served o o CRenne e e
Famemay ¢ s impacind | LT Fuwecs Saanad LF Faoruary 3613 m 08T e P g
L T e e e = T Plamar, v
B T —
: = | wcrren 5 |
L= -t [ -
B - i 4 Lirmet myETY = == a
SCAFP Seam ==, PO DI ED
S e ; e B0 e e ———
R i Vulnerability Audit .
(F A e Fnat Ty ML e
] = Identify network and welb sppliication m ] TEE B b wart -
Ll rep e, il ing CAESE Top b ey Peacepery Dianrsge demn e L= ] EWNE Tl L e W ——
v -
Boan on 008 L0153 10. arvd malvesrs 1010 28 238 e = S B B s s e e o A et A
R emany - PO ay dranen £ e gl - Fatrunsg 2010 o 106A0
S e 3 s ] G A Fo T T [

Tormad:

Loron Dy T TerT Sacm B Tor e e

e s A it R T e SACCE] P Kl -4 Pl il (e gy

bty s, s s L bt i it et i ot s il =
fliiraily

3 = m O e P o e D

T My P g by s ek bl
BCAP soan an TRAA201E -~ O A0, e 32 BF o My e T RS, DA :""“'
BCA P & e srairy - 45 of Z8F Fasas dass tadarng (18 09%5 & Fabranry 32413 ol Y800 Bl
i o ormp b VP o MR e 3 (T s e Bkt haa
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=) — m I e e T E
[T

O M e L el O e ]

OWASP scan Report on B2MAPE1E e hHps IO 10 26 288 A el B e e e el
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Network Vulnerability Scanners

Retina C5

hittp e beyvondtrust. com

OpenVAS

ittt A vwnnee oprenuvas. org

®

Security Manager Plus
http: v manoge engine. corr

Core Impact Professional
https e coresecurity. oo

MBSA

http e miicrosofft. corm

Nexpose
hittp: e rapid 7. oo

SAINT

http: A wanee saintoorporation. cormr

Shadow Security Scanner
http A wvnwe safety-lab. oom

MNsauditor Network Security -

Auditor

https A wavnwe nsaouditor. corr

Security Auditor's Research
Assistant (SARA)

bttt waans-arc. oom
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Retina CS
for Mobile

rh e T
4 ---_'
Asi@Connect 1.5, &%

CoOoQOPERATION & E N T E

(osiey

NORDUnet

Nordic Gateway for Research & Education

Vulnerability Scanning Tools for Mobile

SecurityMetrics
MobileScan

Nessus Vulnerability
Scanner

s COMMECT

L | |l T -
WD | 12 ]

SeCUrityMETRICS

bre TE memne sriy Bn v Eaer O Fras A Gl e LA Rl Prae
_l

Nessus ..

Pl sy

=" Mobile Devices Audit

B Vulnerability Summany
il | . [T Tprem—
@ m A 05 < 001 Syl V sinerntEses

e [

L- S| MO Mok Device Repoming

http Y www. beyonditrust.com

https:Ywww. securitymetrics. corm

htto:/wwa tenable.com
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Check for Live Systems Check for Open Ports

Banner Grabbing

Scanning Beyond IDS

Scan for Vulnerability Draw Network Diagrams

Prepare Proxies Scanning Pen Testing
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Drawing Network Diagrams

. Drawing target’s network diagram gives valuable information about the network and its

architecture to an attacker
d Network diagram shows logical or physical path to a potential target

? % U:',SJEI' i U;EI" 2 File Server App Server
| I |

PHP Server HTTPF Server
User 3 iser 4 SAMN DB Serwver
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Network Discovery Tool: Network Topology Mapper

Features :
Network Topology Mapper discovers a network

Network topology = S
3 - and produces a comprehensive network diagram
discovery and mapping -

Export network E : T
diagrﬂms to Visio m--r*-:'n- h-lh.':;.....;z'_l - By i Ly vt D e g o et B, 2 Byt e WP = 0 05 1| s .
Goumby | Fiee i =
e
- BT Roade - T D AT
o e e Segreert
- L [ [ Lo =
Network mapping for s B
regulatory compliance e
(= e ] _-Llé_ -
PaghH Sl For ol deisis A Flarge
Multi-level network S
discovery
oL
S T
Auto-detect changes to W3
s el ]
network topology : -
1 Drstcan dngianyd Laycoonr SR T e T +-5- TR g Ty [ g——— - e e O BTt Mrarme 1
http:fwww. solarwinds. com
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Network Discovery Tools: OpManager and NetworkView

OpManager

DpManager is a network monitoring software
that offers advanced fault and performance
management functionality across critical IT
resources such as routers, WAN links, switches,
firewalls, VolP call paths, physical servers, etc.

q Y ¥ | P}
il BaveeTacen) Powrer Torer ey oD . L) |
[ WS 3 F i
[ SRS BTN S| I e
[ e -] afin
B st ogrwen | sl
Dt : R} |

vl Soda i Yy
Fumsk Type

“omrLe Alarm B saps
Al Dwvwow ek Dareen [ —— Dbt o P S0
Ml Deveos S e i | Eormrresrac o wetFy b
¥ Cea Poll Magsed | i prekad Poaw 09 1B 5337 EET 5
all e Po@ Mgy Chegewd s i e e N t
o Process Montsr Do X53 = = - :

T N St G S T T T o T e T

NetworkView
NetworkView is a network discovery
and management tool for Windows

Discover TCP/IP nodes and routes using
DNS, SNMP, ports, NetBIOS, and WMI

Wimdos - Hep - O3
Dol ES -l " o +-H_.ﬂ'ﬂ'ﬂ.! o = | B b [0 CLD ek B B A | W
" Hetveraic i1 ||
25 =2 (=] O &8 & =
L - [P .. r— — - Tt - =
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Network Discovery and Mapping Tools

C = The Dude e ﬂ Switch Center Enterprise
1 hittps e ik rotik. corr b - Fttp: v fan-secure. comnm
- -
@ LANState - InterMapper
Attt w1 0-strike. corm hrttps S e internmaoppe r.coim
N—
Friendly Pinger . NetMapper
hittpsS M wavawe kilievich. com . hittpo S wanwe opnret.comm
Ilpsonar !E g‘ NMetBrain Enterprise Suite
https S v lumeta. com 4 4 https S v netbraintech.com
| - WhatsConnected HH IMI Spiceworks-Network Mapper
hittps S vwavw whotsupaold. corme — it e spiceworks. corm
. B
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Network Discovery Tools for Mobile

Net Master Network "Swiss-Army-Knife™

Scany

532 P

MNet Master

| Mbps
LAM Scan Spead Test
- . .
‘ .
GeoTrace
N
Ping WiFi Finder
o [ ™ |

paully. com

Belarus

| scan i~

3001

Host

Host & Device Info

Mac name (OS5 X,/ Bomjour)
- PC name (Windows/NetBIOS)
- Deviice name (DLNASUPRPSSSDP)
- Domain name & WHOIS
- Reverse domam [(PTR) & WHOIS
- [P address & WHOIS
1P network range & WHOIS
- ISP identifer (ASE) & WHOIS
- Country (Geao |P)
- Hardware MAC address
- Hardware manufacturer
- Mac hardware model
- Shared printers (05 X)
- Open ports (TCP/UDP)
- Network services (Bonjour)

Network "Swiss-Army-Knife®” [ 7 ]

IPvd4 Subnet Calculator
Classfhud & Classless Metwork Subnatting

MAC Address Lookup

Hardware MAC Address Lookoup

Domain to IP Lookup
Single/batch Domain Name to IF Lookup

Deep Whois Lookup
Domam Pl 1IPE or ASHN wihois kookup

IANA Port Number Lookup
LAMNA PorteSearvices Number Lookup

IANA TLD Lookup

AMA Top-Lewvel - Domain Lookcup

My Device WiFi IP Addr
Show doeviese locallntermet 1P SAcicdress

hitp /A  woawan nutecapps.com

hitp: A happymagenta. com

hittp: A foobang.weebly.com
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Check for Live Systems Check for Open Ports

Banner Grabbing

Scanning Beyond IDS

Scan for Vulnerability Draw Network Diagrams

Prepare Proxies Scanning Pen Testing
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Proxy Servers

A proxy server is an application that can serve as an intermediary for connecting with other computers

To hide the source IP address so that they can hack without any legal J
corollary 4

"H_W_] To mask the actual source of the attack by impersonating a fake source
address of the proxy

- To remotely access intranets and other website resources that are normally };"'
L 3 off limits

-",,_\ To interrupt all the regquests sent by a user and transmit them to a third
destination, hence victims will only be able to identify the proxy server address

' Attackers chain multiple proxy servers to avoid detection 4

Why Attackers Use Proxy Servers?
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Proxy Chaining

05 Atthe end unencrypted request is passed to the web server

- v

----------------} E-r-h‘i-----} e I-----‘----} '.I'-I—E

1Pz 20.10.10.2 Pz L0.10.20.5 IP: 20.10.15.4 -

Port: 8012 Port: 8023 Port: B030 E

-

Usear _-qlllq--u-iuq-|---|-|--1|-|-|ll-u--u--uu-u-||--||---u-u-ll-l-u-q--u-ln-u--n.---u-u-lll-u---uu-n-l-l.--ul----i-u-ulnq-q--quq-l-nn--ul---:

B

: .

: > 4 3] 3] -

E_.} sr— .-----------} R ------:---—-% S -l_h-’--'-_-----z-----'--} EL-—
1P: 20.15.15.3 IP: 15.20,15. 2 IP: L3.20.10.8 traffic 1
Port: 8054 Port: 8045 Port: BD28
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Proxy Tool: Proxy Switcher

Proxy Switcher
hides your IP
address from
the websites
you visit

#%  Proxy Switcher Unregistered ( Active Proxy: 217.33.193.179:3128 - UNITED KINGDOM ) |

File Edit Actrons Yiew Help

|9 F EX OO EEE £ o Fa% A\ o) [reroysne | %

Proxy Scarmer SPrwer State Resporme Comarubny
"'?" Phewe (1026} e

e - o —

_ ® 313122 178 592080 A =
= Hﬁﬁs-;rur;wnws L] o 9413635, 126:4454 Plve
EE'; EIIIE: & 162.13.113.63-3128 .
¥
| 4 sy : . 217331931 733128

94,136 35 1244444 Al

e ey | ¥ 8815020053128 (Ave-SSL} =g
Pm'*"” 13,""‘"'"'"’ ¥ 196.41.38.18:8080 Plve-55L) 13988ms Bm UNITED REPUBLIC OF TAMNZA
ate | & 215917368080 (Alvm-SSL} 1846Tms  ESP% UNITED REPUELIC OF TANZA
Dangerus (1546 o 21223231.433128 Ave 16187ms  B#% UNITED REPUBLIC OF TANZA
S Wy ¥ Voser Sereis 1) & 5581175 members lnode. Arve 12505ms W= UNITED STATES
Prosey Switcher (09 A 173.230.150.121:3128 (Ave-SSL) 1354Tms ™ UNITED STATES
.J 165 78, 179 355555 Alwe 1344 0ms LUNITED STATES
& 37.73.31.10087 Ave 18333ms ™ UNITED STATES
-D-‘ TS5, 148 172 41:9959 P TE2 4 Smes T GNITED STATES http_-‘.':.r"w'w'w_ OOy S Ar T ~her oo
f._-w.mvl.'xmm-. - LR Y 110974 = IINITFD STATES . = 3
[ Disatted || Keep flive || Auto Swich |
Yo topip sys dover seems to be nod Bmiting half-open cornnection cound.. &'s a good thing. -
Youy mne cesing the most pecerd werson.
|Basic Anonymity ________Or32 D _
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Proxy Tool: Proxy Workbench

e —
R M —

Proxy Workbench is a proxy server that displays data passing through it in real time, allows you to drill into
particular TCP/IP connections, view their history, save the data to a file, and view the socket connection diagram

= O -4%- 5

'! M or@tofing: WiN-DEEBEMOPESPE (192 168.0.54) D etails for AR ALy

E@%njﬂﬂm@ Finosrn

| Bt SMTP - Dulgoing e-mail [25) -5 1270013747 . 0% 171,760 149712490
fgy POP3 - Incoming e-mad (110] =127.0.07:3750 192 1680, 4: 8080 TLITI2196 141715371
B HT TP Prosy - \web [8020) A=l127.0.0.1:3752 192 168.0,4: 8080 141715375 141715564

S HTTPS Frosw - Secue WwWeb [443) “-l1zr 0013754 192 1680, 4: 8030 14:1 715568 141210775
FTF - Fie Tramsfer Protocol (21)
S5 Pass Theowab - For Testimo Sooos 1 000

Ee= Cookie: PREF
=ID=bafal233&64cS
4927 - TH=13929756
27 :LM=1292975627
S=BTJf Z7r_3IRIHN
LD | Cormresac b L Ol

7% IO 1 7 e
A RE T TATART T TR |

ache—Controal
—zache

SRRSO AW WSS
WWREN Wwgbin
0 5 T e G b s S
Bk 0 ek ) P QL e L
[= RN T Y. AT ATAY.
REswdl o=
O )R ) 0ol b
b ik A P P kB R
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Proxy Tools: TOR and CyberGhost

Tor allows you to protect your d CyberGhost allows you to protect your online privacy, surf
privacy and defend yourself anonymously, and access blocked or censored content

against network surveillance - It hides your IP and replaces it with one of your choice, allowing
and traffic analysis yvou to surf anonymously

Vidalia Control Panel | — | = [T

hh

Stabus
@‘x Connected bo the Tor mebwori!
|

vidaiia Shortouts

LB X
Ston Tor Setup Relaying
—

[+ Shave this windaw on startup [ Hade

hittps:Ywww torproject. ong }rﬂp:f;’:\f AL cyherghﬂsrvpn. COoNT
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Proxy Tools

=3 = SocksChain et ﬂ Fiddler

hittp: S Aufosoft.com Fttp: v felerik. comm

Burp Suite - Proxy
Attt W, portswuwigger. net ittt e aonalogx. com

Proxifier ) Protoport Proxy Chain
hittps S wnvwe proxifier. oo —— it e protoport. comn

Attt S we bproxylist. com it . prox oo, o

hittps v charlesproxy. coim Attt e youngzsoft.net

. X

©
—
Q Proxy Tool Windows App !E 5‘ ProxyCap
s

Charles HH m CCProxy
¥
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Proxy Tools for Mobile

Proxy Browser for Android ProxyDroid NetShade

@& 12:07 pm

4 Proxy Browser  ProxyDroid

sService Controller

@ @ @ e T —

cNaie
Proxy One Proxy Two United States -

l;r-{_oose one profile Canada =

United Kingdom
= LGB e

[ETFE \\/ Host I = United Kingdom

I. A\ The hosSt nane Czech Republic =

Proxy Settings

Port Netheriands e
The t number of your Prox -
Germany -

Proxy type ! _._Q.ne .

HTTPE

Account Information

https:Yolay. google.com https:. Ygithub.com http:/wanwe ray nersw. com
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Free Proxy Servers

Free Prowy Servers - Goog |

3 S B hmpsy Asanwvogoogle comy

Google

Free Proxy Servers

Erse Drovy Ligt - Bublic Prosy Senvare (10 EOETY - Hide iy Acg)
nitps: fMMdemyass com/proxy-Sst’ =
50+ items - Free proxy st imndesx the largest real-time database of pubhic ...

b rnutes 1% F13IE3IE. 36 L 34F5055. 9 4. 1 flag KEMNY A
11 munutes 18 1 HE1E 1 11 % =k TFH 26 .=|:a._:,'|'=:-||I.,-1|'~--'J

I P Nowr Omlinge Pri: i r Proooy Li
weane prnYyAfres coumd -
Praxy 4 Free i= a free proxy bis: and proscy checkar providing vou with the best free
Proxy Sarvers {or crvr 10 YRErs Ohar sophisticaled checking system meEsures .-
Frowy List - Country - Rating - Domam

f Frea P Servers - Page 1 of 11 - Proxy 4 Free
Wl prodydtree Comilisirasehpraxy 1 il
The basl kst of workmg and continvoushy checked proxy servers - page 1 of 11

Top Free Anonymous Web Proxy Servers - Wiretess | Metworking
compnebworicmg. abowt. comy’ Pproxyserversandlists’ = About
i by Bradisy Elitciwell
Thess sites support Web-based free anonymous proxy servers Ao
anonymous ¥
an the Web ...

ffeb proxy is an aftamatrve 10 configenmg HTTF or SOCES proxes

A search in Google lists
thousands of free proxy
servers

Google
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Introduction to Anonymizers

An anonymizer removes all the identifying information from the user’s computer
while the user surfs the Internet

Anonymizers make activity on the Internet untraceable

Anonymizers allow you to bypass Internet censors

Why use Anonymizer?
Privacy and anonymity

Protects from online attacks

Bypass IDS and Firewall rules
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Censorship Circumvention Tool: Tails

Tails is a live operating system, that user can start on any computer from a DVD, USB

‘ stick, or SD card

It aims at preserving
privacy and anonymity
and helps you to:

=  Use the Internet )

anonymously and
circumwvent censorship
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G-Zapper

- withat iz G-Zapper
Gi-Zapper - Protecting wour Search Privacy

Drid prois ko - G oogle stores a uniguee identifier ina cookie on you PC. which allows them ta track the
@ keywmonds pou seanch for. G-Zappar wall automatically detect and clean thiz coolkie in pou vaeb biowser
Juest run G L apper, miramize the wirsdowe, and enjor pows enhanced seach pavacy.

d Google sets a cookie on
user's system with a unique

:';! A Google Tracking 1D exists on your PC.

identifier that enables them Your Google 1D (Chrome) e6d23a44d74e T7ad
i SRR Google installed the coolse on. Thuersday, October 03, 20713 D6 3458 AM
to track user's web activities
o searches hawve been racked for 1 days
such as:

ﬂl Mo Google searches found n Intemet Bxplorer or Finefoor.

& Search Keywords and habits
Hows to Lize It

e Search results To delete the Google cookie. click the Delete Cookie button.
Your identity will e obscured fom previows seaches amd G-Zapper will regLlaiy Clesn e codkbes,

2 Websites visited % Toblock and delete the Google search cookie. click the Block Cookie button.
D iGmai and Adsense will be unavailable with the cookie blocked]

d  Information from Google
cookies can be used as
evidence in a court of law [Dﬂ*ﬂ*ma [Bﬁﬁﬂmﬁ!] [T*ﬂﬁmﬂ] [ Settings ]

http A wnww. dummysoftware. com
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Anonymizers

Psiphon

‘ | Spotflux
http S fpsiphon. ca

hittp v spotflux. com

Proxify 'F' Guardster
http S oroxify.con B } http: A vane. guardster. corrm
—
et

Ultrasurf

https S ultrasurf.us

)

! Anonymous Web Surfing Tool
E hittps S W anonyrmous - serfing. coen

Head Proxy
hittps S e headproxy. corm

[I— —Ij Hide Your IP Address
e hittps v hideyouripoddress. net

|
@

Hope Proxy

hittp S v hopreprox . cormm

E = i Z
= Anonymizer Universal
ittt W, arron YTz e, oonm
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Anonymizers for Mobile

Psiphon OpenDoor
NP pciphon

STATUS

=20 Runmning in w
Select regio

Tunnsl Whole Device (requires root or SAndroid
4,0+

-

Oy - S About
HBrowser R Psiphon

Stop

https:/Yguardianproject.info https: /Y53, amazonaws.corm https ./ litunes.apple.corm
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Spoofing IP Address

- 1P spoofing refers to changing source IP addresses so that the attack
appears to be come from someone else

J When the victim replies to the address, it goes back to the spoofed
address and not to the attacker’s real address

e —
= . r AT ! s - Attacker sending a
IP spoofing using Hping2: ;;-_-’L; : - b it uith ot fed
|- 5 I
Hping?2 www.certifiedhacker.com Al - address 7.7.7.7

— 3 el

il g ¥ |liill|

i |

Victimn 1P address - ..t A Hu L -
! ! 7L
| VW
You will not be able to complete the three-way handshake and open a successful TCP connection with
spoofed IP addresses
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IP Spoofing Detection Techniques: Direct TTL Probes

Send packet to host of suspect spoofed packet that triggers reply and compare
TTL with suspect packet; if the TTL in the reply is not the same as the packet

being checked, it is a spoofed packet

This technique is successful when attacker is in a different subnet from

wvictim

sending a packet with
spoofed 10.0.0.5 IP—-TTL 13

Attacker

(Spoofed Address
10.0.0.5)

Mote: Normal traffic from one host can vary TTLs depending on traffic patterns
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IP Spoofing Detection Techniques: IP Identification Number

Send probe to host of suspect spoofed traffic that triggers reply and compare IP ID

with suspect traffic i
ITIP IDs are not in the near value of packet being checked, suspect traffic is spoofed I

This technique is successful even if the attacker is in the same subnet

Send packet with
spoofed IP 10.0.0.5; IP ID 2586

Attacker

(Spoofed Address
10.0.0.5)
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IP Spoofing Detection Techniques: TCP Flow Control Method

Attackers sending spoofed TCP packets, will not receive the target's SYN-ACK packets
Attackers cannot therefore be responsive to change in the congestion window size

4 When received traffic continues after a window size is exhausted, most probably the
packets are spoofed

sending a SYMN packet
with spoofed 10.0.0.5 1P

Attacker

(Spoofed Address
10.0.0.5)

10.0.0.5
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IP Spoofing Countermeasures

Encrypt all network traffic using cryptographic Use random initial sequence number to
network protocols such as IPsec, TLS, SSH, and prevent IP spoofing attacks based on
HT PS5 sequence number spoofing

Ingress Filtering: Use routers and firewalls at

Use multiple firewalls providing multi-layered yvour network perimeter to filter incoming
depth of protection packets that appear to come from an internal
IP address

Egress Filtering: Filter all outgoing packets
Do not rely on IP-based authentication with an invalid local IP address as source
address
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Check for Live Systems Check for Open Ports

Banner Grabbing

Scanning Beyond IDS

Scan for Vulnerability Draw Network Diagrams

Prepare Proxies Scanning Pen Testing
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Scanning Pen Testing

- Pen testing a network for scanning vulnerabilities determines the network's security posture
by identifying live systems, discovering open ports, associating services and grabbing system
banners to simulate a network hacking attempt

- The penetration testing report will help system administrators to:

» »

® v : L

: M i Troubleshoot -
® SRR ! Hide or i : i .
' ! Disable f : i service ! Calibrate
i ' ! customize : : o
' Close ' unnecessary P i configuration ' firewall
i 1 . annears i
! unused ! services ! i errors ' rules
i i i [ i
i : :
1
(]
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Scanning Pen Testing (Cont’d)

& Check for the live hosts using tools such
as Nmap, Angry IP Scanner, Solarwinds
Engineer’s toolset, Colasoft Ping Tool,
etc.

Use tools such as Nmap,
Angry IP Scanner, etc. © Check for open ports using tools such as

Nmap, Metscan Tools Pro, SuperScan,
PRTG Metwork Monitor, Met Tools, etc.

Perform port . R Use tools such as Nmap, & Perform banner grabbing/05S
scanning Metscan Tools Pro, etc. fingerprinting using tools such as Telnet,
= Metcraft, ID Serve, etc.

b 4 & Scan for vulnerabilities using tools such
Perform banner grabbing __ 3 Use tools such as Telnet, as Messus, GFl LANGuard, SAINT, Core
fOS fingerprinting MNetcraft, ID Serve, etc. Impact Professional, Retina CS
: Managemeant, MBS5A, etc.
W
Scan for Bl oo Use tools such as Nessus,
vulnerability | SAINT, GFl LANGuard, etc.

TLLLLL |

- > |
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Scanning Pen Testing (Cont’d)

Use tools such as NMetwork

Draw network

CECEEEELEE o Topology Mapper,
diagrams OpManager, etc.
v

Use tools such as Proxy
Prepare proxies fremmmrmm- > Workbench, Proxifier,
Proxy Switcher, etc.

the findings

a

Draw network diagrams of the vulnerable hosts using tools such as Network Topology Mapper, OpManager,
MetworkView, The Dude, FriendlyPinger, etc.

Prepare proxies using tools such as Proxy Workbench, Proxifier, Proxy Switcher, SocksChain, TOR, etc.

Document all the findings
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Attacker determines the live hosts from a range of IP addresses by sending ICMP ECHO
requests to multiple hosts

Attackers use various scanning techniques to bypass firewall rules and logging mechanism,
and hide themselves as usual network traffic

Banner grabbing or OS fingerprinting is the method to determine the operating system
running on a remote target system

Drawing target’s network diagram gives valuable information about the network and its
architecture to an attacker

A proxy server is an application that can serve as an intermediary for connecting with other
computers

A chain of proxies can be created to evade a traceback to the attacker
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