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Are You Protected from Hackers on Public Wi-Fi?

In what way have people accessed sensitive
data when using free public Wi-Fi?

ZGD.-";-D checked a bank account
L o] =
39% of U.s public 1 9% paid a bill
Wi-Fi users have accessed
sensitive information
while using it

anﬂ sent email with sensitive data such as a
social security number

ﬁ % filed taxes

What potential issues with using
66%0 of public Wi-Fi do people recognize?

U.S adults @ B8 9% identity theft
have used
public
Wi-Fi

e TED;"F'IJ compromised accounts

S 39'—}"’.; fraudulent tax filing

—_a

At AAmanw socialmediotod oy com
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Wi-Fi Statistics

Globally, 46 percent of total mobile data
traffic was offloaded onto the fixed network

through Wi-Fi

By 2018, 40 percent of enterprises will specify
Wi-Fi as the default connection for non mobile
devices, such as desktops, desk phones,
projectors, conference room.

http ./ fwwewe cisco.com, http/fweww _gartner.com
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Module Objectives

2 Understanding Wireless Concepts . Wireless Hacking Tools

o Understanding Wireless Encryption W Understanding Bluetooth Hacking

Algorithms Techniques
2 Understanding Wireless Hacking

W Understanding Wireless Threats . Countermeasures

- Understanding Wireless Hacking < Wireless Security Tools

Methodology - Overview of Wireless Penetration Testing
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Module Flow

Wireless

= Wireless Threats
Encryption

Bluetooth
Hacking

Wireless Hacking
Methodology

Wireless Hacking
Tools

Wireless Security
Tools

Wi-Fi Pen Testing

E‘,a ?’ Countermeasures




European Union

N B )
] ’;’\\_ j. o) C onne C‘I' Iﬁ !M :_E g (\B§R Eg HiQEVB‘H’RsHh EGEE
- . z

Wireless Terminologies

GSM

Universal system used for mobile
transportation for wireless network
worldwide

Bandwidth

Describes the amount of information that
may be broadcasted over a connection

BSSID

The MAC address of an access point that has
set up a Basic Service Set (BSS)

ISM band

A set of frequency for the international

Industrial, Scientific, and Medical
communities

Access Point

Used to connect wireless devices to a wireless
network

ol |

Hotspot

Places where wireless network is available for
public use

Association

The process of connecting a wireless device to
an access point

Orthogonal Frequency-division
Multiplexing (OFDM)

Method of encoding digital data on multiple
carrier frequencies

Direct-sequence Spread Spectrum
(DSSS)

Original data signal is multiplied with a pseudo
random noise spreading code

Frequency-hopping Spread Spectrum
(FHSS)

Method of transmitting radio signals by rapidly
switching a carrier among many frequency
channels
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Wireless Networks

Wi-Fi refers to wireless local area networks (WLAN) based on IEEE 802.11 standard

It is a widely used technology for wireless communication across a radio channel

Devices such as a personal computer, video-game console, smartphone, etc. use Wi-Fi to
connect to a network resource such as the Internet via a wireless network access point

Advantages Disadvantages

- Installation is fast and easy and eliminates -1 Security is a big issue and may not meet
wiring through walls and ceilings expectations

- Itis easier to provide connectivity in areas - As the number of computers on the network
where it is difficult to lay cable increases, the bandwidth suffers

- Access to the network can be from anywhere -1  Wi-Fi enhancements can require new wireless
within range of an access point cards and/or access points

4 Public places like airports, libraries, schools or - Some electronic equipment can interfere with
even coffee shops offer you constant Internet the Wi-Fi networks

connections using Wireless LAN
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Wi-Fi Networks at Home and Public Places

| |
‘ A Wi-Fi networks at home allow yvou to be a  You can find free/paid Wi-Fi access

wherever you want with your laptop, iPad, available in coffee shops, shopping malls,
or handheld device, and not have to make bookstores, offices, airport terminals,

holes for or hide Ethernet cables schools, hotels, and other public places

Wi-Fi at Home Wi-Fi at Public Places
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Wireless Technology Statistics

Why Wireless Technology Matters?

90% of all

smartphones are
equipped with
Wi-Fi capabilities

A Wi-Fi attack on
an open network
can take less than

2 seconds

By 2017, 60%6 of
carrier network

traffic will be
offloaded to Wi-Fi

More than half of
all open Wi-Fi networks
are susceptible to

abuse

There will be more

than 7 billion new
Wi-Fi enabled devices
in the next 3 years

7196 of all mobile
communications flows
over Wi-Fi

httpsAfananar. huffimgtonpost conr
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Extension to a Wired Metwork

a2 [ =8]| |
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LAMN-to-LAN Wireless Network 3G/4G Hotspot
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Wireless Standards

e
Amendments Modulation i Range (ft)
(Mbps) -
a302.11a OFDM 25 — TS5
802.11b 2.9 Ds5s 11 150 — 150
802.11g Pl OFRM, D555 54 150 — 150
B802.11i Defines WPA2-Enterprise/WPA2-Personal for Wi-Fi
S02.11n 2.4, 5 OFDM 54 ~1 00
802.16
10 - 66 70 — 1000 30 mil
(WiMAX) R
Bluetooth 2.4 1-3 25 e
=
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Service Set Identifier (SSID)

o1

02

03

04

SSID is a token to identify a 802.11 (Wi-Fi)
network; by default it is the part of the
frame header sent over a wireless local
area network (WLAN)

It acts as a single shared identifier
between the access points and clients

Access points continuously broadcasts
SsSID, if enabled, for the client machines
to identify the presence of wireless
network

SSID is a human-readable text string
with a maximum length of 22 bytes

05

06

07

08

If SSID of the network is changed,
reconfiguration of the SSID on every host
is required, as every user of the network
configures the SSI1D into their system

to connect to the access point using the
configured 551D, a blank SSID, or an 551D
configured as “"any”

Security concerns arise when the default
values are not changed, as these units
can be compromised

The 551D remains secret only on the
closed networks with no activity, that is
inconvenient to the legitimate users

A non-secure access mode allows clients I
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Client attempting
to connect

Client attempting
to connect
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Wi-Fi Authentication Modes

=,

Probe Regquest

..\1;...........-...................................}
Probe Response [Security Parameters) p—
{ il@.n

— Open System Authentication Reguest
-..@...-.. .................... e T -

Dpen System Authentication Response o=
{.-.--------'*---I--I-l--'-'-I-'I----l--l----.----14 r--
Association Reguest (Security Parameters) Switch or Cable
“@' > Access Point {AP) et el

l

Association Response
{ ............................

T N —

Open System Authentication Process

Authentication request sent to AP

AP sends challenge text

.q--.;..-._'-......----.-.---.----.--------------.--------

D g
Client encrypts challenge = ﬁ

'3 text and sends it back to AP >

—
Apdecrwmmﬂllenge text- mdif memmmwn e W Wy P e -
i i a—
ol s cosrect, authenticates client a ek ld o j
= Access Point [AP) Switch or Cable
Client connects to network Modem

“1@' I'I-'I--l'--'I-I'--'--"I-'l-"-'--‘-"'-"-'--l‘-l-b
shared Key Authentication Process

Nordic Gateway for Research & Education
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Internet

Internet
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Wi-Fi Authentication Process Using a Centralized Authentication Server

()

)
)J

|

RADIUS
Server

l

Loccess Point

1

Client reguest connection

Client

AP sends an EAP-Request to determine identity

Forward the identity to the
RADILIS server using the uncontrolied port

e R e L R

EAP-Response with identity

0

Y

LERRRT L] 1II|HI!!‘I‘F|!IIII1

Sends a reguest to the wireless client via the AP
specifying the authentication mechanism to be used e

A A R B

The wireless client responds to the
RADIUS server with its credentials via the AP

e T T T T T ---.-l-ll-l-:-l--lJllii.lii.-l-l.iil-il.l-jillll.l.l.i-liliil.&il}

;

sends an encrypted authentication
key to the AP if the credentials are acceptable

Sends a multicast/global authentication key
< encrypted with a per-station unicast session key 9

e e

(AR AE AR EA N EER R R NG AR E A RA R R RN ERE R R R
n
W

ENRRENRRNENERE R RN Y
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Wi-Fi Chalking

WarWalking walk around with Wi-Fi enabled laptops

WarChalking
warFl‘yil"lg use drones
warnl'i‘\fiﬂg drive around with Wi-Fi enabled laptops “a‘ﬁ
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Wi-Fi Chalking Symbols

Wi-Fi with MAC
Filtering

Wi-Fi with Multiple
HAccess Controls

Wi-Fi with WEP Wi-Fi with Closed SS5ID Wi-Fi Honeypot
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Types of Wireless Antennas

Directional Antenna

Used to broadcast and obtain radio wawes from a single
direction

Omnidirectional Antenna

It provides a 360 degree horizontal radiation pattern. It is
used in wireless base stations.

Parabolic Grid Antenna

It is based on the principle of a satellite dish but it does not
hawve a solid backing. They can pick up WIi-Fi signals ten
miles or more.

Yagi Antenna

Yagi is a unidirectional antenna commoniy
used in communications for a frequency
band of 10 MHz to WVHF and UHF

Dipole Antenna

Bidirectional antenna, used to support client
connections rather than site-to-site

applications
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Parabolic Grid Antenna

Parabolic grid antennas enable attackers to get better signal
quality resulting in more data to eavesdrop on, more
bandwidth to abuse and higher power output that is
essential in Layer 1 DoS and man-in-the-middle attacks
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¥ Grid parabolic

" antennas can pick ¥
up Wi-Fi signals
from a distance

8. of ten miles 4

Linknown

Linknown

Unknown

Unknown

Linknown
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Module Flow

Wireless Threats

Wireless
EBB Concepts

Bluetooth
Hacking

Wireless Hacking
Methodology

Wireless Hacking
Tools

Wi-Fi Pen Testing

. *69 Wireless Security
Tools

- L )
' E“a ?’ Countermeasures




—:-- { ‘
C C O.n r"' e C‘I’ a ’cr o ﬁfm (qg Nordic Gateway for Research & Education

European Union

Types of Wireless Encryption

WPAZ Enterprise WEP

It integrates EAP standards WEP is an encryption
with WPA2 encryption algorithm for IEEE 802.11
wireless networks

It is an old and original

WPAZ i wireless security
standard which can be
WPA2 uses AES (128 bit) and CCMP for =

wireless data encryption

It is an advanced wireless
encryption protocol

EAP 802.11i : using TKIP, MIC, and AES
CansoTes multple s e e : t encryption
=ntication me It is an IEEE amendment st T ' Sl Uses a 48 bit IV, 32 bit
‘that specifies security ' = ' CRC and TKIP encryption
mechanisms for 802.11 for wireless security
wireless networks

: CCMP utilizes 128-bit keys,
MIHE with a 48-bit initialization
It is a centralized authenti- vector (V) for replay
_cation and authorization detection
mnagemewﬂ:sﬁtem




: Connec‘l' TE’N' EC §REN NiqgevB\ersthdgﬂE

oo PERATION N T E R

-‘4

European Union

WEP Encryption

What is WEP?

2 WEP uses a 24-bit initialization

2 'Wired Equivalent Privacy (WEP) is an IEEE 802.11 wireless : vector (IV) to form stream cipher
protocol which provides security algorithms for data RC4 for Canldentlﬂllt‘{, and Fhe
confidentiality during wireless transmissions - CRC-32 checksum for integrity

of wireless transmission

o—— 64-bit WEP uses a 40-bit key \ >

can be easily 128-bit WEP uses a 104-bit key size
cracked

256-bit WEP uses 232-bit key size

WEP Flaws

It was developed without:

— It has significant

‘H.\\
/- vulnerabilities and design

— Academic or public review

— Review from cryptologists flaws
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How WEP Works

CRC-32 checksum is used to calculate a 32- A 24-bit arbitrary number known as Initialization
bit Integrity Check Value (ICV) for the data, Vector (1V) is added to WEP key; WEP key and IV

which, in tum, is added to the data frame 9 - are together called as WEP seed

The WEP seed is used as the input to RC4 algorithm s -

to generate a key stream (key stream is bit-wise . e ThElUﬁeEd [WWKIB}ES d |éti=“tﬁ the
XORed with the combination of data and ICV to 1 . ciphertext to generate a MIAC frame
produce the encrypted data) . - = S :

K e e Ut J'-T:-'-:'zer

= %hwmwfmﬁnm
: v -'..‘-.Ii.‘l.'-.-l‘.lil-t.'r

XOR Algorithm ?-—- O

= W;#-!#!#t!ﬁl?%s Euadvhb bt Htﬁ&&ﬂﬂiﬂw
PAD 1D Ciphertext

R T ] e S e S e e f&-ﬁhﬁn‘-hhﬁrﬁ:ﬁ
. WEP-encrypted Packet ([Frame body of

e sssmsssssEEEEEEssEEEEE TSNS EEEETEEEE R EEEE R EE e e MAC Fra }

EEEERRAEE

-
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What is WPA?

- Wi-Fi Protected Access (WPA) is a data encryption method for WLANSs
based on 802.11 standards

4 Itis a snapshot of 802.11i (under development) providing stronger
encryption, and enabling PSK or EAP authentication

TKIP (Temporal 128-bit

Temporal Key

WPA Enhances
WEP

Key Integrity
Protocol)

= TKIP utilizes the RC4 stream 2 Under TKIP, the client starts with 2 TEKIP enhances WEP by adding a
' cipher encryption with 128-bit a 128-bit "temporal key" (TK) rekeying mechanism to provide
keys and 64-bit MIC integrity that is then combined with the fresh encryption and integrity
check client's MAC address and with an keys
= i - IV to create a keystream that is
= TKIP mitigated vulnerability by used to encrypt data via the RC4 2 Temporal keys are changed for
increasing the size of the IV and every 10,000 packets. This
using mixing functions 2 It implements a sequence makes TKIP protected networks
counter to protect against replay . more resistant to cryptanalytic

attacks attacks involving key reuse
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How WPA Works

2 Temporal encryption key, transmit address, and & A 32-bit Integrity Check Value (ICV) is

TKIP sequence counter (TSC) is used as input to calculated for the MPDL

RC& algorithm to generate a Keystream . . : : -
& The combination of MPDU and ICV is bitwise

XORed with Keystream to produce the
encrypted data

= MAC Service Data Unit (MSDU) and message
integrity check (MIC) are combined using Michae=l

algorithm

= The combination of MSDU and MIC is fragmented = The IV is added to the encrypted data to ‘l

to generate MAC Protocol Data Unit (MPDU) generate MAC frame J
a Crata to Transmit -

iy
e
XOR Algorithm - emamm e e . ———————— e ——— "'"""'“"'""""'E
=t e S
Ciphertexk

...} Packet to transmit

e R R R R T T
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Temporal Keys

- EAP success message

AP sends an ANonce to client which
uses it to construct the Pairwise
Transient Key (PTK

SAcocess Point Enterprise Network

Client respond with its own nonce-value
{SMNonce) to the AP together with a
Message Integrity Code (MIC)

AP sends the GTK and a sequence

number together with another MIC - -
which is used in the next broadcast - — —— _-_-._'E':Mnnc:e (MIC)
frames

Ready to use MIC, GTK 9

Client confirm that the temporal keys
are installed _ "9" O, use
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What is WPA2?

- WPA2 provides enterprise and Wi-Fi users with stronger data protection and
network access control

- Provides government grade security by implementing the National Institute of
Standards and thhﬁnlnﬂ {ﬂlﬁf} FIPS 140-2 compliant AES encryption algorithm

WPAZ2-

WPAZ2-

Personal \ Enterprise;

= WPA2-Personal uses a set-up password (Pre- = It includes EAP or RADIUS for centralized client
shared Key, PSK) to protect unauthorized authentication using multiple authentication
network access methods, such as token cards, Kerberos,

certificates etc.

(I

In PSK mode each wireless network device
encrypts the network traffic using a 128-bit key Users are assigned login credentials by a

that is derived from a passphrase of 8 to 63 centralized server which they must present
ASCII characters when connecting to the network

(1
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How WPA2 Works

in the CCMP implementation of
WPAZ2, MIAC header data is used Pﬁwit:d';fi”ﬂ'ﬁ"“
to build additional MAC header PN Temporal key Plaintext data
authentication data (AAD) : ' : : ¢ -
A sequenced packet number
(PM) is used to build nonce
AAD, temporal key and nonce
along with CCMP are used for
data encryption
""""""""" "'b"'“‘“‘""'ﬁ:i"" t b 1
A WPAZ MAC Frame is build using : header - header data MIC :
MAC header, CCMP header, e L R :
encrypted data and encrypted MIC WPAZ MAC Frame
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WEP vs. WPA vs. WPA2

Encrvptiun Attributes

Encryption Encryption Key Integrity Check
i Algorithm Length Mechanism -
24-bits 40/104-bit CRC-32

Michael algorithm

RC4, TKIP 48-bit 128-bit and CRC-32

AES-CCMP 48-bit 128-bit CBC-MAC

Should be replaced with more secure WPA and WPA2

Incorporates protection against forgery and replay attacks
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WEP Issues

The IV is a 24-bit field is too small and is sent in the
cleartext portion of a message

Identical key streams are produced with the reuse of the
same IV for data protection, as the IV is short key streams
are repeated within short time

Lack of centralized key management makes it difficult
to change the WEP keys with any regularity

When there is IV Collision, it becomes possible to
reconstruct the RC4 keystream based on the IV and the
decrypted payload of the packet

IV is a part of the RC4 encryption key, leads to a analytical
attack that recovers the key after intercepting and analyzing
a relatively small amount of traffic

Use of RC4 was designed to be a one-time cipher and
not intended for multiple message use

7

10

11

12

NORDUnet

Nordic Gateway for Research & Education
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Mo defined method for encryption key distribution

Wireless adapters from the same vendor may all
generate the same IV sequence. This enables attackers
to determine the key stream and decrypt the ciphertext

Associate and disassociate messages are not
authenticated

WEF does not provide cryptographic integrity protection. By
capturing two packets an attacker can flip a bit in the encrypted
stream and modify the checlksum so that the packet is accepted

WEP is based on a password, prone to password
cracking attacks

An attacker can construct a decryption table of the
reconstructed key stream and can use it to decrypt the
WEP Packets in real-time
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Weak Initialization Vectors (1V)

In the RCA4 algorithm, the Key
Scheduling Algorithm (KSA) creates
an IV based on the base key

The IV value is too short and not
protected from reuse and no
protection again message replay

A flaw in the WEP implementation
of RC4 allows “weak” Vs to be
generated

The way the keystream is constructed
from the IV makes it susceptible to
weak key attacks (FMS attack)

Those weak IVs reveal information
about the key bytes they were
derived from

Mo effective detection of message
tampering (message integrity)

An attacker will collect enough weak
IVs to reveal bytes of the base key

It directly uses the master key and
has no built-in provision to update
the keys

NORDUnet

Nordic Gateway for Research & Education
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How to Break WEP Encryption

Test the injection { Start Wi-Fi sniffing tool Run a cracking tool such
capability of the such as airodump-ng or as Cain & Abel or
wireless device to the Cain & Abel with a bssid :  aircrack-ng to extract
access point filter to collect unigue encryption key from the

H
=
=
H

Start the wireless Use a tool such as Start a Wi-Fi packet

interface in monitor aireplay-ng to do a fake encryption tool such as

mode on the specific authentication with the aireplay-ng in ARP

access point channel access point regquest replay mode to _
: : % inject packets
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How to Break EPA Encryption

WPA PSK

WPA PSK uses a user defined password
to initialize the TKIP, which is not
crackable as it is a per-packet key but

the keys can be brute-forced
using dictionary attacks
Gi..

ng De-authentication Attack

(¥

Force the connected client to disconnect,
then capture the re-connect and
authentication packet using tools such as
aireplay, you should be able to re-
authenticate in a few seconds then
attempt to Dictionary Brute Force the
PMEK

DS Offline Attack

~ You only have to be near the AP for a
matter of seconds in order to capture the
WPA/WPA2 authentication handshake,
by capturing the right type of
packets, you can crack WPA —

: a
keys offline &\\
T s

D4 Brute-Force WPA Keys

& You can use tools such as aircrack,
aireplay, KisMac to brute-force WPA
Keys
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How to Defend Against WPA Cracking

Passphrases Passphrase ComplexXity
The only way to crack WPA is to sniff & Select a random passphrase that is not
the password PMK associated with the made up of dictionary words
“handshake™ authentication process, & Select a complex passphrase of a
and if this password is extremely _ minimum of 20 characters in length

complicated, it will be almost
impossible to crack

and change it at regular intervals

Client Settings Additional Controls

Use WPAZ with AES/CCMP - e Use virtual-private-network (VPN)
encryption only technology such as Remote Access VPN,
Properly set the client settings (e.g. Extranet VPN, Intranet VPN, etc.

validate the server, specify server 2 Implement a Network Access Control
address, don’t prompt for new servers, (NAC) or Network Access Protection
etc.) (NAP) solution for additional control over

end-user connectivity
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Bluetooth
Hacking

Wi-Fi Pen Testing
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Wireless Threats: Access Control Attacks

Wireless access control attacks aims to penetrate a network by evading WLAN access
control measures, such as AP MAC filters and Wi-Fi port access controls

1 War Driving Rogue Access Points

3 MAC Spoofing 4 AP Misconfiguration

5 Ad Hoc Associations | Promiscuous Client

7 Client Miis-association ' 8 Unauthorized Association
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Wireless Threats: Integrity Attacks

In integrity attacks, attackers send forged control, management or data frames over a wireless
network to misdirect the wireless devices in order to perform another type of attack (e.g., DoS)

Data Replay _?)

Initialization Vector
Replay Attacks
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Wireless Threats: Confidentiality Attacks

These attacks attempt to intercept confidential information sent over wireless associations,
whether sent in the clear text or encrypted by WIi-Fi protocols

Eavesdropping Honeypot Access Point )

| y

Traffic Analysis Session Hijacking \ \ 4
Cracking WEP Key Masquerading F
— ﬁ:;} : -

Evil Twin AP Man-in-the-Middle Attack 6
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Wireless Threats: Availability Attacks

Denial-of-Service attacks aim to prevent legitimate users from accessing resources in a
wireless network

Availability Attacks

Access Point 1 - Denial-of- B nuthenticate
Theft ] ) Service ]! L Flood
Disassociation ' De-authenticate i ARP Cache
Attacks i Flood Poisoning Attack |
Power Saving

EAP-Fail | Routi Attacks
ailure I uting ac R

Beacon Flood ¢ A TKIP MIC Exploit
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Wireless Threats: Authentication Attacks

The objective of authentication attacks is to steal the identity of Wi-Fi clients, their personal information,
login credentials, etc. to gain unauthorized access to network resources

PSK Cracking

LEAP Cracking Shared Key Guessing

VPN Login Cracking Password Speculation

Domain Login Cracking Application Login Theft
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Rogue Access Point Attack

-
-
User Connecting .
o Rogue Access '-_
Point

Legit Company Wi-Fi Network

T T T T SSID: juggyboy
Wi-Fi Channel: &

2 ©

Rogue wireless access When the user turns All the traffic the
point placed into an on the computer, user enters will
802.11 network can the rogue wireless pass through the
be used to hijack the access point will rogue access point,
connections of offer to connect thus enabling a
legitimate network with the netwaeork form of wireless

users user’s MNIC packet sniffing
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Faas,S____
Client Mis-association

Maintenance

e Departure :

Control Room

- pg

ir - —

- Client Mis-association
o Air Traffic Controller SSID: juggyboy

d Attacker sets up a rogue access point outside the
corporate perimeter and lures the employees of @
the organization to connect with it

| |
| ]

2 Once associated, employees may bypass the
Attacker.in the enterprise security policies

Neighboring Network
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Misconfigured Access Point Attack

Access Point Misconfigured 1 -

S51D: juggyhoy ====s=ssssnand e
Wi-Fi password not configured .,

SSID Broadcast * Weak Password

Connecting
to juggyboy

Mo password,

Lucky PMel .

S51D broadcasting is a
configuration error that
assists intruders to
broadcast SSIDs to steal an 551D and have

To werify authorized
users, network
administrators

Access points are
configured to

incorrectly use the

the AP assume they are
S5I1Ds as passwords

allowed to connect

authorized users
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Unauthorized Association

Accounting

: Department
Access Point

stock Holding 2 Wi-Fi User-3 b %

Stock Holding 1 b =
Production House

o1 02 03 2

Attacker connect to
enterprise network

Soft access points are
client cards or embedded
WLAM radios in some
PDAs and laptops that can
be launched inadvertently
or through a wvirus
program

Attackers infect victim's
machine and activate soft
APs allowing them through soft APs
unauthorized connection instead of the actual
to the enterprise network Access Points

Attacker
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Ad Hoc Connection Attack

Hotel Wi-Fi Network =l

Data Processing

Wi—Fi clients Ad hoc mode is |  Thus attackers can
communicate directly inherently insecure easily connect to and
via an ad hoc mode and does not provide compromise the
that do not require an strong authentication enterprise client

AP to relay packets | and encryption operating in ad hoc

mode Attacker
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Attacker traps victims by using fake hotspots
Attacker
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AP MAC Spoofing
|'h-——_

2 Hacker spoofs the MAC address of WLAN client
equipment to mask as an authorizred client

|
|

& Attacker connects to AP as an authorized client
and eavesdrop on sensitive information

>

Dewvice with NMAC address:
OO-0C-F1-56-98-AD

'y

T
—_—
-

Only computer
from production
department can
connect to me

Production
Department

Accounting

FoF D e Hacker spoofing the NWLAC Addiress = = == m m e e s m oo m mm m o w0 o o i
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Denial-of-Service Attack

Ulser-2
[E Data Warehouse

Manager s
~ Roomy

Project

= ?’Eﬂ:?i - - L ~
ﬁ;:i:‘ - Calculation Miniﬁtmﬁue
-

Decision

Wireless DoS attacks

disrupt network wireless
connections by sending

broadcast “de—
*-,*._al'.rl:henﬁcxate" commands 02

Transmitted
deauthentication forces
the clients to disconnect

Attacker from the AP
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Jamming Signal Attack

Attacker
sending 2.4 GHz
jamming signals

IAASRRRRRRRRRNNRNRRRNRENY]

- An attacker stakes out the area from a
nearby location with a high gain amplifier
drowning out the legitimate access point

Al wireless networks are prone to jamming,

A This jamming signal causes a DoS because
802.11 is a CSMASCA protocol;, whose collision
avoidance algorithms require a period of silence
before a radio is allowed to transmit

A Users simply can’t get through to log in or
they are knocked off their comnections by
the owverpowwering nearby signal

Mitacker Tamming
Dewvice
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Wi-Fi Jamming Devices

MGT- P& GPS Jammer MGT- MP200 Jammer MGT- 03 Jammer

Range : O~ 40 meters
4 antennas

Jammed:

- COMLA: 869 ~ 852 MHz
- 1Z5M:- 225 ~ 260 MHz

- MCS: 1805 1830 MHz

- 35 21310~ 2170 MHz

Range: 50 - 75m
Barrage + DDS
swWweep jamming
20 to 2500 MMHz.
Crimni-directional
antennas

Range - 10~ 20 meters
4 antennas

3G 2110~ 2170MHz
Wi-Fi f Bluetooth: 2400
~ 2485MHz

MGT- P Wi-Fi Jammer MGT- P3x13 Jammer MGT- 04 WiFi Jammer

Range : 10 ~ 20 meters Range : O~ 80 maeters

iDen - CDMA - GSM: 850 ~
S950nMHz

DCS - PC5:- 1805 ~
1590MHz

3G 2110 ~ 21 FOMH=z
Wi-Fi f Bluetooth: 24200 ~
Z24B85MH=

4 antemnnas

Range - 50 ™ 200 meters
3 frequency bands
Jammed:

—E5MM:- 225 ~ 260 Mhz

- MCS:- 1805 ~ 1830 Mhz

— 35 2110~ 2170 Mhz

4 Freguency bands
jammed:

- E5M: 225 ~ 2360 Mhz

- DMC5: 1805 ~ 1830 Mhz

- 3G 21310 ~ 2170 Mhaz

- WiFi f Bluetooth: 2400 ~
2485 MHz

4 antennas

http s/ wawnnw magnumtelecom.com
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Module Flow

Wireless Threats

@ Wireless
Encryption

Wireless
EBB Concepts

Bluetooth
Hacking

| Hnﬂinﬂﬁliﬁgr

Wireless Hacking
Tools

Wi-Fi Pen Testing

: *69 Wireless Security
Tools

- L )
' E“a ?’ Countermeasures
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Wireless Hacking Methodology

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

Wi-Fi Discovery 2 ) GPS Mapping
3 M Wireless Traffic a M Launch Wireless
,__,JJ Analysis — Attacks
5 | » Crack Wi-Fi ) Compromise the |
— + Encryption = Wi-Fi Network
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Footprint the Wireless Network

Attacking a wireless network begins with discovering and footprinting the wireless network
in an active or passive way

. | ——

An attacker can use the passive way to detect
the existence of an AP by sniffing the packets
from the airwaves, which will reveal the AP,
SSID and attacker’s wireless devices that are

live - Attacker sniffs
e Wi-Fi traffic _,/‘I
e | Active Footprinting Method

LR ki b e . /ﬁt\ In this method, attacker’s wireless device sends
i 4 out a probe request with the SSID to see if an AP
......................... g . responds. If the wireless device does not have
AP sends probe — the SSID in the beginning, it will send the probe
st e request with an empty SSID
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Find Wi-Fi Networks to Attack

1. The first task an attacker will go through when searching for Wi-Fi
targets is checking the potential networks that are in range to
find the best one to attack

2. Drive around with Wi-Fi enabled laptop installed with a
wireless discovery tool and map out active wireless networks

|"'I l"J
’ You will need these '

to discover Wi-Fi networks

; E:u:ter nal Wl—

oo

m Tools Used: inSSIDer, NetSurveyor, NetStumbler, Vistumbler, etc.
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Wi-Fi Discovery Tools: insider and NetSurveyor

inSSiDer NetSurveyor

Inspect WLAN and surrounding networks to —
troubleshoot competing access points

MNetSurveyor is a network discovery
tool used to gather information

=~ Track the strength of received signal in dBm SDOUE Tie STk WS >
over time and filter access points in an easy- points in real time and displays \/.K4
it in useful ways E

to-use format

e s W P v Bt P w118

h:tﬁ:r;.-"',.—"ewnrw_ inssider. con
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Wi-Fi Discovery Tools: Vistumbler and NetStumbler

i ]

(F

Vistumbler

Finds wireless access points

Uses the Vista command "netsh wlan show

networks mode=bssid" to get wireless information

(B

It supports for GPS and live Google Earth tracking

(B

NetStumbler

Facilitates detection of Wireless LANs using the
202.11b, 802.11a, and 802.11g WLAN standards

It is commonly used for wardriving, verifying
network configurations, finding locations with
poor coverage in one’s WLAN, etc.
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Wi-Fi Discovery Tools

WirelessMon _ % WiFinder

hittps S wnanae passimark. courn g T . https A wawe, pgmsofit. com

Wellenreiter
hittpSNwellenreiter. sourceforge.net

Kismet
hittps S Swnane kismetwireless. net

AirCheck Wi-Fi Tester
Attt v, flukenetworks. com

WiFi Hopper

httpo S S v wifihopper. oo

AirRadar 2
Attt e, koingoswe, cour

Wavestumbler
http: S waanwe cgure.net

= T"lﬂ_ = = =

iStumbler @ ' Xirrus Wi-Fi Inspector

httpo S wnan istumbler.net | ittt xirmues. oo
o
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Mobile-based Wi-Fi Discovery Tools

! l WIFiFoFum - >

' ' | Network
- = - S8 | | =
bty %05 -7 VWiFi = id Signal Info
Shoaisons B s Ecanner .r.ll!ll-li B |
PAE = |
B AR =
et 8 5
| -'.-E-:l--!!'.-I-!I_-JI.-i-: a1 A

[l R

I{:\-ﬂ;-_?

Home network

i,

WiFi
Manager

CpenSignal
Maps

et os e

5
i

L ey

20 nerwvorks
nearkny

a0 e e e

I
L

hitn :f;".lirmrrn soft.co m



. :
? = Conr\ec 1_ Iﬁ ! M { rcﬂ-‘:lg (\BSRgg miQEVBﬂ'HithdgﬂE

e

European Union

Wireless Hacking Methodology

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

“‘ifjj Wi-Fi Discovery GPS Mapping

3 M Wireless Traffic 4 b Launch Wireless

,__,JJ Analysis __,—«t. Attacks

5 ) Crack Wi-Fi G | Compromise the |
— + Encryption -~ Wi-Fi Networlk
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GPS Mapping

Attackers create map of discovered Wi-Fi networks and create
a database with statistics collected by Wi-Fi discovery tools
such as Netsurveyor, NetStumblers, etc.

- GPS is used to track the location of the discovered Wi-Fi
networks and the coordinates are uploaded to sites like WIGLE

- Attackers can share this information with the hacking community
or sell it to make money

Discovery of Wi-Fi Post the GPS
networks locations to WIGLE

Attacker
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WIGLE consolidates
location amd

information of wireless \c e
networks world-wide to .,_ = -
a central database, and :’_ﬁ

¥+

provides user-friendly
Jawva, Windows, and web
applications that can
map, gquery and update
the database via the
web

You can add a wireless
network to WIiGLE from
a stumble file or by
hand and add remarks
to an existing network

]

Ey i h

o N

cCc

CENTE

Loshey

GPS Mapping Tool: WIGLE

B s
&= i, - m‘]"frhﬂl_ ——

| e D _ B ey ey
- ———— Browsanig

pu S Ep————— ]

' -
R T e T

ey

A Py | B

! | ey AL

NORDUnet

Nordic Gateway for Research & Education
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GPS Mapping Tool: Skyhook

Bl Siphook: Location Teches
= = O wess s hooioat rel s Com U os 0 O - Sec hing Loy coveracie, D ot i —

Ty Iny e Sdoréss and etk Fma i _-..

> . I o . . -} i -- :
- -+ ; 4 ]
i - i i g = i
=_ P 1"_ Mawads f i =

[ L ™ 4|

[=La L N =t D= ]

SLIEEER T

Acdreas leokup
T35 Tnd St San Fiescicn O | e

httpffwamw_skyhookwireless com
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Wi-Fi Hostpot Finder: Wi-Fi Finder

=

b /= | ) 13 Free B 2 Pay
Find B mop hotspots with Jiwime's Whi-F Finder for iPhone y -:.. - ]
i o, iy Lt v .i = _9_,
- -IE Lt
Man view Liag whew ;SR [ - 3 gt e
= = x o el 3 3 s T daen naee o | T — | - 1’ Q ; - SR
€ > g ¥ _._s' a T Pt : : ] . : ¥.3 o c E_;
B e S = 5 Jiwire is a Wi-Fi hotspot e T o
L H " Eo = location directory with
T £ ' e po gt more than 890,058 free
AR £ [ M . ¥ F 2 2
EE - s ] 2 and paid Wi-Fi hotspots
S in 145 countries

] L e i http: el jiwire.com i e i i =
] = :;‘ [Tty e o - o = i > | apate
_ 1 ¢ R :
. ¥ o i f =
r » s e, S 5
= ¥ v:
z e et RN
‘vﬂ!‘f fimTt n....i‘i
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Wi-Fi Hostpot Finder: WeFi

'twnnc; | I'i'l Ky Profile

Find WWi-Fi by location:
235 2ndf St San Fransisoo, CA
&g 10 Marke! sireel San Fraaocesoo
The UL

I @ lingiion "
i

L]

% of L Bsporl & My S

Send wus Feedback

hittp/Ywwwowefi.comm
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How to Discover Wi-Fi Network Using Wardriving

Register with WIGLE and download map packs of your area B
to view the plotted access points on a geographic map

Connect the antenna, GPS device to the laptop via a USB
serial adapter and board on a car

Install and launch NetStumbler and WIGLE client software
and turn on the GPS device

Drive the car at speeds of 25 mph or below (At higher
speeds, Wi-Fi antenna will not be able to detect Wi-Fi spots)

Capture and save the NetStumbler log files which contains
GPS coordinates of the access points

7 ) Upload this log file to WIGLE, which will then automatically

plot the points onto a map
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Wireless Hacking Methodology

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

- WIi-Fi Di - GPS M i
E,J i-Fi iscovery 2 ) apping
Wireless Traffic 4 b Launch Wireless
Analysis S __,—ft . Attacks
5 ) Crack Wi-Fi G | Compromise the |
— + Encryption -~ Wi-Fi Networlk
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identify
Vulnerabilities

Wireless traffic analysis
enables attackers to
identify vulnerabilities
and susceptible victims
in a target wireless
network

This helps in
determining the
appropriate strategy for
a successful attack

Wi-Fi protocols are
unigue at Layer 2, and
traffic over the air is not
serialized which makes
easy to sniff and analyze
wireless packets

ﬁ;.-.f-(:onnec’r

o

&

—

Wireless Traffic Analysis

Wi-Fi

Reconnaissance

Attackers analyze a
wireless network to
determine:

-

=

(

(f

Broadcasted SSID

Presence of multiple
access points

Possibility of recovering
SSI1Ds

Authentication method
used

WLAN encryption
algorithms

Temico (\B§R EN
-‘4

4l

NORDUnet

Nordic Gateway for Research & Education

Tools

Wi-Fi packet-capture

and analysis products
come in a number of

forms:

(F

Wireshark/Pilot Tool

=2 OmniPeek Tool
&2 CommView Tool
= AirMagnet Wi-Fi

Analyzer
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Wireless Cards and Chipsets

Choosing the right Wi-Fi card is very important since tools like Aircrack-ng,

KisMAC only works with selected wireless chipsets

Drecide it you simphy want
to listen to wireless

network traffic or to both
listen to and inject
packets. PCMCLA or LISE

Learm
the capabilities
of a wireless
card

Determine the- ¥
chipset of the
Wi-Fi card

Determine
wour Wi-Fi
reqguirements

Who is the card
manufacturer, version,
rewvision, model etc

L

Identify the chipset
used in the card

Wisit http:f fonadweifi-
project.orgwiki/ Compatibility
site for compatibility

Determine the
crivers reguired for
your chipset and your

operating system
¥ verify the . Deterr_ﬂjne
2 the drivers
shipset and patches
capabilities P

reguired

Cretenmine what features
the chipset provides for
the particular operating
system that you will be
using
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Wi-Fi USB Dongle: AirPcap

- AirPEapadﬂpter captures full 802.11 data, management, and
control frames that can be viewed in Wireshark for in-depth
protocol dissection and analysis

frames =
-*:.m
Features = 5
sltngs |Keys |
& It provides capability for simultaneous ' \nkaelore:———— _
multi-channel capture and traffic |APcap UISE wirsless captue adapier ne. 00 ~| [ BEnkied |
aggreEaﬁﬂﬂ Model AxrFcap Mx Tramsmit yes Medias 80217 a'bfg'n
& It can be used for traffic injection that help etk .
in assessing the security of a wireless S -
network Channel 2412 MHz [BG 1) w| [ irckude 802 11 FCS in Frames
& AirPcap is supported in Aircrack-ng, Cain & Estension Channel |0 v |
Able, and Wireshark tools Capture Type | S02 11 Oriy v]| FCSFier [ASFrames 5
& AirPcapReplay, included in the AirPcap .
Software Distribution, replays 802.11 [ ]
network traffic that is contained in a trace e ——
file [Reset Configuration | Lok | | Aok | | Cacat |

http A wnwwe rmiverbed. corme
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Wi-Fi Packet Sniffer: Wireshark with AirPcap

File E-dl': View Go gaplun-! £-,-nil:,.".|:e it..l-ti:..'hr_s :I'elepl';-n-nx “Innls -!nternals 'i;l-llp
e © 4 W f—.ﬁﬂﬁ'nﬁh@*ﬁ.’?;}.|glﬁ @ aa B Em

Expression...

=

Filter:

C It Eopprly SEve

Info

Probe Reguest, SN=1, FN=0, Flags=
Beacon Fframe, SN=1845%, FN=0,
Probe Request, ShN=F, FN=0, Flagss=
Probe Response, SN=7F16, FN=0,

Protocol
S202.11
802.11
802.11
802.11

Destimation

Broadcast
Broadcast
Broadcast

Lemgth
s L
1o
146
325

Time Scurce

4. 60687800 SamsungE_57 @ Sbh:oc
4. 60887800 Nergear_S80:ab:3e
4. 6487 0B00 SamsungE_57 1 Sh:i9c

ho.

4. 653145700 Netgear _50:ab: 3e
4. 65LFOG00
4. 6971670 SamsungE_57 1 5 Sc
1. 690400100 Moo gear B0 :ab i 3e
4. 69752000 Netgear _B0:ab: 3e
70010100 Nevgear__80:ab:3e
4. 70291000 Netgear__B0:ab: 3e
4. 71036400 Netgear _80:ab:3e
4. 73360100 samsungE _57 1 5b:9c

SamsungE_57 :5b:9c

Hetgear _EB0:ab:3e [(REB02.11

Broadcast
EamoungE_5$7 :5b:0c
SamsungE_57 - 5b:-9c
SamsungE_57 :5b:9c
SamsungE_57 :5b:9c
Broadcast
Broadcast

802.11
803.11
802.11
802.11
802.11
302.11
802.11

40
146
336
325
325
325

190
146

ackmnowl edgement ,
Probe Reguest ,

rroalae Reoponooe,
Frobe Response,
Probe Response,
Probe Response,
Beacon fTrame,

FProbe Reguest,

SHN=3F ,
Ex—T1T,
Sk=7T17T
SMN=7T1T.
SH=717,

EMN=] BA6,
Sh=d

Fl=0,
a0,
Fr=0,
Er=0,
Fh={,

FrM=0

FM=0, Flags=

: Flags=.
Flagsms. .

202.11
802.11

325
325

SK=718, FnN=0,
SM=71E, FNu=0,
Ch=T18, Fh=l},
SN=71E., FN=0,

L - N ~ - Tl

4. 73I6IGLOD Netgear _S0:ab: 3e
4.73896900 Nergear__S0:ab: 3e
4. Tda1 T EA margear R abe e
4.74432700 Necgear_80:ab: 3e

L - T T i B W Ve Y

Probe Response,
Probe Response,
o 3 e I | 228 prohe RRopOrese,

S02.11 325 Response,

- T b | - . .

SamsungE_57 :5b:-9c
SamsungE_57:5b:9c
CAamciargFE _S 7 = Sl O
SamsungE_57:5b:9c

e ol -

Flags=.
ElTagee. - . -
Flags=.

e e T o

Frame 1: 190 bytes on wire {1520 bits), captured (1520 bits) on interface O
Radiotap Header wi, Length 26
IEEE B0O2.11 Beacon frame, Flags:

TECE AMTY 11 sderalace 1 Ak m3cosoomoarT

o0 La 6T o0 bG& 36
02 6cC al ad 40 04
£ +F 80 ab

00

e E? o
4 46
o3 01 O 01 02
60 6c dd 50 F2

24 Lt
‘ = AsrPcap USE wireless capbure adapber nr. 00k ...

190 byres

Fr ama
bl
8
2c

158
fale
bo
2¢

LElw)
09
T 2C

EL-]

b1 Od L le]

4c 20

KROL W
2 & i e Dl
o1 S Rk

187 - Displanped: 197 {100.05)

a8 i
Profile: Default

htitp /Y www.wireshark. org
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Wi-Fi Packet Sniffer: Steel Central Packet Analyzer

I

(»

It measures
wireless channel
utilization

It helps in
Identifying rogue
wireless networks
and stations

¥

It isolates specific
packets

1]

It provides an
interactive and
visually-oriented
user interface
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Wi-Fi Packet Sniffer: OmniPeek Network Analyzer

OmniPeek Network Analyzer offers real-time visibility and analysis of the network traffic
from a single interface, including Ethernet, 802.11a/b/g/n wireless and VolP

It provides a comprehensive view of all wireless network activity showing each wireless
network, the APs comprising that network, and the users connected to each AP

™
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Wi-Fi Packet Sniffer: CommView for Wi-Fi

NORDUnet

Nordic Gateway for Research & Education

o CommView for WIi-Fi is designed for capturing and analyzing network packets on wireless

802.11a/b/g/n networks

W\

Features

It gathers information
from the wireless
adapter and decodes
the analyzed data

It can decrypt packets
utilizing user-defined
WEP or WPA-PSK keys
and decode them to
the lowest layer, with
full analysis of the
most widespread
protocol
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What is Spectrum Analysis?

4 RF spectrum analyzers examine Wi-Fi radio o e e -
: Jil-ﬂ':a\.i'fll'lﬂﬁ"'_ -H"ﬂnﬁ“
transmissions and measure the power (amplitude) '
of radio signals and RF pulses, and transform these
measurements into numeric sequences

d  Spectrum analyzers employ statistical analysis to
plot spectral usage, quantify "air quality,” and isolate
transmission sources

- BRF spectrum analyzers are used by RF technicians to
install and maintain wireless networks, and identity
sources of interference

-  Wi-Fi spectrum analysis also helps in wireless attack
detection, including Denial of Service attacks,
authentication/ encryptions attacks, network
penetration attacks, etc.

4 Spectrum Analysis Tools
=2 Wi-Spy and Chanalyzer
=2 AirMagnet Wi-Fi Analyzer
2  WifiEagle

s s st 8 e Y s | 3 s m— S Tt B e
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Sniffer Portable Professional

Analyzer
hittps v netscout. com

Capsa

hittps v colasoft. corm

PRTG Network Monitor

hittpsS v poessler.com

ApSniff

hittps S v monolith 81, de

NetworkMiner
hittps S v netresec. com

p P
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Wi_Fi Packet Sniffers

Airview
hittp:Sairnview. sourceforge.net

Observer

Fttp: S e nefuworkidnstruments. corrm

WifiScanner
http: S wifiscanner. sourceforge. net

Mognet
https S e monolithe 1. de

AirTraf
http: S v, eflixar. com

NORDUnet

Nordic Gateway for Research & Education




. :
? = Conr\ec 1_ Iﬁ ! M { rcﬂ-‘:lg (\BSRgg miQEVBﬂ'HithdgﬂE

e

European Union

Wireless Hacking Methodology

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

b GPS Mapping

‘ﬂ)f Wi-Fi Discovery

3 § Wireless Traffic Launch Wireless
#J Analysis Attacks

5 M Crack Wi-Fi ) Compromise the
— +  Encryption -~ Wi-Fi Network
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Aircrack-ng Suite

ad  Aircrack-ng is a network software suite consisting of a detector, packet sniffer, WEP and
WPA/WPAZ2-PSK cracker and analysis tool for 802.11 wireless networks. This program

runs under Linux and Windows.

Airbase-ng

Captures

WIPA WPAZ
handshake and can
act as an ad-hoc
Access Point

Aireplay-ng

Used for traffic
Eeneration, fake
authentication, packet
replay, amd ARP
reguest injection

Airmon-ng
Used to enable
monitor node on
wrireless imterfaces
from managed
mode and vice wersa

Aircrack-ng

Defacto WEF and
WPAS WIPAZ-PSEK
cracking tool

-
Airgraph-ng

Creates client to
AP relationship
and commmon
probe graph from
airodump file

Airtun-ng

Imjects frames into a
WPA THIF network with
o5, and can recowver
MIC key and keystrean
Ffromm Wi-Fi traffic

Airdecap-ng

Drecrypt WEP /AWPAS
WPAZ2 and can be
used to strip the
wireless headers
from Wi-Fi packets

Easside-ng

Allows you 1o
communicate via a
WEP-encrypted access
point (AP) without
knowing the WEP key

Airdecloak-ng 7 Airdriver-ng

Prowvides status
information about

& the wireless drivers g
on your system

Remowes WEP
cloaking from a
pcap file

Airodump-ng Airolib-ng
Used to capture
packets of raw
802.11 frames and
collect VWEP I'V's

Store and manage
essid and password
lists used in VWP

; WPAZ cracking

-

Packetforge-ng Tkiptun-ng
Creates a wirtual
tunnel interface to
monitor emcrypted
traffic and inject
arbitrary traffic imto a
network

Used to create

encrypted packets
that can subseqguently
e used for injection

&

hittpAfwww aircrack-ng. org

Airdrop-ng

This program is

used for targeted,

rule-based
deauthentication
o of users

Airserv-ng

Allowes naltiple
programs to indepen-
denthy use a Wi-Fi
card via a client-server
TCP connection

Wesside-ng

Incorporates a
number of
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Hoe to Reveal Hidden SSIDs

Command Prompt s
Step 1: Run
o = - airmon-ng in
2 e nonitor mode
P ] . . R Reacn D ata : 2 p = . ]
] i : [}z 68 Oy il [ ats WP . pie F i Step 2: Start
I 1 = )58 Oy : 0 e P (] o (] airodump to
M0 G956 xls i i 0 0 3 b 0 -Flis-cﬂver SSIDs on
interface
(] et i [ [] [] = - - i [
BSSID W Rate . packe Probe [ “*Hidden SSID
1 HR:6 (] : T3 i 1
(] i i [+ B i [] i = [] D
Step 3: De-

authenticate (deauth)
the client to rewveal
Lireplay-ng

Step 4: Switch to
s N » 3 R G CO tData - : - R A " airodump to see

(0 nNE:B8:6 ¥ i 0 1. v . e - the revealed SSID
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Fragmentation Attack

A fragmentation attack, when successful, can obtain 1500 bytes of PRGA (pseudo
random generation algorithm)

This attack does not recover the WEP key itself, but merely obtains the PRGA

The PRGA can then be used to generate packets with packetforge-ng which are in turn
used for various injection attacks

It requires at least one data packet to be received from the access point in order to
initiate the attack

E Command Prompt 4 B Command Prompt I

C:\>aireplay-ng -5 -b 00:14:6C:7E-40:80 -h 00:0F:BS5:AB:CB:9D athd DT e s 11
Waiting for a date packet_ _ . Saving chosen packeit ini:l:eplajr_ﬂ-—ﬂ_‘l_z-!—lﬁl_lzn _pE
Bead 96 packet=_ _ . Data P-El.t:ket- Forarecl ¥ (AL R L L T NI T R TSI T

Bime: 120, FromDS: 1, ToldS: O [(WEE) Sending Ffragmented packet
BESID — O0O0:14-6C-7H-40:80 Cot RELAYED packet!? PRGA is stored in the fila
Dest. HACZ = 00:0F-BS-AB:-CH: S0 Thats our ARF packeib!?

Somrce HET @#= O00:D0:-:CF:03:34:-80C Trying to get I84 bhbytes of a keystream
Got RELAYED packeik!?

D i OV VDY - o842 0201 D0DEf bSalk —hSd OO1L3 L > Thats our ARF packeib!

Ctac VO LD - 00dD —f03 I468c =042 4001 o000 y 2 - _ Trying to get 1500 byites of a keystream

ST L Bdfd hlel 9Z2a8 ca6E cech Got RELAYED packei!??

Ox0030: aZid Z2aTl 49cF c=f8 £9h9 Z2TSc Thata our ARPF packei!
i TOLSE SO5E 5727 146c Saving keystream in freagewent-0124-3161129  xor

DO 0S0 - FASS S6a? O03I0DF ZEEZ2 3INST HNow yon can boild a packet with packetforge-—-ng out of
OxO06D: S17Ff 1544 hdBEZ FeSm oo that 1500 bytes keystream

D 7T = 0505 933Ff oaf2fF
U=e this packet 7 w

Use PRGA with packetforge-ng to generate packet(s) to be used for various injection attacks
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How to Launch MAC Spoofing Attack

MAC spoofing attackers change the MIAC address to that of an authenticated
user to bypass the MAC fTiltering configured in an access point

= Linux Shell (2 |

— = F

Logging as roct and disable
the network interface

[root@localhost rootl# ifconfig wilan0 hw ether 02:25:ab:4c:2a:bc «Eecccccccnas
[rﬂﬂt@lﬂ{.ﬂlhﬂﬁt rﬂﬁt]# ifﬂﬂl‘lfig WIEnD L -{------------------ EEESEEESEEEEEEEEEEESN

[ T Sheowwe Ordy Active Metwork fudsplers

[root@localhost root]l# ifconfig wilanD down -(------ L L R R R

. = Update MAC | | SMAC is a MAC address
| Mo Spookad MAC Address _ ,Q : Restat Adapter | IFConifig | changer for Windows systems
|oo —[ 05 —| 56 —[ 55 —[ 88 —| 5§ x : 4
: = Frandom | AT List
| - — 4 Randomly generate
|3Eﬂ‘5-r’5FEHS [OD0S5E] - Fefrezh | E =it

anmny New MAC
Address or based

; on a selected
Active MAC Address H.archware 1D > |
[&4-BA-DB-FD-B663 a |  [poitvwen_ldeddev_16925ubsys 04261028 manufacturer

— — -l

Spocfed MAC Address Metvsork Connection >2 |
F“J-u:ll Spoofed |Local Aurea Cormection
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Client is auvthenticated and

Client conmnects to network I — R ey ey
"""""""""""""""""" 3 - 5] o ;

Client is still authenticated but
Client attempting no longer associated with the AP Acocess Point [AP)

to conmect

Disassociation Attaclk

Deawth command:
ajireplay—noq —deaunth 25 —h <TARCGET MACS —
b <AP HMAC> mthl

client is authenticated and

@} Access Point (Ap) Deauthenticate Request
packet to take a single
client offline
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Attacker sniffs the victim’s wireless
parameters (the MAC address, ESSIDSBESSID,
number of channels)

Snifi

TR

‘!?

p P
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Man-in-the-Middle Attack

Sends a DEAUTH reguest to the victim with
the spoofed source address of the victim's
o

- - ' ~.
e

Wictim is deauthenticated and starts to
search all channels for a new wvalid AP

[remuthenticated

L P

Attacker sets a forged AP on a new channel
with the original MAC address (BSSID) and
ESSID of the victim's AP

Wictim Conme :1:1-"..

it Forged AR
=

after the victim's successful association to
the forged AP, the attacker spoofs victim
to connect to the original AP

Attacker sits in between the access ooint
and the victim and fistens all the traffic
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MITM Attack Using Aircrack-ng

E Command Prompt

L

C:‘»=airmon-ng start ethl
C\>airodump-ng —ivs —write capture ethi
BSSID PWHR RMO Beacons #Data, #/s
224 2B -CD:68EF o 5 &0 3 L1 ]
224 2B:CD:68EE 99 - 75 2 L1

L e et ] i 99 L1 ] 1% L1 ] L1 ]
1E264:51:38:FF:3E g i 157 1

[}
i
|
]
[ ]
"
]
[
L ]
n
| ]
[}
[ ]
u
"
u
5
"
[
'l
i
"
[]
5
i
"
[]
| |
"
[ ]
Nl
"
"
L ]
n
|
"
[ ]
n
E

CH MB ENC CIPHER AUTH ESSID
1 53 OPMN 1AMIROGER
5 549 OPN COMPANY JOME
3 549« WEBEF WEP HOMIE
o 11 5%= WEF WEP SECRET_SSID

Station PWR Rate Lost Packets Probes
AT 9ACICFC2 -1 1-0D L1 ] i
ARS8 BAATCD L] 1e-54 L] L

BSSID
1E-:64:51:38B:FF:3E
1E:649:51:38B:FF:3E

C:\>aireplay-ng —deawth 5 -a 02:24:2B:CD:68:EE

P R e———

C:hzaireplav-ng -1 0 - SECRET_SSID -a 1e:64:51:3b:ff:3e -h 02:24:28:C0O:68:EE ethl
22:75:10 Waiting for beacon frame [(BSSID: 1E:64:51:38:FF:3E) on chanmnel 11

22:25:10 Sending Authentication Reguest
22:725:10 Authentication successiul

22:75:10 Sending Association Reguest
22:75:10 Association successiul :-)

||

NORDUnet

Nordic Gateway for Research & Education

Step 1: Run
airnmon-ng in
monitor mode

Step 2: Start
aircodump to
discowver SSIDs on
interface

Step 32 De-
authenticate
(deauth) the client
using Aireplay-ng

Step 4: Associate
your wireless card
(fake association)
with the AP you
are accessing with
aireplay-ng
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Wireless ARP Poisoning Attack

> Gt @ - 3€-- > YO
Traffic is no longer sent to AP2 v

Access Point2

A

: MAC Address
- 4 : 00-45-B8-74-03
= MAC Address a
? 04-A4-52-33-61 1 i

-
e

Artacker uses ARDP Paisoning

Attacker’s System tool such as Cain & Abel Jessica’'s Wireless Laptop
Attacker spoofs the MAC AP1 sends updated MAC Traffic now destined from
address of Jessica's Wireless address info to the network the network backbone to
Laptop and attempts to routers and switches, which in lessica's system is no longer
authenticate to AP1 turn update their routing : sent to AP2

and switching tables i
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Rogue Access Point

- _J'_'h_ - — —
(g ( H
Compact, pocket- J Choose an apprn!:tr'tate location to pfug in your Rogue access point
A d rogue access point that allows maximum = d
SLENEy TN LiE AP coverage from your connection point device connected to
device plugged into corporate networks
an Ethernet port of over a Wi-Fi link
corporate network -] Disable the SSID Broadcast (silent
mode) and any management
features to avoid detection
) Place the access point behind a
firewall, if possible, to avoid
network scanners
Software-based . USB-based rogue

rogue access point
running on a
corporate Windows

' machine :
N ——eeeeeet

J Deploy arogue access point for short period

access point
device plugged
into a corporate
machine

-



NORDUnet

. - < 5 (f -
A S l \Q}C on n e C‘[‘ E’N CC 3 Nordic Gateway for Research & Education

CoOoQoPERATION CENTER

European Union

Evil Twin

Authorized Wi-Fi Evil Twin is a wireless AP that
pretends to be a legitimate AP by

replicating another network name

Attacker sets up a rogue AP outside
the corporate perimeter and lures
user to sign into the wrong AP

Once associated, users may bypass
the enterprise security policies giving
attackers access to network data

Evil Twin can be configured with a
common residential SSID, hotspot
SSID or SSID of a company’s WLAN

Wi-Fi is everywhere these days and so are your employees. They take their laptops to Starbucks, to FedEx Office, and to
the airport. How do you keep the company data safe?
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How to Set a Fake Hotspot (Evil Twin)

= You will need a laptop with Internet connectivity (3G or wired connection)
and a mini access point

m Enable Internet Connection Sharing in Windows 8 or Internet Sharing in Mac OS5 X

= Broadcast your Wi-Fi connection and run a sniffer program to capture passwords

Sharsng
- * % Te L ] =
Cinrmg Metwork Mame. Juoggeyboy E
Chammne!: | Automatic [ | )
1 ¥ Emable encrpption (using WEP) L g 7 wictimm

on 5:1 Password: i e s A N --"'-t --‘-""
— ::: Confirem Passwond: SRS R i § e _h .f‘-_-"l-‘..;-‘.,_ _.i
s WEP ey Length: | L28—bi m—p| ¥ E—— Broadcast SslID:Starbucks

Pl ks h 5 e

Gl I:-umﬂ.:‘lan“.n::q- :r;::ﬂ RTEr T Sl e N 3G or Ethernet

e and a L3 characbes pats :ntl!ﬂ:!‘-h-.'lnn alows ohes COMPULErs bl SHare w0ur Corerse ol bon 1o the - — Rt

rheree . -

1 Re oo u the Internet
=] e Share your connection from: | Ethernes . Sl [ ——
| AR HOTE NOOTEEVERTS ttacker -
i Mgeed Sharing To cormpubens using: On__| Pares Cﬂmputer sat as AF.; =
[ mternst Sharirg = Exhvarmer 2 3 =

Susseorh Shasing B AlrPoan Running a Sniffer =

= FimeWimne - -..
- - CEE PR LR, -
‘JI- Click 1he lock to peewent finber change s, (“MirPort Dptions... -
Intermet

A wser tries to log inm and finds twwo access points. One is legitimate, while the other is an identical fake [(evil twin). Wictim picks one, if it's the fake, the hacker gets
login information and access to the computer. In the meantime, the user goes nowhere. He or she probably thinks it was just a login attempt that randomiy failed.
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Wireless Hacking Methodology

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

- Wi-Fi Di - GPS M i
EJ} _ i-Fi Discovery 2 ) apping
3 } Wireless Traffic 4 ) Launch Wireless
,__,JJ Analysis S __jet. Attacks
Crack Wi-Fi L) Compromise the |
Encryption . Wi-Fi Network
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How to Crack WEP Using Aircrack

ﬁ Command Prompt |
", = r Step 1: Run airmon-
" . = . - = ng in monitor mode
] p 0] e anCi [ p ]
[ 5 B ats Iy =l [ (P ) SIEFJ 2: Start
i R -CD 68 il ] I WP M) Py M) Hfr":'d"“"p L
: e S : : discowver SSI1Ds on
o 3 2 2 ; i o interface and keep
: i ; : - z P R B it running.
Your capture file
0 . " = P p—— should contain
- S s ~ - - more than 50,000
Vs to successfully
x 5 e P - - ; . : crack the WEP key.
Command Prompt x|
. -, 0 - - ) = u h p-Re-dS = S5tep 3: Associate
] r for beaco : s (B ¥ ] : . e = your wireless card
with target access
point
D Sending A 2 ation Reques Target SSID Target MAC address
] ] s
] T i AL [} ]
] 0 [
|
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How to Crack WEP Using Aircrack (Cont’d)

C:\raireplay-ng -2 -b Le:64:51:3h:ff:3e -h a7:71:fe:8e:d8:25 ethl W rssssssssssssnssssssansnnas Step 4: Inject
22:30:15 Waiting for beacon frame (BSSID: 1E:64:51:3B:FF:3E) packets using
aireplay-ng to
generate traffic
on target access
point

Sawving ARP requests in replay arp-0219-123051.cap
You showuld also start airodump-ng to capture replies
Read 11978 packets (got 7193 ARP reguests), sent 3902 packets...

Step 5: wait for
Dpe g cap E airodump-ng to
A HE pa z capture more
than 50,000 Vs
= Crack WEP key
= o using aircrack-ng.
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How to Crack WPA-PSK Using Aircrack

Monitor wireless traffic with airmon-ng C-/ ‘
C: \>airmon-ng start ethl |
Collect wireless traffic data with airodump-ng q@

C:\airodump—ng ——write capture ethl (aeyys )

Command Prnmt

C:\airmon-ng start ethi

Czairodump-ng —write capture ethl

BSSIDy PWR RXO Beacons #Data, #fs CH MB ENC CIPHER ESSID

228 280D 68 EF L S L] 3 1 54 OPMN IAMROGER

2228 28 CD 68 EE o o = . 5 54 WPA TEIP 3 COMPANYZOMNE
LH g B S8 s L] s o 15 L1 o 54 WEP WEP HOME
1E:64:51:28:FF:2E 76 Lt 1 11 54 WEP WWEP SECRET_SSIDy

BSSID Station PWR Rate Lost Packets Probes
1E:648:51:38:FF:3E 00:A7F:9A:C3:CF:C2 -3 1-0 i ] i
1E:64:51:38:FF:3E 00 1F:5B:BA-ATCD Fi 1e-54 (1] B
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How to Crack WPA-PSK Using Aircrack(Cont’d)

Step 3: De-authenticate (deauth) the client using Aireplay-ng. The client will try to authenticate with AP
which will lead to airodump capturing an authentication packet (WPA handshake)

$£7> r@ Command Prompt (3 | 1 I'

Step 4: Run the capture file through aircrack-ng

E Command Prompt |

"
L

LJ

1

1
i .'.
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WPA Cracking Tool: KisMAC

Delete

Test Injection

Join Network ] SRR

ProperTy sEnl Byies ey, Byles I Audidress
S51D Show Details LTk AT o8 ZZBB unircnam
BEEars ot P P Y ] 2 IAE  unlomseaTs
e rndaer MNetgear ., = P o~ 1 P G PHOe T 0@ 1590E wnior-owemn
First Seen 2012-07-10 114228 +o Monitor Signal Strength MR £ o o8 2288 wunknown
Last Seen 2012-07-10 21-35:33 +0  Monitor all signals kP o8 ZESE unknowen
ko CHE L0 onkiscwri
Chanmel 11 Deauthenticate C3D  unknown oa 2668 unKnow
Main Channel 11 - T ST D8 2668 Nk
Supported Rates 1, 2. 5.5, 11, 18, 24, 35, 5 cauthenticate all Networks . pa 2668 unknown
Segeal 100 Authentication Flood LF P m ul 2668 LNk nCweT
0 Reinject Packears Py e oE EEDE  unlirowem
u) ain o 03 L9ME  wonSononsT

e o Crack - Wordlist Attack against LEAP Key
Weak Scheduling Attack against WPa ey

441061 «  Bruteforce
ITSS503 | B et |
Managemeni Packs 85558 | g
CoaEroed Paciets o rk P
LAmnigue NS HITIL Lt Y DT
inj. Packers 1 e wrik o
Bt 565.FIME Ll PR P
Kew o P S i ri Foeee
ASCH Kevw = P Sl >
Lasri CRD D0 Oy

L=g=R=R=R=N=R=-R-R=R-R:F=}

s against 40-bit Apple Key

g: against 104-bit Apple Key
o8 against 104-bit MD5 Key
o8 T OHE Ul : _
o8 ZEHEE U SO

o8 2668 unknown

Qﬂﬂ'ﬂﬂ'ﬁ!

You can crack/brute force WEP and WPA
Longitude . passwords using KisMAC

Latinude

Elewatian Mo Dlevation Data

KisMAC runs on MAC OS X

4 568 wnsrrown
el BT T T T —

http:/ Y trac. kismac-ng.org
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WEP Cracking Using Cain & Abel

| | WEP Key Length | - Inial part of the key [Hex)
[ 128 bas ;| |

, T — e e —

| | B =] | | [ast key byt ' WEP Cracker utility in Cain implements statistical

: : cracking and PTW cracking methods for the

recovery of a WEP Key

I~ A w3 2 M A_s5 2
M oA_uw13 3 oA 35 3
FFoa_s5 1 __l?_“_x:,_-,ﬁ_‘-

LURURY
2ee
5

5
e loly
1[99

Eyvte
Ll
BE
63(
&1
BCL
6E(
65
T4
BB
65
79
11 1 30

i

o UF) 00 ol £

Cracking 128 bit leyw [ doawe 3
WEF Kev found !

ASCIT: localnetlkeydo

Hem GCEFLIEI1IGCEERSFAEBASTII0NZ0

Attack scopp=d

(=1 |
S D 0 ) 0 LA s ek = S
e e e e ey e

ol Bk O = P e G B

o 00 OO b 5 00 b A0 L) e 00 S

FoORENAARRALE

T e e Y e

e T T T T R T T A

00 G B I Gl I ol B B i B

Ol O i ] O s 0D LN

e s Nt S it S Vit i N i Nt S

QDdEwﬂimmmHM

= i o D O L

H T T T, T, 6, AT T T, Ty T,

dn Ga b b P Pl P )

e O3 U1 0N 0 O O ) O T s P

et N o A e i

Hidma @ nsomwhe e

CiE@on ) oo

P,y g T G T, N, T Ty

Tl o it et Pl et P P et et

SENAWNNAWEANR

P e R P T e

FREFMONHFOOODE

[GRNTNT s wl b Eo PR ]

T P L R o

T ot o ot ok ok

OaAMNLALAMMD

o e’ N ! N N N N Y

HMﬁagMnmﬂmmw

SR WE~eage

e 4y i, e

ﬂmmpmmum
EoaGmmMEAAGE-a0

lolak

WEP Eey found |

ASCITI localnetlkeyln
Hex BCEFBEIGLEeCEESRSTAGERSTII0OID0

bttt waanw osaid . it
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WEP Brute Forcing Using Cain & Abel

Eie Wi Configure  Tools  Hedp
PR (Y B Ry mEEeE® s

‘[ﬁm gm]ﬂa—ﬁum{c{m|gnm1;-|nmr‘$ml

| Aalcmp WS sewedess captune sdephbes vu. 00

Dierver versor: 200673 = ]_Lﬂ—__:nm . [w [5ﬂ"ld [ Enc | HMode

T ch 1.2 34567891011 SCOMEUR.. 57 dBrm TWWPA Infrasinschure 9 [2452000 ..
Cuxrerd channel 3

4

| MAC Addeess | Last ssen | Vendor | Sigread
| | 001 3020FDE31  2E/02/2008 - 21 .. Intel Coupe 73 dBrn

Cain can recover passwords by sniffing the wireless network,
and crack WPA-PSK encrypted passwords using dictionary and
brute-force attacks

=1
e
bttt e oscid it
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WEP Cracking Tool: Elcomsoft Wireless Security Auditor

'Foe " Aceion Options ¥ieip e =
- i | npot v | G : ¢ Uﬁ! - i.‘ -‘!'3_ - ,ﬂ L'hl&n-‘r ::
lmn'mnft Wireless Security Auditor | e p:f_f,'-_f St Sl e | Bperetimy (e e s
&Iinwnﬂtwntk admmiﬁtmtars to - e e
SEks SEEn Wirgiess network sritfer ==
Fowsn gl Fuasndisnakoss
R o | el
] " res
It comes with a built-in
(with AirPcap
adapters)
i [ mpemone T
It tests the strength of ST kgt S b o sl e o S o
WPA/WPA2-PSK passwords e o e
protecting your wireless network
artl]

BETerf Aananar edcoirrisee bl o
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WEP/WPA Cracking Tools

Portable Penetrator
http A wavwe secpoint. com

= WepAttack
- QJ http: S wepaottack. sourceforge. net

CloudCracker
hittps A wnnee clowdoracker. corm

Wesside-ng

hittp: S Swnana afrcrack-ng. ong

Reaver Pro
https:Yoode. google. com

coWPAtty
http S wirelessdefence.org

Wifite

] WEPCrack
|ﬁ1 http:Sweporaock. sourceforge. net hittpfoode. google. com

WepDecrypt ||”| WepCrackGui
http:Swepdecrypt. sowrceforge. net [ - T hittpAweporackgui. sourceforge.net
hT"
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WEP/WPA Cracking Tool for Mobile: Penetrate Pro

4 Penetrate Pro android app ; - .4 =713 14:44
allows you to decode and -
access a secure Wi-Fi
network from Android

= Thomson97321A
smartphone and devices

al The app calculates Results for Thomson97Y381A
WEP/WPA keys for some
Wi-Fi routers and lets you 2064DFF804
to get access by using the

password 254684EBE3

J Penetrate Pro calculates
WEP/WPA keys for various 5SD259C36E2
wireless routers such as
Thomson, Discus, Infinitum,
BBox, DMax, Orange,
SpeedTouch, DLink, Eircom,
BigPond, O2Wireless
routers, etc.

http:/Ygetandroidstufifcom
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Wi-Fi Pen Testing




Connect Ty : — S BdRE NQVRR.!:!“!‘L%E

European Union

Ea.S,,,_______
Wi-Fi Sniffer: Kismet

~ = Kismet Sort View Windows
Itis an 802.11 Layer?2 -
TRENDMna T - . : 12 Fr .- Trendwarel
i imksys_SES_45%37 3 - - : +FF ] 7 - Cizco-Link
, sniffer, and
intrusion detection

system

ma s kas N : 2 5 = ActiontecE

wi Ol 0o 1801 F3- 73 o A ) 6 DAA 15 B i 3 1 At recik
TE&21 u : O} rs - ] = . - ACTiODNTECE -~
Elina-PC-Wirslazs iz

It Pickles
by passively collecting
packets and detecting

standard named
networks

It
and presence
Df nﬂnbeacnning 8 s from GPSD in 15 seconds or more, attespting To reconnect
i * from GPSD in 15 seconds or more, atteapting o reconnect
ne‘l_’wnrks vVia da‘[a ! comnect to the spectools server localhost: 30569
e from GPSD in 15 seconds or sore, attempting To reconmect
-traf:fic + from GPFSD in 15 seconds or sore, attempting e reconnect

http s waww. Kismetwireless.net
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Wardriving Tools

Airbase-ng e ﬂ MacStumbler

hittps Sl aircrock-ng.org it S e moacstumbler. com

ApSniff

hittps S v monolith g, de

WiFi-Where
Frttp: Afvmana threejocks. corm

WiFiFoFum . AirFart
hittps S v wififofunm. net el http:Sfairfart. souwrceforge. net
Ml

MiniStumbler lE ;‘ AirTraf

hittps S v, netstumbler.com hittpSfairtraf. sowrceforge. net

T HH IMI ?::lz.l Network Discovery

hittp: S sourceforge. net —
] I " http oS wovelan-tools, sourceforge.net
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RF Monitoring Tools

hittps: O wilkd. grrome. orng hittp: Swosview. sourceforge. net

|- e NetworkManager b xosview
C S =

KWiFiManager et RF Monitor
hittp: S Shewifimoanoager. sourceforge.net hittp: e newsteo.corrm

MetworkControl oy DTC-340 RFXpert

hitps S v arachnoid. con e — Rt wenee dektec. corm

hittps/Awnana tek. corm S?StE m
hittp:Sfsolutions. 3m.oom

WaveMNode HH Iml SigMon

hittp S vwnanes wave node. com Attt S e sat. com

x.
—
Q Sentry Edge Il IE 5‘ Home Curfew RF Monitoring
e
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Wi-Fi Traffic Analyzer Tools

OneTouch™ AT Network

Assistant
ittt S e, flukenetworks. com

AirMagnet WiFi Analyzer

hittps v flukenebwaorfs. corm

OptiView® XG Network
Analysis Tablet

hittpsS v fTukenetworkfos. corr

Capsa Network Analyzer
http: S e colasofit. com

SoftPerfect Network Protocol

Analyzer
FEtp S v, sofftperffect. com

Observer

E hittps S v netinst. com

B e

e vxSniffer
} hittps S v combridgevs. comm

OmniPeek Network Analyzer
http S v willdpockets. com

CommView for WiFi
https S e Fomos. corm
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Wi-Fi Raw Packet Capturing and Spectrum Analyzing Tools
Raw Packet Capturing Tools spectrum Analyzing Tools

@@r WirelessMNetView
https S wnanae nirsoft. net

Cisco Spectrum Expert

Attt wnanw, cisco. oo

Tcpdump

E | httpo v topdump. org
@ Airview

hittp: S fainview. sourceforge. net

AirMedic® USB
Attt wnanee, flukenetworks. com

AirSleuth-Pro
hittp S nutsabowtnets.cont

. B bleBee-LX S t
REWCEP ;% urm epes Pectrum
hittps S wnanae. netresec, com Iﬁ: H AHEI]\"IEF
I—HTJ_-_’ hittp s busystems. oo
Airodump-ng r’@"\ Wi-Spy
hittp: S wane aircrack-ng. org b - J hittp S wawe metageek.net
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Wireless Hacking Tools for Mobile: WiHack and Backtrack Simulator

Nordic Gateway for Research & Education

WiHack Backtrack Simulator
< WiHack is a program for hacking Wi-Fi, which is - Backtrack Simulator is simulated with Fern Wi-Fi
able to crack WPA, WPA2, and WEP keys Cracker, Fern Wi-Fi Cracker can crack WEP, WPA,

and WPA2Z secured wireless networks

AT key bype sEgral
el
Yo 'Il.l‘

Block the Liser

Fan e

There lsrm Message For You!

http s Awihack. com https:Yplay.google.com
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. *69 Wireless Security
Tools
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' E“a ?’ Countermeasures
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Bluetooth Hacking

- Bluetooth hacking refers to exploitation of Bluetooth stack implementation vulnerabilities
to compromise sensitive data in Bluetooth-enabled devices and networks

- Bluetooth enabled devices connect and communicate wirelessly through ad hoc networks

known as Piconets E
Blucsinacvhiany Blucbuyyiny
DosS attack which overflows Bluetooth-enabled devices Remotely accessing the Bluetooth-enabled devices
with random packets causing the dewvice to crash and using its features
Bluejacking EBluePrinting

The art of sending unsolicited messages over
Bluetooth to Bluetooth-enabled devices such as
mobile phones, laptops, etc.

The art of collecting information about Bluetooth-
enabled devices such as manufacturer, dewvice model
and firmware version

Blue Snarfing MAC Spoofing Attack

The theft of information from a wireless device through Intercepting data intended for other Bluetooth-

a Bluetooth connection enabled devices

BlueSniff Man-in-the-Middle/ Impersonation Attack
Proof of concept code for a Bluetooth wardriving Maodifying data between Bluetooth-enabled devices

utility communicating in a Piconet
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Bluetooth Stack

Application EBluetooth Modes

Discoverable modes

1. Discoverable: Sends inquiry responses to
all inquiries

2. Limited discoverable: Visible for a certain
period of time

4

3. MNMNon-discoverable: Never answers an
inquiry scan

| RFCOMM .t TCS || SDP
% |
J

L2CAP

A R e R P P R e R S e ) -'_'.'.'.1'."1'-:_'_'.'a'.'.n".?_':_".-"..'.".".'.-'_'_':a.'.n'l'_'.d.?_"."_'.'.'_'.ﬂ'_'_".".n'."'_'f_"_'_".'_'.n".;'lur“

-'.‘Ii_ et bR e TE LR TR EEe R LA R LA LR EE LT L .

Middleware Protocol Group

R A AR R R g

3
i
:

i

Pairing modes
HCI

1. MNon-pairable mode: Rejects every pairing

fiih = I e request

- Link Manager J . Audio

g A » L 2. Pairable mode: Will pair upon request
; : Baseband *

: .E | Bluetooth Radio W&

5 \ PN
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Bluetooth Threats

Leaking Calendars and
Address Books

Attacker can steal user's personal
information and can use it for malicious
pPuUrposes

Bugging Devices

Attacker could instruct the user to make a
phone call to other phones without any
user interaction. They could even record
the user’s conversation

Sending SMS Messages

Terrorists could send false bomb threats
to airlines using the phones of
legitimate users

Causing Financial Losses

Hackers could send many MMS
messages with an international user’'s
phone, resulting in a high phone bill

Remote Control

Hackers can remotely control a phone ‘é !@i%
to make phone calls or connect to the S

Internet

Social Engineering

Attackers trick Bluetooth users to lower :
security or disable authentication for 3
Bluetooth connections in order to pair
with them and steal information

| Malicious Code

Mobile phone worms can exploit a 1 :
Bluetooth connection to replicate and #J

spread itself

Protocol WVulnerabilities

Attackers exploit Bluetooth parings and
communication protocols to steal data,
make calls, send messages, conduct DoS AL
attacks on a device, start phone spying, etc.

bidddid.
FYTTTRRYYE
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How to BlueJack a Victim

protocol

<) Bluejacking is the activity of sending anonymous messages over Bluetooth to
Bluetooth-enabled devices such as laptops, mobile phones, etc. via the OBEX

NORDUnet

Nordic Gateway for Research & Education

Select an area with
plenty of mobile
users, like a café,
shopping center, etc.

Go to contacts in your
address book (You can
delete this contact
entry later)

Create a new contact
on your phone address
book

Enter the message into
the name field

Ex: "Would you like to
go on a date with

me "
—
| i 1 L T
T T
13 [ |

Save the new contact
with the mame text and
without the telephone
number

Choose "send wia
Bluetooth"., These
searches for amny
Bluetooth device
within range

d  Choose one phone from
the list discovered by
Bluetooth and send the
contact

A You will get the message
"card sent”™ and then
listen for the SM5S
message tone of your
wictim's phone
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Bluetooth Hacking Tool: PhoneSnoop

PhoneSnoop is BlackBerry spyware that . 2 |t exists solely to demonstrate the

enables an attacker to remotely activate capabilities of a BlackBerry handheld when
the microphone of a BlackBerry handheld and used to conduct surveillance on an individual
listen to sounds near or around it, PhoneSnoop is ® |t is purely a proof-of-concept application and

a component of Bugs - a proof-of-concept - does not possess the stealth or spyware features
spyware toolkit

that could make it malicious

= 11:39 PM

A Name: PhoneSnoop 2
sentinel Version: 1.0
Vendor: ZenConsult

CLESEN

P EE T ERE S

Downloads ; ;
The application was successfully

installed.

| PhoneSnoop

w

bt :;:",.-" www,bfafkﬁen}-' FC.COT
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A Bluetooth device
b | discovery and
vulnerability
0 1 assessment tool for
Windows

Discover Bluetooth devices
type (phone, computer,
kevboard, PDA, etc.), and the
services that are advertised
by the devices

Records all information that
can be gathered from the
device, without attempting
to authenticating with the
remote device
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Bluetooth Hacking Tool: BlueScanner

o2

NORDUnet

Nordic Gateway for Research & Education

IR Arubs Metecrks Bheaboanner - Slustooth Devoer DEconnery
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D iy s g )

M PIC St (W0
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BH Bluelack

hittps S crooreus. comm

Bluesnarfer
hittps S vwnanae alighieri. org

btCrawler
hittps S v silentservices.de

Bluediving
hittp: A bluediving. souwrceforge.net

Blooowver Il
hittps S trifinite.org

Bluetooth Hacking Tools

btscanner
it S e, pentest.co. wic

CIHwBT

http: Al souwrceforge.net

BT Audit

httpr S trifinite. org

Blue Alert
it S e Blueiockingtools. comm

Blue Sniff
Frttp S rBlvesniff. shmoo., con
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Module Flow

Wireless Threats

Wireless @ Wireless
EBB Concepts Encryption

Bluetooth
Hacking

Wireless Hacking
Methodology

Wireless Hacking
Tools

Wireless Security
Tools

Wi-Fi Pen Testing
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How to Defend Against Bluetooth Hacking

Use non-regular patterns as PIN
keys while pairing a device. Use

those key combinations which are F : B
non-sequential on the keypad —! ’

R

Keep BT in the disabled state, enable
it only when needed and disable
immediately aftter the intended task
is completed

Keep the device in non-discoverable
(hidden) mode

DO NOT accept any unknown and
unexpected reguest for pairing
yvour device

Keep a check of all paired devices
in the past from time to time and
delete any paired device which you
are not sure about

Always enable encryption when
establishing BT connection to
yvour PC
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How to Defend Against Bluetooth Hacking(Cont’d)

Set Bluetooth-enabled device network range to the lowest and perform ﬁ
pairing only in a secure area

Change the default settings of the Bluetooth-enabled device to a best
security standard

Install antivirus which support host-based security software on Bluetooth-
enabled devices A

Use Link Encryption for all Bluetooth connections %l
If multiple wireless communication is being used, make sure that J:.,.—:“\.—_.
encryption is empowered on each link in the communication chain =%
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How to Detect and Block Rogue AP

Detecting Rogue AP Blocking Rogue AP

- Deny wireless service to new clients by
RF Scanning launching a denial-of-service attack

Re-purposed access points that do only packet (DoS) on the rogue AP
capturing and analysis (RF sensors) are plugged
in all over the wired network to detect and
warn the WLAN administrator about any
wireless devices operating in the area

Block the switch port to which AP is
connected or manually locate the AP
and pull it physically off the LAN

AP Scanning

Access points that have the functionality of detecting

neighboring APs operating in the nearby area will
expose the data through its MIBS and web interface

Using Wired Side Inputs

MNetwork management software uses this technique to
detect rogue APs. This software detects devices
connected in the LAN, including Telnet, SNMP, CDP
{Cisco discovery protocol) using multiple protocols
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Wireless Security Layers
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Wireless Signal Security Data Protection

RF Spectrum Security, Wireless IDS WPAZ and AES

Connection SSecursty Network Protection

Per-Packet Authentication, Centralized

2 Strong Authentication
Encryption

Device Security End-user Protection

Vulnerabilities and Patches Stateful Per User Firewalls
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How to Defend Against Wireless Attacks

Configuration SSID Settings Authentication
Best Practices Best Practices : Best Practices

Change the default SSID after Disable remote router login and
WLAN configuration wireless administration

Set the router access password and Enable MAC Address filtering on your
enable firewall protection access point or router

Enable encryption on access point

Disable SSID broadcasts and change passphrase often
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How to Defend Against Wireless Attacks(Cont’d)

NORDUnet

Nordic Gateway for Research & Education

Configuration SSID Settings | Authentication
Best Practices Best Practices '

Use SSID cloaking to keep certain default wireless messages from broadcasting the ID to everyone

Do not use your SSID, company name, network name, or any sasy to guess string in passphrases

Place a firewall or packet filter in between the AP and the corporate Intranet

Limit the strength of the wireless network so it cannot be detected outside the bounds of your

organization

Check the wireless devices for configuration or setup problems regularly

Implement an additional technique for encrypting traffic, such as IPSEC over wireless
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How to Defend Against Wireless Attacks(Cont’d)

European Union

Configuration SSID Settings Authentication
Best Practices Best Practices Best Practices

Choose Wi-Fi Protected Access Place wireless access points in a
(WPA) instead of WEP secured location

Implement WPA2 Enterprise Keep drivers on all wireless
wherever possible equipment updated

Disable the network when not Use a centralized server for
required authentication
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How to Defend Against Wireless Attacks(Cont’d)

T Use | RADIUS S it Exchange
\'@’/Wireleaﬁr IS Server

-

¥ 5 - = |

< H~ ......... Is s>
'\" — .. !

Intermnet
Authenticate Wi-Fi : V ......................
\w’/ Users Using RADIUS -

%~ Use MAC Filtering

Ente rprise

Enable: WPAZ MNetwork

(te))

A | i Ry
_E% s

. Use Complex
Password

Disassociate * Disable
Unauthorized Users Broadcast SSID
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Module Flow

Wireless Threats

Wireless @ Wireless
EBB Concepts Encryption

Bluetooth
Hacking

Wireless Hacking
Methodology

Wireless Hacking
Tools

E‘,a ?’ Countermeasures Wi-Fi Pen Testing
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Wireless Intrusion Prevention Systems

Birsnarf Attack

Wireless intrusion prevention WilEi Traffic

Chopchop Attack systems protect networks against W
wireless threats, and enable

administrators to detect and : Client Intrusion
prevent various network attacks Prevention

pnitoring

Day-zero Attack

Rogue Identification

Device Probin
o and ContRinment

Unauthorized
Association FProbing and Network Location Tracking
Discntl'ery '

Fragmentation
Attack

Denial-of-Service
Attack Detection

Impersonation Detection
and Prevention

Honeypot

.

ASLEAP WEP MITM Fake MAC Fake DHCP
Attack Crack Attack APs Spoofing Server
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Wireless IPS Development

Internet

Sarrrsarsrranh
A
(]
B
i
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i
]
L]
i
'
'
i
.
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"
i
W
"
"
i
'
'
[]
'
i
'
"
i
'
"
i
]
B
L]
W
i

SAuthentication

e aas Database Mail Server &fd_.{}
T e 1

— ke
é? Wi-Fi Access !.i"éj

Corovnnnnnnnnnnnnind

= {........... ....-.....;.. - Paint
Ay = %’ = | = ; - .
g I — __-_- _ ' Wi Fl .i}-l:l:esﬁ % '
Point .
Wi-Fi
Intrusion
Prevention
System

Corporate Wi-Fi Network — Public Wi-Fi Network
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Wi-Fi Security Auditing Tool: AirMagnet Wi-Fi Analyzer

- It is a Wi-Fi networks auditing
and troubleshooting tool

& AirMagnet WE L Analyzer PO - demo 6,45 ; (==

- Automatically detects R Ty — -
security threats and other o 1
wireless network a2
vulnerabilities [ g

- It detects Wi-Fi attacks
such as Denial of Service
attacks, authentication/
encryptions attacks,

= ‘B BI2 T | ndverrestion
S50 28

network penetration AL
- Irfrasinsctas
-a —
attacks, etc. g TolB

B Computer (84
=] St Do 51
- H SpTSE S m
Semcuaty IS APE (PRI A

AEwTSE .
Pressforirrncses " iolabion ﬁ:
- L0745 T B Sacaly DEAPS BirVWISE

S Uordepsshon Vil sbelder

= B3 0% - Deeriad o Servios Ansck
[0 D5 - S ey Perwdation

= O Fogus &F sl Sistee

= 3 User muthentic sion & Enorepion

- It can locate unauthorized
(rogue) devices or any
policy violator

Becadcast 13595 e ulca s @51 | = e P orrreres Wil s
e Sl = 3 Depimarerd snd Dpevation Enm Perfo ITaanca Wi lasen
Totsd Fass 511 o Ea B danageren L-I

....... E-1 - te -} L L g il EE-T Fad oara
o

aul = B FEl S e @ E e T s Al B D

http: 2 wowwe fluke networks.com
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Wi-Fi Security Auditing Tool: Motorola's Air Defense Services Platform (ADSP)

-
-

rashhosard Compaments
Oirag and dropg soumpsaenks

Appliance Stabos

BEESs By Configueration
BSSE By Ladt Saah
Eeevics Takls

D vicms by Sonfiguersti
Cevipes by Last Saen
Infrastruch:re Everts b
Infrastruciure Osersin
Infrastructiyres Status
Lass B Alsrms oF Syvte

Last S [nfrastructure Al

| Maonagod Cevios Brcak:

Managed Dewvice Break
Pl 111 Scatss

L=t 5 3= ST
Pecformance Threat by
Performance Threat by
Performance Wiolabors
Policy (ConngEar-s

Podiad Whirshess Tliant S

5 Saiksk Teeurity Wik

Radio Charmnel Bresbod

Roge Werekess Aoiass

 irpefense 5. | = | | Infrastructure | Ferformance

Camstoeml i BT —— | P —

What does AirDefense do?

o |

=

AirDefense provides single Ul-based platform for wireless monitoring, intrusion
protection, automated threat mitigation, etc.

It provides tools for wireless rogue detection, poalicy enforcement, intrusion
prevention and regulatory compliance

It uses distributed sensors that work in tandem with a hardened purpose-built
server appliance to monitor all 802.11 (a/b/g/n) wireless traffic in real-time

It analyzes existing and day-zero threats in real-time against historical data to
accurately detect all wireless attacks and anomalous behavior

It enables the rewinding and reviewing of detailed wireless activity records that
assist in forensic investigations and ensure policy compliance

0 g siruciaare Owesrwisswr

Unknown Dewioss Mare
s s
Pt
wirad Swaches
wWihed Switchas

Wireless Swilbches

3 whreless Swornc.. .

SEnsors

SEMNEOE
1.2 wWirgless Chants

1624 BESs

kit www.motorolasolutions. corm
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Wi-Fi Security Auditing Tool: Adaptive Wireless IPS

I-III-rlII-i ‘mm'l’
CiIsSsCoO

Wirtual Dormaen; rook

Adrministration =  Topds Hel B +* B Logout
Advanced Parameters: sanity-mse
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| WG P el or s
] Mactiree Secdons
L] Tresp Cheshirendtiors Warsiom & Wersion Tdentified (WD) Wi
_ ] Adw anced Parameters Started Ar = 1A% PE Serial Number (SM) Mot Specified

Garenral Enforrmsticm Cisea LIDE

Froduct Bane Casco Mobildty Servoce Engne Product Tdentifies (PTI0) AR -MESE-F310-KS

] Logrs Current Server Tome = S84 A
- Folvanced Parareteses
] Aok s Tinee rone Ammenca/Los_fngeles
Adivanced Debug i |
) Stotus
Hardware Restarts 10
¥ ] Bl e Mumber of Days to keep Events 2

it = f 1
Contest Avware Servicoe T

¥
¥
Bessien Timeout e ]

wIPS Service 1 Logogirg OIpEans
Loggimng Leawel Trsce

Absent Data cleasnup interyal L
IR Servics

Core Engine = Enabis

P b ool Hidsdea i

Adaptive Wireless IPS (WIPS) provides wireless-network
threat detection and mitigation against malicious attacks and
security vulnerabilities

It provides the ability to detect, analyze, and identify wireless
threats

hftp ,-'f.-f"wwa-v cISCO.CoMm
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Wi-Fi Security Auditing Tool: Aruba RF Protect

European Union

Integrated wireless intrusion
detection and prevention

Automatic threat mitigation for
centrally evaluating forensic
data, and actively containing
rogues and locking down device
configuration

| YOU ARE NOW |
([ INAWIFI AREA .

Automated compliance reporting

The Mobile Edge Company

T — = er—
hﬂp.:..-l"fwwm arubanetworks.com
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Wi-Fi Intrusion Prevention System

Wy Extreme Networks Intrusion e p—
‘(".:;‘.} : == Network Box IDP
Prevention System | Rt A network-box. com
hittps s e, extremene buworks. corm —_ ?"‘

AirMobile Server
Attp: A ainmobile.se

T —
{'——:[ {‘—'} AirMagnet Enterprise
= = hittps S wnanae, flukenetworks. corm

Wireless Policy Manager

(WPM)
it S e ad ot rolcorp. com

Dell SonicWALLL Clean

Wireless
hittpsS v, sondcveall. com

A

i

.

e

)

—
g| MNGIPS @ Management
hittps S w2, b, comnre Frbtp S v movell. com
:__ AirTight WIPS FortiWiFi

|
[.a_-

hittps S v afrtightne buworks, cone Frttp s S v fortinet.com

MimE

|

_J(‘ﬂ% HP TippingPoint NX Platform e e ZENworks® Endpoint Security
= (=1 ' -
v
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Wi-Fi Predictive Planning Tools

hittps S wnane fTukenetworks. coum CAD DESign
hittps S e, connect 802, corm

A — C t EZ Predicti RF
AirMagnet Planner %;.___ sl Pt

Cisco Prime Infrastructure

hitps S vnanan ofsoo. corr

Ekahau Site Survey (ESS)
hittp: A ekahau.com

i
¥

ZonePlanner
hittps S e, rackuswireless. com

AirTight Planner

hittpe S waanae afirtightne tworkes. corm

LAMPlanner

hittp: S wne motorolosolutions. com

Wi-Fi Planning Tool

hittps S e aerohive. oo

RingMaster -ﬁ. ! TamoGraph Site Survey
http v juniper. net At A e tamos. oo
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Wi-Fi Vulnerability Scanning Tools

Zenmap :F - WIiFish Finder
hittps S nmap. ong . hittp: S0 wenae airtightnefworks. com
 RTIRE
o —

Penetrator Vulnerability

&F N Messus

5] P e - e Scanning Aprpllance
I : https S wnae secpoint. oo

OSWA-Assistant () SILICA

hittps S securitystartshere.org it S0 wanae fmumunityinc., oo
- - H -

Network Security Toolkit ] WebSploit

hittp: S Snetworksecuritytoolkit.org http:fsourceforge.net

]

' N MNexpose Community Edition Airbase-n
‘_?E I}“i P Y N g

2 |I| T hittpS s rapid 7. com B https S wnne aircrack-ng. org
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Bluetooth Security Tool: Bluetooth Firewall

4 FruitMobile Bluetooth o &5 T &3 & 2:39 em
Firewall protects your

android device against all i
sorts of bluetooth attack
from devices around you E E_I:

a\. Bluetaoth
Py Firewall

8 application(s) detected with bluetooth
capabilities
Tap on each app to view details

| Bluetooth

/
L Firewall

View Log Settings

J It displays alerts when
bluetooth activities takes
place

J You can also scan your
device and detect apps with
bluetooth capabilities

http s wowew fruitmobile.com
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Wi-Fi Security Tools for Mobile: Wi-Fi Protector, Wi-Fi Guard and Wi-Fi Inspector

Wifi Protector WiFiGuard Wifi Inspectur

&3

Wifi Protector

Startup

Auto Start

Start service automatically when
wireless LAMN starts

Inspector

Motification

NDt1 fication settings

otification settings

Know who is connected!
Warning!

It losclles: ke somestody ries 20 altack you

Aleacksr mfo

FMac adress: B0 DOOEHacES FiniShing
Found i

Feoihdmeg, Try to-sCan

Countermeasures

Immunity (ROOT)
(ROOT required)

[ROOT]Restore Get Info

San Exi1

D:sahle 'W: Fi on attack

Nt change Wi-Fi state

Expert settings

Analy?e DDZ ‘T'I BSSID

hittp:/forum. xdﬂ' deue.fr::-pers COITT https: /A play.google.com

hﬂps:ffp.f-ﬁy.gﬂagfe. CONT
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Eluetooth
Hacking

Wireless Hacking
Methodology

Wireless Hacking
Tools

, #ﬁp Wireless Security
Tools

E‘Tﬁ  Countermeasures
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Wireless Penetration Testing
4 The process of actively evaluating information security measures implemented in a wireless network
to analyze design weaknesses, technical flavws and vulnerabilities

J A comprehensive report in detail about the findings along with the suite of recommended
countermeasures is delivered to the executive, management, and technical audiences

Threat Assessment Security Control Auditing

—— _’__,* Identify the wireless threats facing an

. To test and validate the efficiency of wireless
[ == organization's information assets

security protections and controls

Upgrading Infrastructure Data Theft Detection

Change or upgrade existing infrastructure

_ Find streams of sensitive data by sniffing
of software, hardware, or network design

the traffic

Risk Prevention and Response Information System Management

Provide comprehensive approach of

Collect information on security protocols,

preperat v ELegsn Shstt Car s It S network strength and connected devices

prevent inevitable exploitation




Wireless Pen Testing Framework
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Discowver wireless dewvices

If wireless dewvice is found, document
all the findings

If thee wireless dewvice found using Wi-Fi
network, then perform general Wi-Fi
network attack and check if it uses
WVWEP encryption

If WILAN uses WEP encryption, then
perform WEP encryption pen testing or
else check if it uses WPA/WPAZ
encryption

If WILAN uses WPAWPAZ encryption,
then perform WPAWPAZ encryption
pen testing or else check if it uses LEAP

encryption

If WLAN uses LEAP encryption, then
perform LEAP encryption pen testing or
else check if WLAM is unencrypted

If WLAN is unencrypted, then perform
unencrypted WLAN pen testing or else
perform general WIi-Fi network attack

i Asi@Connect

&

-""'-‘

W o — 7 oY Ad == ==

CoOoQPERATION o ENTER

START
s

Discover wireless

Y

IIIIIIIIIIIIIIIIIIl

Document all
the Findings

4

X
:

Illlllll.

(osiey

Perform WEP
Penetration
Testing

>

Wireless Penetration Testing Framework

Perform Gemneral
mam- Wi-Fi Network
Attack

3

NORDUnet

Nordic Gateway for Research & Education

A

- WPAMNVPAZ , & .

: - ‘Encryption? }e
v

| e
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Wi-Fi Pen Testing Framework

1. Create a rogue access point

2. Deauthenticate the client using the tools such as
Karma, Hotspotier, Airsnarf, etc., and then check for
client deauthentication

3. If client is deauthenticated, thien associate with the

"
? - client, sniff the traffic and check if passphrase/
o " = certificate is acquired, or else try to deauthenticate
> o . Deauth E-‘ﬁ Use tools such as the client again
- ¥ T ks B LI ™ Hot +®
i M e an:;l'nﬂ?_;ﬁc_ =l 4. If passphrase is acquired, then crack the passphrase

using the tool wzcook to steal confidential information
ar E'SE 1:r1,-r tu dea uthentn::ate the client again

S | oreke try to deauthenticate the client as

LR RN RN NN R R N Rl

L i
: : i
Associate Client === Sniff the ,‘_\'5_"'/.} Crack the = e Use the tool
Traffic g Passphrase wrzcook
M e N O T B T e i T e o *

Confidential
Information

% = YES Steal
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Pen Testing LEAP Encrypted WLAN

START m Deauthenticate the "
: client using tools such I
b as Karma, Hotspotter,

Ajrsnarf, etc.

= If client is
deauthenticated, then
break the LEAP
encryption using tools
such as asleap, THC-
LEAP Cracker, etc., to
steal confidential
information or else try
to deauthenticate the
client again

s,

Break LEAP b e s W

Use tools such as
- asleap, THC-LEAP
Steal Cracker, etc.
Confidential
Information

BERRERERANEEN

eien
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Pen Testing WPA/WPA2 Encrypted WLAN

4 START @

¥

e

Deauthenticate the client using tools such as Karma, Hotspotter, Airsnarf, etc.

If client is deauthenticated, sniff the traffic and then check the status of capturing EAPOL handshake or else try to deauthenticate
the client again

If EAPOL handshake is captured, then perform PSK dictionary attack using tools such as coWPAtty, Aircrack-ng, etc. to steal
confidential information or else try to deauthenticate the client again
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Pen Testing WEP Encrypted WLAN

- Check if thee SS5ID is visible or hidden

o If SSID is visible, sniff the traffic and then check the status of
packet capturing

- If the packets are captured/injected, then break the WEP key
using tools such as Aircrack-ng, Airsnort, WEPcrack, etc., or else
sniff the traffic again

- If SSID is hidden, then deauthenticate the client using tools such
as Aireplay-ng, Commview, etc., associate the client and then
follow the procedure of visible 551D
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Pen Testing Unencrypted WLAN

il Check if the SS5ID is visible or
hidden

il If 551D is wisible, sniff for IP range
and then check the status of MAC
filtering

@
-
-
L K
w P
&1 rl L
N
{llrllrll

I MAC filtering is enabled, spoof
valid MAC using tools such as
SMAC or connect to the AP using
IP within the discovered range

wl  IFSsSID is hidden, discover the SSID
using tools such as Aireplay-ng,

and follow the procedure of visible
S51D
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Module Summary
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A Wi-Fi infrastructure generally consists of hardware components such as wireless routers and APs,

antennas, relay towers and authentication servers, and software components such as encryption
algorithms, key management and distribution mechanisms

U

Most widely used wireless encryption mechanisms include WEP, WPA and WPA2, of which, WPA2 is
considered most secure

WEP uses 24-bit initialization vector {IV) to form stream cipher RC4 for confidentiality, and the CRC-32
checksum for integrity of wireless transmission

WPA uses TKIP which utilizes the RC4 stream cipher encryption with 128-bit keys and 64-bit keys for
authentication whereas WPA2 encrypts the network traffic using a 256 bit key with AES encryption

WEP is vulnerable to various analytical attack that recovers the key due to its weak Vs whereas WPA is
vulnerable to password brute forcing attacks

Wi-Fi networks are vulnerable to various access control, integrity, confidentiality, availability and
authentication attacks

[ |
[ |
[ |
[ |
[ |
[ |

Wi-Fi attack countermeasures include configuration best practices, SSID settings best pr“a::tlcea
authentication best practices and wireless 1D5S systems '
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