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Web Server Security Issue

1 Web server is a program (both hardware and software) that hosts websites; attackers usually target software
vulnerabilities and configuration errors to compromise web servers

4 Nowadays, network and OS level attacks can be well defended using proper network security measures such as
firewalls, 1DS, etc., however, web servers are accessible from anywhere on the web, which makes them less secured
and more vulnerable to attacks

Business Logic Flaws

Custom Wal SeEEE : ek 7 cal Vulnerabilities

Third Party Cor er Stack 6 N = / Commercial
Database = / MySQL / MS sQL
Web Serve - Stack 4 pache / Microsoft IS
Operating Sy ) Stack 3 Sal =3 nux / OS X
Stack 2

Security Stack 1 - 4 IPS / IDS
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Why Web Servers Are Compromised

Iimproper file and directory permissions

Installing the server with default settings

Unnecessary services enabled, including content management and remote administration
Security conflicts with business ease-of-use case

Lack of proper security policy, procedures, and maintenance
Iimproper authentication with external systems

Default accounts with their default or no passwords

Unnecessary default, backup, or sample files

Misconfigurations in web server, operating systems, and networks
Bugs in server software, OS, and web applications

Misconfigured SSL certificates and encryption settings

Administrative or debugging functions that are enabled or accessible on web servers

A A 044040404040 40444

Use of self-signed certificates and default certificates
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Open Source Web Server Architecture
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[IS Web Server Architecture

Internet Information
Services (IIS) for Windows
Server is a flexible, secure, -

S \__,_)‘ e = P Protocol and easy-to-manage web
Internet Stack (HTTP.SYS) server for hosting anything
on the web

&
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Application Pool

‘IIII

wWindows Activation Service 1 1 { 1

‘ DAS) PG = === Web Server Core ‘ Native Modules AppDomain | l

WWW Service !

Begin request processing, ‘ Anonymous Managed
authentication, authentication, Modules
| authorization, cache managed engine, IS
resolution, handler certificate mapping,
mapping, handler pre- static file, default Forms
execution, release state, document, HTTP cache i i
ficati update cache update HTTP errors, and HTTP diisese s
app lcatlo_n . fog, and end request logging >
Host.config processing
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Dos/DDoS Attacks
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Attackers may send numerous fake requests to the web server which results in the web
server crash or become unavailable to the legitimate users

Attackers may target high profile web servers such as banks, credit card payment gateways,
government owned services, etc. to steam user credentials

' 'é —‘ e = Unwanted and malicious traffic take
= ot control over all the available bandwidth —
Unwanted &=

and malicious e ' =
LnthE e e FE e REReaee iy oy o | —— I
I. ——————— - I

Successful DDoS attacks which
can result in service downtime,
financial losses and permanent
business disability
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Dos/DDoS Attacks Tools

1. LOIC (Low Orbit lon Cannon)-https://github.com/NewEraCracker/LOIC
2. XOIC - http://anonhacktivism.blogspot.com/2017/11/new-xoic-ddos-tool-download.html

3. HULK (HTTP Unbearable Load King) http://packetstormsecurity.com/files/112856/HULK-Http-Unbearable-Load-
King.html

4. DDOSIM-Layer 7 DDOS Simulator- http://sourceforge.net/projects/ddosim/

5.R-U-Dead-Yet-https://code.google.com/p/r-u-dead-yet/
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Dos/DDoS Attacks Tools

6. Tor's Hammer - http://packetstormsecurity.com/files/98831/

7. PyLoris- http://sourceforge.net/projects/pyloris/

8. OWASP DOS HTTP POST -https://code.google.com/p/owasp-dos-http-post/
9. DAVOSET-http://packetstormsecurity.com/files/123084/DAVOSET-1.1.3.html

10. GoldenEye HTTP Denial Of Service Tool- http://packetstormsecurity.com/files/120966/GoldenEye-HTTP-
Denial-Of-Service-Tool.html
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DNS Server Hijacking

Attacker compromises DNS server and changes the DNS settings so that all the
request coming toward the target web server should be redirected to his/her
own malicious server

Attacker DNS Hijacking

Redirect user request to the
malicious website

Compromise DNS
° server and change
5 the DNS settings
- DNS server checks the
v respective DNS mapping for
the requested domain name

DNS Server (Target)

Users (Victim) Legitimate Site
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DNS Amplification Attack

Attacker takes the advantage of DNS recursive method of DNS redirection to perform DNS
amplification attack

Recursive DNS Method

= 3 >
What 'l’s'ethe 1P Address of"j’ugfzboy.com. Where can | find the IP
ase reply to my address 9 Address of juggyboy.com?™

....................... >

D enneesacanannnns - 2
Here is the IP ido n:t kno;v but LTS
Address of ju oy.com .com NameSpace \__//
juggyboy \/‘// should have the answer
User's Primary DNS Server
smEssssmssssesemssssemsessmea . > (Recursion Allowed) e eemem—.. -

Here is the IP Address of
juggyboy.com

Primary DNS Server of e
juggyboy.com

_,/-] Emrmmenennnnn GeceRssssssswmsEssESsusassssssssaeas :-----------------.--.-.-....-..-..-...-.---.>
LO‘, What is the IP Address What is the IP Address
of juggyboy.com? of juggyboy.com?
.com NameSpace Primary DNS Server of

Juggyboy.com
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In directory traversal attacks, attackers use ../ (dot-dot-slash) sequence to access restricted
directories outside of the web server root directory

Attackers can use trial and error method to navigate the outside of root directory and access
sensitive information in the system

Volume mn drive C has no label
Volume Serial Number s DESE-SFEE

Directory of C\

06/02/2013 11:31 AM 1024 .md

05/28/2013 06:43 PM 01232

05/21/2013 03:10PM 0 AUTOEXEC.BAT

09/27/2013 0B:SAPM  <DIR> CATALINA_HOME ) compary
05/21/2013 03:10 PM 0 CONRIG.SYS ) dowrionds
O8/11/2013 ORI6AM <DIR> Documents and Settings ) mmages
09/25/2013 05:25PM  <DIR> (L Sam———" 3 neves
08/07/2013 03:38PM  <DIR> nted ) sopts
09/27/2013 0%3I6EPM  <DIR> Program Fies >3 supgort

05/26/2013 02:36 AM  <DIR> St
09/28/2013 09:S0AM <DIR> WINDOWS
05/25/2013 02:03 PM 569,344 WinDump.exe
TFiefs) SIO36Bbytes
13 Disfs) 13,432,115.200 bytes free
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Directory Traversal Attacks

_— w1

Nloadimage?filename=gift.png : ¢ ¢ floadimage?filename=../../..Jetc/passwd| H

root:ix:0:0:iroot: /root: /bin/bash
daemon:x:1l:1l:daemon: fusr/sbin: /bin/sh
bin:x:2:2:bin: /bin: /bin/sh
sys:x:3:d:ieys://dev:/bin/sh
sync:x:4:65534:aync: /bin: /bin/aync
games:x:5:60:games : fusr/games: /bin/sh
man:x:6:12:man:/var/cache/man: /bin/sh
lp:x:7:7:1p:/var/spool/lpd:/bin/sh
mail:x:B:8:imail: /var/mail: /bin/sh
news:x:%:9:inews: /var/spool/news: /bin/sh
uuecp:x:10:10:uuecp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www—data:x:33:33 ivww-data: fvar/www: /bin/sh
ackup:x:34:34:backup: fvar/backups:/bin/sh
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Example Traversal Attacks

=?php
Stemplate = ‘blue.php’';
if { is_set( % COOKIE[ "TEMPLATE'] )} )

$template = $ COOKIE[ ' TEMPLATE']:
include ( "/home/users/phpguru/templates,/" . S$template );
7>

An attack against this system could be to send the following HT TP request:

GET /vulnerable.php HTTP/1.0
Cookie: TEMPLATE=../../ ../ /.. ../../f../../../etc/passwd

Generating a server response such as:

HTTP/1.0 200 OK
Content-Type: text/html
Server: Apache

root: fildsED95ibgR6:0:1:5ystem Operator:/:/bin/ksh

daemon:*:1l:1::/tmp:
phpguru: f8fk3j10I£f31.:182:100:Developer: /home/users/phpguru/: /bin/ecsh
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Man-in-the- Middle/Sniffing Attack

- — —
01 Man-in-the-Middle (MITM) attacks allow an attacker to access sensitive information by
intercepting and altering communications between an end-user and webservers
-

webserver passes through him

-
0 2 Attacker acts as a proxy such that all tF
g

Normal Traffic

User visits a website
......o....................................... ceasmassasansessusssssassnsnanesnannannseseannal
R s e U A B e e s Ssany -....................................9........

" - o
i Attacker_snlf.fs the : ‘\3\5\. z‘_‘.-'7
A communication to aeée“ «e‘ o
User ven. Vic, steal session IDs = e S T Webserver
: et : 5o ¥ jesSOt."" A -
s Tee T : NS 2Tl - s
: "> Tor s > en*" z
: el sy, : =7 : e
E Z v Attacker replays the request - 5
H Server response is ccasssssssmssnesssssssnsssennmnsans :
- forwarded to user -
e =

Server response

Attacker
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ARP Spoofing for a MitM Attack

What we will be doing here, is using ARP spoofing to place ourselves between two machines making the client
believe we are the server and the server believe we are the client. With this, we can then send all the traffic through

our computer and sniff every packet that goes in either direction.

Hope all that makes sense! Let's get started with our MitM attack by opening up BackTrack!


https://null-byte.wonderhowto.com/how-to/spy-web-traffic-for-any-computers-your-network-intro-arp-poisoning-0131785/
https://null-byte.wonderhowto.com/how-to/hack-like-pro-getting-started-with-backtrack-your-new-hacking-system-0146889/
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SIC'RE Open Three Terminals

To conduct this MitM attack, we're going to need three (3) terminals, so go ahead arpspoof can do this for us by
and open those now. Our goal here is to get a client on our network to believe we
are the server and the server to believe we are the client.

replacing the MAC address of the
client and the server with our MAC

address in the ARP table.
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Arpspoof Client to Server

Let's start with the client. We want to replace the MAC address of the server with
our MAC address.

« arpspoof 192.168.1.101 192.168.1.105

Where:

e 192.168.1.101 is the IP of the client
e 192.168.1.105 is the IP of the server

In this step, we're telling the client that we are the server.
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Arpspoof Server to Client

Now we want to replace the MAC address of the client with our address, so we
simply reverse the order of the IP addresses in the previous command.

Now execute both of these commands. When we do this, the client will think we are
the server and the server will think we are the client!

« arpspoof 192.168.1.105 192.168.1.101

Here, we are telling the server that we are the client.
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Pass Packets with Ipforward

Now that we are impersonating both the client and server, we need to be able to
pass or forward the packets to the other machine. In other words, we want the
packets coming from the server to be forwarded to the client and those coming from
the client forwarded to the server.

We do this in Linux by using the ip_forward. Linux has a built-in functionality to
forward packets it receives. By default, it's turned off, but we can tum it on by
changing its value to 1(ON).

We simply echo a 1 and direct (>) it to /proc/sys/net/ipv4/ip_forward, thereby
turning on ipforwarding.

" ’ Now our system, in the middle, is forwarding the traffic it receives to both ends of
« echo 1> /proc/sys/net/ipva/ip_forward this connection, client and server.



r ‘:--:: ‘:-\~.
con r] e C'I' Iﬁ!r . :EE \(¥Bd RE MNordic Gateway for Research & Education

_‘-—-—_”

NORDUnNet
N

Eurcpean Union

SR  Sniff the Traffic with Deniff

Now that we have all the traffic coming from the client to the server and the serve « dsniff
to the client going through our computer, we can sniff and see all the traffic!

To do this, we could use a number of different sniffing tools, including Wireshark ¢
tepdump, but in this case we'll use Dug Song's dsniff. Song designed dsniff to snil
out authentication information that appears on the wire in clear text (nor
encrypted). So, protocols such as ftp, telnet, HTTP, SNMP, POP, LDAP, etc. can b
sniffed off the wire.

To activate dsniff, we simply type:

As we can see, dsniff responds that it is listening on etho.
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Grab the FTP Credentials

Now, let's wait until the client logs into the ftp server. When he does so, dsniff will
grab his credentials and display them to us.

As you see in the screenshot above, dsniff has grabbed the ftp credentials of the
administrator with the password of "password"! How easy was that!
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Phishing Attack

1 Attacker tricks user to submit login details for website that locks legitimate, but it redirect to the
malicious website hosted on attacker web server

1 Attacker steals the credentials entered and use it to impersonate with the website hosted on the
legitimate target server

) Attacker then can perform unauthorized or malicious operation with the website target server

Clicks the malicious
link and submit credentials

Victim

é

Target Web Server Hosting
malicious website Legitimate Website

Attacker’s web sever hosting

Request redirects
to malicious web
server

Sends malicious link through email Use victim’s credentials to

impersonate to legitimate server

Attacker
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Website Defacement
| ™ [ >

@ Web defacement occurs when an
intruder maliciously alters visual
appearance of a web page by

l inserting or substituting provocative

HACKED!

Hi Master, Your website
owned by US, Hacker!

and frequently offending data

© Defaced pages exposes visitors to
some propaganda or misleading
information until the unauthorized Next target — microsoft.com

change is discovered and corrected l

& Attackers uses variety of methods
such as MYSQL injection to access a
site in order to deface it
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Web Server Misconfiguration

e
Server misconfiguration refers to configuration weaknesses in web
infrastructure that can be exploited to launch various attacks on web
servers such as directory traversal, server intrusion, and data theft

a

Verbose Debug/Error
Messages

Unnecessary
Services Enabled
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Web Server Misconfiguration Example

httpd.conf file on an Apache server
This configuration allows anyone to view the

server status page, which contains detailed <Location /server-—-status>

information about the current use of the ‘ SetHandler server—status
web server, including information about the </Location>
current hosts and requests being processed

php.ini file
This configuration gives verbose error

messages display error = On

log errors — On

error log = syslog

ignore repeated errors
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HTTP Response Splitting Attack

HTTP response splitting attack involves
adding header response data into the
input field so that the server split the
response into two responses

The attacker can control the second
response to redirect user to a malicious
website whereas the other responses
will be discarded by web browser

String authoxr =
reguest.getParameter (AUTHOR PA
RaM) ;

Cocockie cookie = new

Cockie ("author", author) ;
cocockie . setMaxiAge (cockieExpirat
ion) ;

response . addCookie (cockie) ;




HTTP Response Sﬁlitting Attack (c

Request for servi

ont’d)

ce

http: //wwwguggybank com/account’td=214

Attacker gets resj

victim’s request ]

nse of




Attacker

GET http://juggyboy.com/index.html
HTTP/1.1
Pragma: no-cache

Host: juggyboy.com

Accept-Charset: iso-8859-1,%,utf-8

GET http://juggyboy.com/

redir.php?site=%0d%0aContent-
Length:2%6200%0d%03%0d%0aHTTP/1,1%2
0200%200K3%0d%0aLast-
Modified:2%620Mon,%2027%200ct%20200
9%2014:50:18%20GMT%0d%0acConte nt-
Length:362020%0d%0aContent-
Type:%20text/htmi%0d¥%0a%0d%0a<html
>Attack Page</htmb> HTTP/1.1

GET
http://juggyboy.com/index.html
HTTP/1.1 Host: testsite.com
User-Agent: Mozilla/4.7 [en]
(WinNT; 1}

Accept-Charset: iso-8859-1,% utf-8

Cernnnnn

A

A

Anadter gets the second E E
....'.e.smp.ss.ef.f.eqtzeat.-’:.9..'<..e.......=
1

[ s
|
|

Address Page
www.juggyboy.com Original Juggyboy page
Serverf Cache

Attacker sends request to,remove page from cache

LR R R R R L R R R R R R R R L
|

Normal response after

clearing the cache for juggyboy.com ! 9
T OO ey ..

Attacker sends mahclous request
that generates two tesponses {4 and 6) |

----------------u---u-h-----u--u---------lu-l--l

Attacker gets first server response
b..u!!ullll..'..'tll--"l.u-..Il.'.l.tu'......-?-
1 :

Attacker requests 3 juggyboy.com
again to generate cache entry

---on---.-----------o--:-----n--------(---u--b--c---->:

|utapet
|
Address Page
www.juggyboy.com Attacker's page

' 4 The;ec&
resp'on* of

request3 ’
that points to |

nd

’s page'

Poisoned Server Cache

http://www.juggyboy.com/wel
come.php?lang=

<?php header ("Location:
S_GET['page’]); ?>

An attacker forces the
web server’s cache to
flush its actual cache

content and sends a
specially crafted
request, which will be
stored in cache
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SSH Bruteforce Attack
" |

SSH protocols are used to create an encrypted SSH tunnel between two hosts in
order to transfer unencrypted data over an insecure network

Attackers can brute force SSH login credentials to gain unauthorized access to a
SSH tunnel

SSH tunnels can be used to transmit malwares and other exploits to victims without
being detected

SSH Server

Internet Web Server

~

File Server
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Web Server Password Cracking

An attacker tries to exploit weaknesses to hack well-chosen passwords

The most common passwords found are password, root, administrator, admin,
demo, test, guest, gqwerty, pet names, etc.

Attacker target - SMTP servers © Web form authentication
H — crackin
mainly for: Web shares =
< SSH Tunnels © FTP servers

Attackers use different methods such as social engineering, spoofing, phishing,
using a Trojan Horse or virus, wiretapping, keystroke logging, etc.

Many hacking attempts start with cracking passwords and proves to the webserver
that they are a valid user
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Web Server Password Cracking

-4 Passwords may be cracked manually or with automated tools such as Cain & Abel,
Brutus, THC Hydra, etc.

-1 Passwords can be cracked by using following techniques:

' A common cracking method used by attackers to guess passwords

J Guessing either by humans or by automated tools provided with

dictionaries

Dictionary A file of words is run against user accounts, and if the password
Attacks is a simple word, it can be found pretty quickly

Force password. Every combination of character is tried until the
Attack password is broken.
Hybrid A hybrid attack works similar to dictionary attack, but it adds
Attack numbers or symbols to the password attempt

1 Brute ‘ The most time-consuming, but comprehensive way to crack a ")
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Web Application Attacks

Vulnerabilities in web applications running on a webserver provide o ﬂ
a broad attack path for webserver compromise

Parameter/Form Cookie - Unvalidated Input and
Tampering Tampering File Injection Attacks

=L Session - = i : Denial-of-
sjosion 2 S Service (DoS)

Hijacking ‘ Traversal A ol

Cross-Site Request

° Forgery (CSRF)
Attack

Note: For complete coverage of web application attacks refer to Module 12: Hacking Web Applications
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Web Server Attack Methodology
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Web Server Attack Methodology: Information Gathering

(- 1 AJ
~.“.‘ .t\.

Information gathering involves collecting C .
information about the targeted company ~

-

WHOIS information for ebay.com:***

Attackers search the Internet, newsgroups, =
bulletin boards, etc. for information about am and net domains can row be registerad

(‘ MPEting registrars. Go to htp:/fvavww, intemic.net
the company

(
Attackers use Whois, Traceroute, Active Whois, &
etc. tools and query the Whois databases to get P
the details such as a domain name, an IP address, S,

('. ';»p:a.'.z‘_‘ ;‘E!l s
or an autonomous system number  Expration Dwe: s

http://www.whois.net

Note: For complete coverage of information gathering techniques refer to Module 02: Footprinting and Reconnaissance
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The robots.txt file contains the list of the
web server directories and files that the
web site owner wants to hide from web
crawlers

Attacker can simply request Robots.txt file
from the URL and retrieve the sensitive
information such as root directory
structure, content management system
information, etc., about the target website

" \ -"-=:1-
Asi@Connect T €I "« <
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Web Server Attack Methodology: Information Gathering From Robots.txt File

Ede Ednt Format View Heip

User-agent: = ~
Disallow: /wp-admin/

Disallow /wp-includes/

Disallow: /f*/downlocad/confirmation.aspx?
Disallow: /fctl/

Disallow: /admin/

Disallow: /App Browsers/

Disallow: /genuine/ajax/

Disallow: /App_ Code/

Disallow: /App Data/

Disallow: /App_GlobalResources/
Disallow: /bin/

Disallow: /Components/

Disallow: /Config/

Disallow: /contest/

Disallow: /genuine/survey/

Disallow: Jcontrols/

o

Disallow: /DesktopModules/
Disallow: /HtrpModules/
Disallow: /Install/

DPisallow: /is/

Disallow: /software

Disallow: /software.aspx
Disallow: /windows/404.aspx2>7|
Disallow: /Userlogin
Disallow: /ftestgallery

Sitemap: http://www. juggyboy.com/sitemap.xml
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m Gather valuable system-level data such
as account details, operating system,
software versions, server names, and
database schema details

Telnet a webserver to footprint a
webserver and gather information such
as server name, server type, operating
systems, applications running, etc.

m Use tool such as ID

Serve, httprecon, and
Netcraft to perform
footprinting

’ v :
Asi@aConnect -7 =g Ly
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WebServer Attack Methodology :Webserver Footprinting

Search Web by Domain

Exgiare 1 4T2 £31 web stes vated by users of the tistcra® Tooitor Sxt Movertes 2013
B B

Sfe < ontacs 1 recroson Aooiap?

Results for microsoft

Fast SO0 sites e larned

sate s

lllhhl!lllttnllthi

http://toolbar.netcraft.com
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Webserver Footprinting Tools

httprecon
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Learery

File Configuration Fingerprnting Reporting Help
T arget (Miczo=oft IS £.0)

[ripc77 <] [ iugavboy.com fso ~]

GET existng | GET long request | GET non-esisting | GET weong protocol | HEAD exi

ID Serve

Matchiist (352 implementations] | Fingespent Details | Report Preview |

Name | Hits
HMicraseft IS €0 o0

Mictoscft HS S0 73 s1n
Miciosoft IS 51 67 7das
Miciosoft 1S 7.0 55 7222
Sun ONE Web Server 6.1 65 7222
Apache 1. 3265 64 fARA!

Generate TXT Repodt.. Done.

| Match = |
100

http://www.computec.ch

Inlarnm Server Identfication Utiity. v1 .02

ID Serve —conieamsmsoedb

Copyeght [<] 2003 by Gibson Research Cop.

EBaclkground Seanser Oueans ] ORA JHap |

Enter or copy / paste an Inlemet server URL or IP add: here
(1 fwww.ceniﬁedhacker.corn{

When an Internet URL or IP has been peovided above.
Query The Serves ] - peess thes button to indiaste & guesy of the specified server

Server guesy procesTng

| The server retumed the following response headers:
|{HTTP/1 .1 200 OF

Content-l ength 9660

| Contens-Type: text/himi

Coment-Locaton Mp /Aiwvesw cemfiadhackar comfindsx himli

The secver denbhad 2self 2
Microsoft-11S/6 .0

Goto ID Serve web page

http://www.grc.com
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Enumerating Webserver information Using Nmap

Attackers can use advanced Nmap
commands and Nmap Scripting Engine ' : o S
(NSE) scripts to enumerate information | Scan Tock orofie mee 7

about the target website Target:  www.hackthissite.org ~ | Prssfile:

] Command nmap -3V --s<npt http- enum wwww hackthissite.org

Hosts Services Nmap Cutput  Ports / Hosts | Topology | Host Detads | Scans
nmap sV —O —p target IP ‘ OS 4 Host nmap -2V --scapt bttp-enum weew hackthissite.cig ~

L wwor hackthissite.o
address SEarting WMeap .46 ( MEtp://amap.oeg ) At 2014-06-12

16:42 Inadia STandard Time

Noas scan report For www.hackthissite.org
(198_3148_81.3135)

Host s up (@.47s latency).

Other addresses for www.heckthissite.org (not scanned):
198.148.81.137 198.148.81.136 198.148.81.139
198.148.81.138

rDNS record for 198.148.81.135: hascxthissite. org

NOt shown: 996 filterec ports
PORT STATE SERVICE VERSION

nmap —sV ——script=http—enum
target IP address

S.Spl_npnl3eio (Fr

1 nttpo-enuw
1 /blog/:

t: Robots File
nttp ngins

nmap target IP address —-p 80 -—
—script = http—frontpage—login

- t:
Service Info: OS: FreeBSD; CPE: cpe:/o:freedsdrfreedsd

Service detection performed. Please report any incorrect
results at hMttp://neap.org/submit/ .

Nesp done: 1 EP adogress (1 host up) scanned in £493.58

nmap ——script http-—-passwd —-— Teconcs
script—args http-—

passwd.root =/ target IP
address http://nmap.org
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Nmap Scan Table 1: Scanning Techniques

Scanning Technique Syntax Use

TCPSYN -85 Stealth scan

TCP connect() -aT Scan without root privileges
FIN -aF Stealth scan

Xmas -3X Stealth scan

MNull -aN Stealth scan

Ping -aP Identify live hosts

Version Detection -V Identify services

UDP -alJ Find UDP services

IP Protocol -0 Discover supported protocols
ACK -34 Identify firewalls

Window -sW Advanced ACK scan

RPC -aR Information on RPC services
List -aL Dummy for test purposes
Idle -sl Scan via third party

FTP Bounce -b Historic
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Webserver Attack Methodology: Mirroring a Website

& Mirror a website to create a e
complete profile of the site’s - oo 1 orane BT
- - ® 4 imetpub rformaton
directory structure, files s oy -frnae e S e o i
H = Ny Web Sites T - I 3Ss Fes wrtien: 339
structure, external links, etc. - Viebig hsrodon T e e rAA N P vt e
B .googieapis - Active cxwodone 3 Ervors s
& 4 Fz-cache
© Search for comments and e £ Bcton:
o] Dackbiue.gif
- - [ac] fade.gif scannng 2550007 © . Gtabie_emages — - AxE
other items in the HTML Teorig i OB i et aae Foy. $S — s
rts-to, recesve w pogoyboy © . detable_imagesdeatare_1 pg == = = |
source code to make - i o )
= - CEEE ST =) Backs: it —_—
footprinting activities more . e _—
= & indexhemi T
efficient 1 WeemSae Mierorng v HT Track —e—)
= 4 opt — Sk |
# 4 Pedilogs — st 1
- . Progr Files —inge 1§
€@ Use tools HTTrack, iR P Fa 5 ——=ie )
i &4 — k= 3
WebCopier Pro, x4 - g il
: = e Sro:
BlackWidow, etc. to mirror o e S | TE—= |
a website P e g
AN
http_//fwww_ hitrack.com
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Webserver Attack Methodology: Vulnerability Scanning

Implement vulnerability scan to identify weaknesses in a network and

U} I’ determine if the system can be exploited

— Use vulnerability scanners such as HP Weblnspect, Acunetix Web Vulnerability
0 2 Scanner, etc. to find hosts, services, and vulnerabilities

Sniff the network traffic to find out active systems, network services,

0 3 applications, and vulnerabilities present
e
) )

Test the web server infrastructure for any misconfigurations, outdated

1, ! content, and vulnerabilities
) b
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ACUNETIX WEB VULNERABILITY SCANNER

772 4
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[2) Acunctix Web Vulncrability Scanner (Consultant & SSEIES
| Fle Actns Toos Configaton Heb
1D Neneem R DA IR 1D N
s — e e L e e e ) ] profie: [oefaut <] St
Wieb Vuinersbaty Scanner
BT S T : Wes AFPLICATION sEcuRiry I
18 3] scan Thvead 1 (htto:/testoho.vimeb.com:80/ ) Prined (22w | T OCUNOtX fonseew
T3 ste crower il web Aerts (122)
2 TargetFnder Apsche Mod_Rewnite Off By-One Buffer Overfiow Vunerabity (1) —
Subdomain Scanner @ 5nd SQU Injecton (7)

© CRLF injectonHTTP response spitting (1)
5 @ Cross Ste Saptng (venfied) (18)
© Fie nduson @)
& @ HTTP Parameter Polston (1)
% @ Macromeda Dreammeaver Remote Database Srots (1)
- @ PP Hach Collsion Derial Of Service Vunerabity (1)
& @) PHP HTML Entity Encoder Heap Overflow Vulnerabity (1)
- @ PP version older then 5.2.1 (1)
% @ P version oider than 5.2.3 (1)
& @ P version oider than 5.2.5 (1)
% @ PP version oider than 5.2.6 (1)
1 @ PP Zend_Hash_Del_Key_Or_lndex vuinerabiity (1)
% @ St source code dsciosure (1)
& @ SQuinjecton (5)
=[] /asaxpnfoartst.pho (1)
ER e

® [ /a3aXnfocateg.oho (1)
& [ /AaXinfoste.oho (1)

® © @t
5 @ Apache 2.x version oider then 2.0.61 (1)
- @ Apache 2.x version oider than 2.0.63 (1)

- @ PrPfo page found (1)

® @ LRLredrecton (1)

& @) Hdden form input named price was found (3)
& @ HTMLForm found in redrect page (1)

% @ Logn page password guessng attadk (1)

% @ Possbie sensitve drectories (3)

@ @ Possbie sensivve fles (1)

@ User credentials are sent in dear text (2)
& @ Srokeninks (1)

& @ Emol address found (249)

& @ GHOB: Generic MySQL esror message (2)

5 @0 Pacomord tvre oeust with artocomlete prxbied (3)

Vuinerability description
This scriptis possidly vuinerable to SQL Injection attacks

SOL injeckon ts & vulnerabilly hat slows an sitacker o aller backend SOL statements by manipulsting he ser input An SQL injection ocEurs when web SpEHCatons ccest user nout that s
directly placed into 3 SQL statement and doesn? properly filter out dangerous characters

This is one of the most common application layer attacks currently being used on the Intemet Despite the fact that it is relatively easy to protect against. there is a large number of web

applications wulnerabe.

This winerability affects Aistproducts.php.

Discovered by: Scripting (Sal_injection. script).

Attack details.

URL encoded GET input artist was setto (select 1 and row(1,1)>(select count(*).concat(concal(CHAR(52).CHAR(67) CHAR(117) CHAR(98).CHAR(52),CHAR(117). CHAR(78).CHAR(77).CHAR
m

(72).CHAR(79),CHAR(55)) floor(rand()*2))x from (select 1 union select 2)a group by x limit
Injected pattern found:

ub4uNMHEOY

¥ View HTTP headers

@ Mark this alert as a false positive

The impact of this vulnerability
An attacker may execute arbitrary SOL statements on the winerable system. This may compromise the integrity of your database and/or expose sensitive information

back-end lead 1o varying levels of dataisystem access for the altacker. It may be possible to not only manipulate existing queries,
Btto URION I arditrary data, use pooermleg append adaitional queries thpetedlaveerh may be possivie to read in or write out to files, of 1o execute shell commands on the underlying
operating system.

Certain SQL Servers
to compromise the entire machine.

ot SOL Server contain stored procedures (database server functions). If an attacker can obtain access to these procedures it may be possidle

How to fix this vulnerabiity
Your script should fiter metacharacters from user input
Check detailed information for more information 350Ut fixing this vulnerabily.
Detailed information —
¥ Click here for more detalled information about this vuinerability
Web references

* Acunetix SQL Injection Altack

« Security Focus - Penstration Testing for Wi tions (Part Tws

«_More Advanced SQL Iniection =

NORDUnet

Nordic Gateway for Research & Education
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Webserver Attack Methodology: Session Hijacking

\ 1 Sniff valid session IDs to gain unauthorized access to the Web Server and snoop the data

\ Use session hijacking techniques such as session fixation, session sidejacking, Cross-site scripting,
\, 2 etc. to capture valid session cookies and IDs

\\ 3 Use tools such as Burp Suite, Firesheep, JHijack, etc. to automate session hijacking

RSO3 CEL Ieaje 1m3 Genaral Diay COMEN! MIIND 47 fe i POEEe L RAIn S arrery \osdars

P et e - o Memico | URL Para 4 Stawe Lonoin | MIME Dow T oy
- '.. . P STores jOgyDow £ GET v = 200 57440  STAMm 2300um0y Motes | &
- rctes A= SET MPOIVTATCIZDITIVG - 200 e T
o ey rreen 430 b reati e oo . v =T sres4TI7E21655 [ -
- '.. S = ' = 1asetms s <mae = stng
. _ =~ = .
<< = szze swost | Secsonse |
. < ENCETeT 6N oS FTD verseyn 30ty - = ==
< A Comeess ta mass el Heacors [ bee |
e T it Teaatn T e N T P T T Ty T e e -
- FAp e tepawate T e T I
= D T o
R e T e oL e
- 0 = S
< L http://portswigger.net *
= 2! L2e] E=s o) fiml - Fy———

MNote: For complete coverage of Session Hijacking concepts and technigques refer to Module 10: Session Hijacking
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Webserver Attack Methodology: Hacking Web Passwords

Use password cracking (=1(alf]
techniques such as brute
force attack, dictionary ST
ttack d ing t o

atiack, passwora guessing to Hydra v4.1 (C) 2004 by van Hauser / THC - use allowed only for legal purposes.
crack webserver passwords Hydra (http.//www.thc. org) starting at 2004-05-17 21:58:52

[DATA] 32 tasks. 1 servers. 45380 login tries (I:1/p:45380), ~1418 tries per task

[DATA] attacking service ftp on port 21

[STATUS] 14056.00 tries/min, 14056 tries in 00:01h, 31324 todo in 00:03h

[STATUS] 14513.00 tries/min. 29026 tries in 00:02N. 16354 todo in 00:02n

[21)rtp] host: 127.0.0.1 login: marc s

Hydra (RMtp://www.thc . org) Tinished at 2004-05-17 2201:38

<Tinished>

Stant stop | Save Output | Ciear Output |
Use tools such as THC-Hydra, \[xydm 127.0.0.1 ftp 1 marc P tmp/passlist.ixt -e ns -t 32 o
— e | 8 4
Brutus, etc.
https://www.thc.org
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Webserver Attack Tool: Metasploit

= Project - Scam) W Account - g ¥ Administration v 2 0 °

© The Metasploit @g"“"e;-'*"ta-sp'o‘t ’“omv‘c— Ansteis Sesstons Campaigns web Apps MO dutes tags Reports Tasies

Framework is a ” - soms

penetration testing Buen Stewon. @ e | G aomtis | - ideics: @ Eipron | @ s How

toolkit, exploit i el e i e M i G

development platform, Show | 10015] entrics

and research tool that A s e il i maiet e "

includes hundreds of : : '

working remote

exploits for a variety of 12icatey o ' . roe . a
platforms %2108 168 11 -
IS 160108 19 = o= chern bl Kl B nunutes ago Scanoed
e |t supports fully

automated exploitation sz 168 188 113 - -—
of web servers, by S2IGEIEBTIG W — o i i
abusing known e
vulnerabilities and

% 19216816813 n 3 S 0y [ scanoet
leveraging weak i
passwords via Telnet, S 166158130 ADRAINE 4 Proresssonas 1601 Sevnce . e ]
SSH, HTTP, and SNM L R S P B Microsont wiedaivs (%) 552 it . . AL D

nTTp //wWww.metasploit.com
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msfweb Encoders
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Auxiliary
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Metasploit Payload Module

4 Payload module establishes a Command Prompt

communication channel

between the Metasploit
framework and the victim msf payload(shell reverse tcp) > generate

msf > use windows/shell_reverse_tcp

host Usage: generate [options]
- It combines the arbitrary code Generates a payload.

that is executed as the result OPTIONS:

of an exploit succeeding T e TR GE Gl e wae s
4 To generate payloads, first R s
select a payload using the —e <opt> The name of the encoder module to use.
command: —h Help banner.

—o <opt> A comma separated list of options in
VAR—=VAIL format.

—s <opt> NOP sled length.

—t <opt> The ocoutput type: Tuby, perxrl, o, oxr Traw.

msf payload(shell reverse tcp) >
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Metasploit Auxiliary Module

2 Metasploit’s auxiliary modules can be used to perform arbitrary, one-
off actions such as port scanning, denial of service, and even fuzzing

-4 To run auxiliary module, either use the un command, or use the
explcocit command

Command Prompt

msf > use dos/windows/smb/ms06 035 mailslot
msf auxiliary (msO 6_035_mailslot) > set RHOST 1 .2_.3_.4
RHOST —> 1 .2.3.4

msf auxiliary(m506_035_mailslot) > Trun

[*] Mangling the kermel, two bytes at a time. ..
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Metasploit NOPS Module

NOP modules generate a no-operation instructions used for blocking out buffers

OPTIONS:
b <opt>:

Use generate command to generate a NOP sled of an arbitrary size and display it in a given format

The list of characters to avoid: \xO0\xff"
—h: Help banner

—s <opt>: The comma separated list of registers to save
—t <opt>: The output type: ruby, perl, c, or raw

msf nop (opty2) >

Command to generate a 50 byte NOP sled
msf > use x86/opty2

msf nop (opty2) > generate —t < 50
unsigned char bufl[]l] =

"\ xFS5\x3d\x05\x15\xFf8\ x67 \ xba\x7d\ x08\xd6\ x
Usage: generate [options] length 66 \x9f \xb8\x2d\ xb6"

msf nop (opty2) > generate —h

"\ x24\xbe\xbl1\x3f\x43\ x1d\ x93\ xb2\x37\x35\x
84\ xdS5\x14\ x40\ xb4"

"\ xb3\x41\xbo9\x48\ x04\ x99\ x46 \ xa9\ xbi\xb7\x
2F\xfd\ x96\ x4a\x98"

"\ x92\xb5\xd4\x4Ff\x91 " ;

B

msf nop (opty2) >
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Webserver Attack Tool :Wfetch

File Edit Wadow Help

_] o]‘gl‘él

WFetch allows attacker to fully customize
an HTTP request and send it to a Web
server to see the raw HTTP request and
response data

= 1

yeio [GET | pio=- flocamcs e fetea ~Jve[T1 <] f'!'ﬁ"'!‘

P [/ =
Trace
I Rap

Cpher

Sockoet

<
Log Outpat [Last Stetus 200 OK]

B started..

~ -

It allows attacker to test the performance
of Web sites that contain new elements
such as Active Server Pages (ASP) or
wireless protocols

hitp//vwww microsoft.com




NORDUnet

AS I@:)Connec'l' - ’a o E!m - 3 Nordic Gateway for Research & Education

European Union

Web Password Cracking Tools:THC-Hydra and Brutus

THC-Hydra Brutus

-2 Hydra is a parallized login cracker which supports - It includes a multi-stage authentication engine and
numerous protocols to attack can make 60 simultaneous target connections
=) It supports no user name, single user name, multiple
Target Passwords Tuning Specdific  Start user name, password “St, combo (user/password) list
Outpur J and configurable brute force modes
Hydra v7.1 (c)2011 by van Hauser/THC & David Maciejak - for legal purposes
Hydra (http://vww._thc org/thc-hydra) starting at 2012-10-21 17:01:09
DEBUG] cmdline: Jusr/bin/hydra -S v -V -d 4 Administrator -P fhome/ W/ Des Fem  Teoir Help
DATA] 4 tasks, 1 server, 4 logintries (L1/p:4), ~1 try per task Sesoet [137007 Tioe TP B Adtd =] | Stw | Swo | Cex|

‘ DATA] attacking service rdp on port 3389 - SO
VERBOSE] Resolving addresses .. = e Use
DEBUG] resolving 192.168.168.1 Foa [0 Comnecter= 7T 0 Teseomn € F v 0 T iUmSa Deine |

done HY TP (B anic) Oosioos
[DEBUCG] Code: attack Time: 1350819069 Mettod [HEAD - o Mt

| [pEBUC Options: moda 1 scl 7 restore 0 showAttempt 7 tasks 4 max_uce «

DEBUG] Brains: active O targets 1 finished 0 todo_all 4 todo 4 set O founc Peiaviostion O poss e =

| [DEBUG] Target O-target 152.168.168.1 ip 192.168.168.1 login_no L¥pass_nc F UssUsemesm | SegleUse PacMods [Wod L =]

‘ DEBUG] Task O-pid O active O redo O current_login_ptr (null) current_pass_ L [P Fosinn | Posle [emdita  Bewae 3
DEBUG] Task 1 -pid O active O redo O current_login_ptr (null) current_pass_ I
DEBUG] Task 2 - pid O active O redo 0 current_login_ptr (null) current_pass_ S et Thne. e
DEBUG] Task 3 - pid O active O redo 0 current_login_ptr (null) current_pass_ l,';’f:,,, . :g’v‘vmm Pazay : um—.—-— . ::‘m"

‘ WARNING] rdp servers often don't like many connections,use-t 1aor-tstor 1 12Fa01s H avic St} et
[VERBOSE] More tasks defined than login/pass pairs exist. Tasks reduced to

| [DEBUG] bead_no]0] active O ' ' ,"‘;‘::!’" SRS I I anesien e &
DEBUG] child O got target O selected ('JA-nﬂ 1.?0:.\ yoiod

‘ DEBUG] head_nof1] active O Posvai Ge Corks ot
P il b . ot ?mm;mﬁrwmm

‘ Start Stop Save Output Clear Output T 23 UsesmsTe: SOmn 2

= - __—wes .}

hwdra -S v -V -d 4 Administrator -P /home) VDesktop/pass-t 16 192.16...

Aetep S e e g
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Place Web Servers in Separate Secure Server Security Segment on Network

2  An ideal web hosting network should be designed with at least three segments
namely Internet segment, secure server security segment often called demilitarized
zone (DMZ), internal network

-4 Place the web server in Server Security Segment (DMZ) of the network isolated [

from public network as well as internal network

-3 The firewalls should be place for internal network as well as Internet traffic going

towards DMZ

Router

YTILD

Iinternet

B.

Wel; Server

. o =
Ext;ernal :

Firewall
Mail Server

DMZ

Internal
Firewall

Database
Server

Applications
Server

Internal Network
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Countermeasures: Patches and Update

Scan for existing vulnerabilities, patch,
and update the server software regularly

Before applying any service pack, hotfix,
or security patch, read and peer review
all relevant documentation

Apply all updates, regardless of their type
on an "as-needed" basis

Test the service packs and hotfixes on a
representative non-production
environment prior to being deployed to
production

Ensure that service packs, hotfixes, and
security patch levels are consistent on zall
Domain Controllers (DCs)

Ensure that server outages are scheduled
and a complete set of backup tapes and
emergency repair disks are available

Have a back-out plan that allows the
system and enterprise to return to their
original state, prior to the failed
implementation

Schedule periodic service pack upgrades
as part of operations maintenance and
never try to have more than two service
packs behind
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Countermeasures: Protocols

Block all unnecessary ports, Internet Control Message Protocol (ICVIP)
traffic, and unnecessary protocols such as NetBIOS and SMB

Harden the TCP/IP stack and consistently apply the latest software patches
and updates to system software

If using insecure protocols such as Telnet, POP3, SMTP, FTP, take appropriate
measures to provide secure authentication and communication, for
example, by using IPSec policies

If remote access is needed, make sure that the remote connection is
secured properly, by using tunneling and encryption protocols

oS

Disable WebDAV if not use
required
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Removwve all unused modules and application extensions

Disable unused default user accounts created during installation of an operating system

When creating a new web root directory, grant the appropriate (least possible) NTFS permissions to
the anonymous user being used from the IIS web server to access the web content

Eliminate unnecessary database users and stored procedures and follow the principle of least
privilege for the database application to defend against SQL query poisoning

Use secure web permissions, NTFS permissions, and .NET Framework access control
mechanisms including URL authorization

Slow down brute force and dictionary attacks with strong password policies, and then audit
and alert for logon failures

Run processes using least privileged accounts as well as least privileged service and user
accounts

T T R}
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Countermeasures: files and Directories

Eliminate unnecessary files within the
.jar files

[ sy am—
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Disable serving of directory listings

Eliminate sensitive configuration
information within the byte code

Eliminate the presence of non web
files such as archive files, backup files,
text files, and header/include files

Avoid mapping virtual directories
between two different servers, or over
a network

Disable serving certain file types by
creating a resource mapping

Monitor and check all network services logs,
website access logs, database server logs
(e.g., Microsoft SQL Server, MySQlLl, Oracle)
and OS logs frequently

Ensure the presence of web application
or website files and scripts on a separate
partition or drive other than that of the
operating system, logs, and any other
system files




o a3 O E R AT O N GENTEH

rA?i@COhned T E= AN : (( BE? g NORDUhpdEt

European Union

Detecting Web Server Hacking Attempts

Website Change Detection System rect hacking atterr

Running specific script on the server that detects any changes made in the existing executable file or
new file included on the server

Periodically comparing the hash values of the files on the server with their respective master hash value

to detect the changes made in codebase E
T —

Alerting the user upon any change detection on the server

For example: WebsiteCDS is a script that goes through your entire web folder and

detects any changes made to the your code base and alert you using email
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How to Defend Against Web Server Attackes

01 Ports D= Server Certificates
= Audit the ports on server regularly to = Ensure that certificate data ranges are valid
ensure that an insecure or unnecessary and that certificates are used for their
service is not active on your web server intended purpose

(
(I

Limit inbound traffic to port 80 for HTTP Ensure that the certificate has not been
and port 443 for HTTPS (SSL) revoked and certificate's public key is valid all
the way to a trusted root authority

Encrypt or restrict intranet traffic

o= Machine.config O Code Access Security

Ensure that protected resources are 2 Implement secure coding practices
mapped to HitpForbiddenHandler and
unused HttpModules are removed

(

Restrict code access security policy settings

(]

© Configure IS to reject URLs with "../" and
install new patches and updates

Ensure that tracing is disabled <trace
enable="false" /> and debug compiles
are turned off
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How to Defend Against Web Server Attacks(cont’d)
- .

UriScan Services
-1 UrlScan is a security tool that restricts the 3 UrlScan can be configured to filter HTTP
types of HT TP requests that IIS will query string values and other HTTP
process headers to mitigate SQL injection attacks
g = while the root cause is being fixed in the
-1 By blocking specific HT TP requests, the li =
application.
UrlScan security tool helps to prevent
poten‘tially ha-rm"ful requests from 1 It provides W3C formatted logs for easier
reaching applications on the server log file analysis through log parsing
-4 UrlScan screens all incoming requests to solutions like Microsoft Log Parser 2.2
the server by filtering the requests based
on rules that are set by the administrator




web server software
update/patch OS -
web Vulnerability Scanner

Restrict web application access to unique IPs

Disallow carriage return (2%60d or \r) and line feed (260a or \n) characters
Comply to RFC 2616 specifications for HTTP/1.1

Avoid sharing incoming TCP connections among different clientis
Use different TCP connections with the proxy for different virtual hosts

Implement “maintain request host header” correctly
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How to Defend against DNS Hijacking

Choose an ICANN accredited registrar and encourage them to set Registrar-
Lock on the domain name y,

o Safeguard the registrant account information

Q Include DNS hijacking into incident response and business continuity planning

#

@ Use DNS monitoring tools/services to monitor DNS server IP address and alert

Avoid downloading audio and video codecs and other downloaders from
untrusted websites

6 Install antivirus program and update it regularly

Change the default router password that comes with the factory settings
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Patches and Hotfixes

A

Hotfixes are an update to fix a specific customer issue and not always distributed

outside the customer organization ‘
/—
A patch is a small piece of software designed to fix problems, security vulnerabilities,
k and bugs and improve the performance of a computer program or its supporting data
ﬁ,

Users may be notified through emails or through the vendor’s website

——

A patch can be considered as a repair job to a programming problem

—

Hotfixes are sometimes packaged as a set of fixes called a combined hotfix or
service pack

P ——— =
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What is Patch Management

“Patch management is a process used to ensure that the appropriate patches
are installed on a system and help fix knhnown vulnerabilities”

An automated patch management process

Det Use tools to detect missing security patches

Asses the issue(s) and its associated severity by mitigating the factors that may

Assess 2 o=
influence the decision

Acquire Download the patch for testing

Install the patch first on a testing machine to verify the consequences of the update

Deploy the patch to the computers and make sure the applications are not affected

>
o Maintain Subscribe to get notifications about vulnerabilities as they are reported

s
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Identifying Appropriate Sources for Updates and Patches

patch management plan

updates patches

proactive patching
receive alerts




- h T
Asi@Conn ec'l' F &7, a_ ( B§2 E Nordic Gateway for Research & Education

European Union

Installation of a Patch

- World Wide Web

Patches can be installed in two ways

Manual Installati

In this method, the user has to
download the patch from the vendor the Auto Update feature to update
and fix it themselves
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Implementation and Verification of a Security Patch or Upgrade

able to monitor

the patched systems

patch management team
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Patch Management Tool: Microsoft Baseline Security Analyzer (MBSA)

Micro=oft

¥ Baseline Security Analyzer

Report Details for WORKGROUP - ADMIN (2013-11-05 19:05:12)
Securty assessments
. Severe Risk (One or more critical chedks failed.)

Computer name: WORKGROUP \ADMIN
J IP address: 192.168.168.193
ty report WORKGROUP - ADMIN (11-5-2013 7-05 PM)
Scan date: 11/5/2013 7:05PM
gcao_.eduﬂhlﬂmvitﬂon: 2.2.2170.0
= 41 MBSA checks for available Sy upct T scrasoft Update

updates to the operating
system, Microsoft Data Access
Components (MDAC), MSXML

Sort Order: | Score {worst first)
Security Upd Scan R 113
Score Issue Result

(Microsoft XML Parsel"), .NET <@ D seloper No security updates are missing.
Tooks, T Was Scoewied esult detals
Framework, and SQL Server Brtenas medk = TEeeY
.1 It also scans a computer for . ) oo o Atened

insecure configuration settings
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Patch Management Tools

Altiris Client Management

Suite
hittp://waww.symantec.com

GFI LanGuard
hittp://vwaww. gfi.com

Kaseya Security Patch

Management
http://www. kaseya.com

ZENworks® Patch

Management
http:/vwww.novell.com

Security Manager Plus
http://www.manageengine.com

Prism Suite
http://vwww.newboundary.com

MaaS360%® Patch Analyzer

Tool
http://wwnw.maas360.com

Secunia CSI
http://secunia.com

Lumension® Patch and

Remediation
http:/vwnww. lumension.com

VMware vCenter Protect
http://wwawv.vimware.com
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Web Application Security: Syhunt Dynamic and N-Stalker Web Application Security Scanner

Syhunt Dynamic N-Stalker Web Application Security Scanner
Syhunt Dynamic helps to automate web application N-Stalker is a WebApp Security Scanner -
security testing and guard organization's web to search for vulnerabilities such as SQL (/
infrastructure against various web application injection, XSS, and known attacks 4
V

security threats

a = == = Faoy - L=~

Lin (3¢ Yem Beconttists Adramces Tost: bew [EEeTe—
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NP St TerveTretey Cmtm

Comptems PE——
o’ - e - - ey e semae

[ | Vet Ciwdeg Decows  Smewbone | Pusccd | Deteg

e L o

Orack Iass 5 e Soipirg SHS5-30. % of 200 — (i Seew srbasns oo 18 3B -, = |

http://www.syhunt.com http:/rwww.nstalker.com
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Web Server Security Scanners: Wikto and Acunetix Web Vulnerability Scanner

Witko is a web server security scanner for windows
-]

Fuzzy logic error code checking
Google assisted directory mining
Back-end miner

Real time HTTP regquest/response monitoring

Acunetix Web Vulnerability Scanner

| &1 Acunetix WVS checks web applications for SQL injections,
‘ cross-site scripting, etc.

It includes advanced penetration testing tools to ease manual
security audit processes, and also creates professional
security audit and regulatory compliance reports

132333 St mrrncatens Cvee 1T jmitr -

" Aockcasan ing [Trror Loy
“WebSceemm  Scecewss dweebseels

Mbursbice of rectbus el % 3can |

http://www.sensepost.com

http://www.acunetix.com
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Web Server Malware Infection Monitoring Tool: HackAlert

HackAlert is a cloud-based
service that identifies hidden
zero-day malware and drive-
by downloads in websites and

HackAlert™ 1

Daatbcm d Gnen O Brvsand Scan A Srwtan

Days Pepor: Detads
online advertisements S A~ e
—— 1 . > » . .
o =

Petio 3616 2532 7016 9683

Earniicr of SAew blomtce e 3
Vot ol S mcve Pemtormmedt e
Aitrer S ieRe Getecta

Bl Bt UL - Getetea o
AV Flagesa

Protects clients and customers
from malware injected websites

¥
5
I O

Identifies malware
Displays injected code snippets

Deploys as cloud-based SaasS

¢ ¢ ¢ O

Integrates with WAF or web
server modules for instant
mitigation
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Web Server Malware Infection Monitoring Tool: QualysGuard Malware detection

J QualysGuard® Malware Detection Service scans websites for malware
infections and threats t %

P O oriiene
= C O Bty ——
- - ——
Stopsets Rerara and corten pae cevrgn
e e
—e c—e ot S
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http://www.qualys.com



F

. e .
7 AsieoConnect T eI ‘e ( BE%E N?RQUthEt

k4 o a3 O E R AT O N = E N T E R

European Union

Web Server Security Tools

Arirang

[ Retina CS
http://monkey.org

5 http://waww. beyondtrust.com

N-Stalker Web Application

Security Scanner
http://wwnwv. nstalker.com

Nscan
http://nscan.hypermart.net

NetlQ Secure Configuration

Manager
hittp://www.netiq.com

Infiltrator
http:/Swwwwinfiltration-systems.com

WebCruiser

hittp://seclapp.com

SAINTscanner

http://www.saintcorporation.com

dotDefender

http://www.applicure.com

HP WeblInspect

https://download.hpsmartupdate.com
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Web Server Penetration Testing

= Web server pen testing is used to identify, analyze, and report vulnerabilities such as authentication
weaknesses, configuration errors, protocol related vulnerabilities, etc. in a web server

m The best way to perform penetration testing is to conduct a series of methodical and repeatable
tests, and to work through all of the different application vulnerabilities

Why Webserver Pen Testing?

Verification of Vulnerabilities

To exploit the vulnerability in order to
test and fix the issue

Identification of Web
Infrastructure

To identify make, version, and
update levels of web servers;
this helps in selecting exploits
to test for associated published
vulnerabilities

Remediation of
Vuinerabilities

To retest the solution against
vulnerability to ensure that it
is completely secure \
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Web Server Penetration Testing

Search open sources

Iinternet, newsgroups,

for information about - R==3> T d .
S Targat ulletin boards, etc.
v
Perform social R > Social networking,
engineering dumpster diving
v
Query the Whois s B > Whois, Traceroute,
databases Active Whois, etc.

(l'.

Document all

information about '--"'-""""""")@
the target .

Webserver penetration testing starts with
collecting as much information as
possible about an organization ranging
from its physical location to operating
environment

Use social engineering techniques to
collect information such as human
resources, contact details, etc. that may
help in webserver authentication testing

Use Whois database query tools to get
the details about the target such as
domain name, IP address, administrative
contacts, Autonomous System Number,
DNS, etc.

Mote: Refer Module 02: Footprinting and
Reconnaissance for more information
gathering techniques
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Web Server Penetration Testing

¥

------ T

Use tools such as

httprecon, 1D Serve

Use tools such as
httprint, HT Track,
WebCopier Pro

Use tools such as
DirBuster

Use automated tools

such as DirBuster

(I

Fingerprint web server to gather
information such as server name, server
type, operating systems, applications
running, etc. using tools such as ID Serve,
httprecon, and Netcraft

Crawl website to gather specific types of
information from web pages, such as
email addresses

Enumerate webserver directories to
extract important information such as
web functionalities, login forms etc.

Perform directory traversal attack to
access restricted directories and execute
commands outside of the web server’s
root directory
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Web Server Penetration Testing

@ - © Perform vulnerability scanning to

s 4 identify weaknesses in a network
using tools such as HP Weblinspect,
Nessus, etc. and determine if the
system can be exploited

Examine
configuration files

-E e Perform HT TP response splitting attack
\:, to pass malicious data to a vulnerable
application that includes the data in an
Perform vulnerability e Crack web server HTTP response header
assessment : authentication & Perform web cache poisoning attack to
- : : force the web server’s cache to flush
§ § s its actual cache content and send a
~ : - specially crafted request, which will be
Perf H p z stored in cache
errform TT -
= Bruteforce SSH'_FTP’ (=] Bruteforce SSH, FTP, and other services
response splitting E and other services = 2 2 £
- login credentials to gain unauthorized
T : s access
‘5’ § ‘5, © Perform session hijacking to capture
§ valid session cookies and IDs. Use
Web cache : Perform session ,e tools such as Burp Suite, Firesheep,
------- - Bdaaad S - -
poisoning attack hijacking i Jl’luacl_(, etc. to automate session
hijacking
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Web Server Penetration Testing

a...-,_
-

=~ Perform MITM attack to access sensitive information by intercepting and
altering communications between an end-user and webservers

(I

Note: Refer Module 12: Hacking Web Applications for more information on
how to conduct web application pen testing

(I

Use tools such as Webalizer, AWStats, Ktmatu Relax, etc. to examine web sever
logs

Document all < Use tools such as Metasploit, w3af, etc. to
the findings exploit frameworks
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Web Server Pen Testing Tool: Core Impact@ Pro

>

CORE Impact® Pro is the
software solution for
assessing and testing
security vulnerabilities in |
the organization: e e m———— T
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Web Server Pen Testing Tool: Immunity CANVAS

CANVAS is an automated exploitation system, and a
comprehensive, reliable exploit development framework
to security professionals and penetration testers
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Web Server Pentesting Tool: Arachni

http//testiire.net
- [———]
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hitp.//vwww.arachni-scanner.com




__x

7 Connect T €Eareg P B§2E§ N?ﬂ?uhﬂdet

EEEEEEEEEEEEEEEEE

European Union

Next Class

* Web Application Penetration Testing
* Vulnerabilities Testing

* Web Application Hacking

* How to Secure Web Application
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Thank you

Q&A




