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Course Outcome
• Web and Network Penetration Testing
• Network scanning
• Ethical hacking including website and databases
• SQL injection
• Designing secure web application

Career
• Security Officer
• Security Professional



Cyber Crime
• Offences against computer data and systems
• Illegal access
• Illegal interception
• Data interference
• System interference
• Misuse of devices



Types of Cyber Crime
• Hacking
• Denial of service attack
• Virus Dissemination
• Computer Vandalism
• Cyber Terrorism
• Software Piracy



Motivations of Hacking



Distributed Attacks



Incidents





Cyber Crime Global Cost



Cyber Law
• Very Strict Law
• Borderless
• Can arrest without warrant
• No witness is required









Hacking



Types of Hacker



Ethical Hacking



Ethical Hacking





Skills of Hacker



Hacking Terminology

















Responsibility of Incident Management Team



Vulnerability Assessment



Vulnerability Assessment Types



Network Vulnerability Assessment Method



Network Vulnerability Assessment Method



Vulnerability Research



Vulnerability Research Websites



Penetration Testing



Why Penetration Testing



Types of  Penetration Testing



Phase of Penetration Testing



Penetration Testing




