Cybersecurity
Privacy and Open Source Intelligent
(OSINT)

Kasun De Zoysa

Department of Communication and Media Technologies
University of Colombo School of Computing
University of Colombo
Sri Lanka



Threats to Privacy

Legal

Company/employer access to data and ‘personal’
communications

Local (and remote) logging of communication
Personal info sent to online service providers,
merchants or other users
Cookies

Web intelligence gathering

lllegal

- Eavesdropping/Interception
Man-in-the-middle A AR
Keylogging




Online Privacy Problematic

* Current services (FB, GMail, GCal, Flickr, Pinterest)
are “free” - users pay with their data, advertisement-
based business model ("If you're not paying, you're

the product”)

» Centralized data collection, privacy leaks
- accidental
- deliberate

» Information flow to third parties (companies,
governments, the web-browsing public, hackers)

» Tracking
» Data Mining




» Once leaked, the data cannot be revoked
* Potential audience exceeds expectations, copying easy
» Not known who has what information

» Pieces of information that are harmless, taken
together can be identifying or damaging




The RFID Consumer Privacy
Problem
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,,j/g;nfl'fmvTrackmg Problem
-

* Mr. Jones pays with a credit card; his RFID
tags now linked to his identity

* Mr. Jones attends a political rally; law
enforcement scans his RFID tags

* Mr. Jones wins Turing Award; physically
tracked by paparazzi via RFID



Smart Metering — Privacy Risk
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Source: Smart Metering & Privacy, Elias Leake Quinn, 2009

n

Each electrical
appliance has its
own fingerprint

Provides information
about when
someone is at home,
cooks, watches TV,
takes a shower, etc.

< Allows real-time

surveillance

f interest for
burglars, insurance

i JﬁL‘J ~nrwiscompanies, law

enforcement,...



Privacy Risk by Social Networks

* Intimate personal details about social contacts,
personal life, etc.

* The Internet never forgets completely....
* Not only accessible by "friends”

Social Network Analysis/Profiling by:
— Employers
— Schools/Universities
— Tax authorities
— Law Enforcement
— Insurances
— Hackers



Facebook Statistics

(https://napoleoncat.com/stats/)

Social media users in Sri Lanka
June 2019

n Facebook
Instagram

Q Messenger

Facebook users in Sri Lanka
June 2019

There were 5 454 000 Facebook users in
Sri Lanka in June 2019, which accounted for
25.9% of its entire population.

The majority of them were men - 67.8%.

People aged 25 to 34 were the largest user
group (1980 000).

The highest difference between
men and women occurs within people aged
25 to 34, where men lead by 620 000.



GET ALL THE
INFORMATION You CAN,
WE'LL THINK oF A
VSE FOR IT LATER.




Sharing a Selfie
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HEY, STOP
AND TAKEA

SELFIE HERE
AND SHARE
IT WITH US!
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Privacy
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Location based Systems

CACCINGE

@ Provide service based on current position
o Typically use GPS

@ Store location data

o Not always trusted
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People deliberately give their location:
*cinemas / shows

friend's places

*work

*travels

Still people want (and have the right to)
choose when to give away private
information

(Possible) Sensitive places:
*Political parties

*Hospital

*Strip clubs
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Location based Systems

e —

S /" TAKE THESE AND KEEP THE
Y SAD HE MIGHT NEED T0
' \ KNOW WHERE

16



PET

Privacy Enhancement Tool (PET) is a
generic term for computer tools,
applications and mechanisms which allow
online users to protect the privacy of their
personally identifiable information.

PETs are often integrated with, or used in
conjunction with, online services or
applications

- e.g. email, Web,...
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PETs Overview

The main objectives of PETs are one or more of the
following:

* Iincrease control over the personal data sent to, and
used by, online service providers, merchants or other
online users

* minimize the personal data collected and used by
service providers and merchants choose the degree of
anonymity

o e.g. by using pseudonyms

18



General Data Protection
Regulation

i i B hitps:/esgdpr.orng oo

=2 Apps @ Gelting Started B3 Enported Froen Fir

EU GDPR.ORG

Hame

The Process

The Regulation The EU Geneml Data Pmtectiun
Regulation (GDPR) is the most

important change in data privacy
regulation in 20 years.

The regulation will fundamentally reshape the way in'which data is
GDPR Key Changes handled across every sector, from healthcare to banking and
GDPR FAQs beyond.

Privacy Policy




Example PET Applications

Encryption on local storage
Encryption on transmitted data

Anonymous browsing
— cookies
Anonymous emalill

Onion routing (Tor)
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* Prevent unauthorized access to local data

— Complete disk encryption
« e.g. TrueCrypt,VeraCrypt,Bitlocker,LUKS

« Encryption data for transmission

— secure emaill
S/MIME, PGP

— VPN tunnels
IPSec, SSL/TLS

— Secure Web connections
HTTPS (TLS)
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TrueCrypt 7.1a

Free open-source disk encryption software

Creates a virtual encrypted disk within a file and
mounts it as a real disk.

Encrypts an entire partition or storage device such
as USB flash drive or hard drive.

Encryption is automatic, real-time (on-the-fly) and
transparent.

Parallelization and pipelining allow data to be read
and written as fast as if the drive was not encrypted.

Encryption can be hardware-accelerated on modern
Processors.
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VeraCrypt

® O ® i« veraCrypt- Free Opensource X =+

£« = 3 & hittps)/wensveracrypt.infen/Home. htmil

B Apps @ Golting Started B3 imported From Fir...

\C

VeraCrypt

Home Source Code Downloads Documentation Donate Forums

VeraCrypt is a free open source disk encryption software for Windows, Mac 08X and Linux. Brought to you by IDRIX (https:/www.idrix.fr) and based on TrueCrypt 7.1a.

VeraCrypt main features:

Creates a virfual encrypted disk within a file and mounts it a5 a real disk.

Encrypts an entire partition or storage device such as USE flash drive or hard drive.

Encrypts a partition or drive where Windows is installed (pre-boot authentication).

Encryption is automatic. real-time(on-the-fly)_and transparent.

Earallglization and pipelining allow data to be read and written as fast as if the drive was not encrypied.

Encryption can be WALE- on modemn processors.

Provides plapsible deniability, in case an adversary forces you to reveal the password: Hidden volume (steganography) and hidden operating svstem.
More information about the features of VeraCrypt may be found in the documentation

Donate o elp e prviect 2. ] @) [©] ¢ @ R [ o

- 5 & ® & ® & ®»
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LUKS
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|:|.| 551 27

Crypisatup |5 a ubity used 1o convenlently set up disk encryption based on the DMCryRE Kernel mcoule,

M Liarma Basnasts 2

y These include plain dm-crypt volumes, LUKS volumes, loop=-AES and TrueCrypt (including VeraCrypt extension) formats,
o Collapse sidelar




Mix-nets (Chaum, 1981)

msg

:
-

K;: public key of Mix;, r;: random number, A;: address of Mix,
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Onion Routing

S

Onion = Object with layers of public key encryption to produce
anonymous bi-directional virtual circuit between communication
partners and to distribute symmetric keys

Initiator's proxy constructs “forward onion” which encapsulates a
route to the responder

(Faster) symmetric encryption for data communication via the circuit
&0
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Tor : www.torproject.org

Who Uses Tor?

Family & Friends

Peoplz bke yvou and your family use
Tor 1o protect themaehves, theu
children_ and their dignity while using

AI]DH}’II] it}r O n li HC * Tor prevenis anyone from

vaur lacation o

Protect your privacy. Defend yourself ':;,:;WE,;;-I habits.
against network surveillance and traffic :
analysis.

thue Intermet

Businesses

Businzszesz use Torto research
compehiion, keap busmess
strateqies confdenial and facilitate
intamal aceouriability.

Download Tor

What is Tor? Why Anonvmity Matters Activists
Tor is frae software and an open network that Tor protects you by bouncing your Actiasts use Tor to anonymously
helps you defend against a form of network communcations scund & distnbuted network of :4‘ mp:_:'rt sbuges from danger zonas
survaillsnce thst threatens perconal freedom and  relays run by volunteers all around the wordd. it Whistieblowers use Tor to aafely
privacy. confidential buginess aciwities and prevents somebody waiching your Intemet rEpoil oo ComupLioen.
relationships, and stale securily known s Gizfc  connection from learming whal sites you wsil, Media
analysis and it prevents the sites you wisit from leaming E Seumiiists and:the media-uss Tor to
Learn more about Ter »  your physical Iocation. Tor works with many of .: protect therr research and sources
vour existing applications, including web \ “ Y
beowssrs, mstant masaaming clents remote
login, and other applications baged on tha TCP Military & Law Enforcement
pratacal Miltanes and law enforcement use

Get involved with Tor » Tor 10 protect their communications,



First Step

TOR client obtains a list of TOR nodes from a directory server

Directory servers maintain list of which onion routers are up,
their locations, current keys, exit policies, etc.
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Tor Circuit Setup

Client proxy establishes key + circuit with Onion Router 1

@/

TOR client




Tor Circuit Setup

Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

proxy

]
i»
TOR client M

=
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Tor Circuit Setup

Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.

E==

| O_U l
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Etc.

Tor Circuit Setup

Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Client applications connect and communicate over TOR circuit

G_IJ

TOR dlient
proxy

@J/

ik
=l ﬂ
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Tor Circuit Setup

Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit

o—uo_/ :
%

TOR dlient o
proxy [

)
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Tor Circuit Setup

Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Etc.
Client applications connect and communicate over TOR circuit
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Tor Circuit Setup

Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2

Ete.

Client applications connect and communicate over TOR circuit

0—”0_/
%

TOR client

proxy

O—”

=]

®
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Tor Circuit Setup

Client proxy establishes key + circuit with Onion Router 1
Proxy tunnels through that circuit to extend to Onion Router 2
Etc.

Client applications connect and communicate over TOR circuit

O—UO_U/ =
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ISource

. Router A Key
Router B Key
Router C Key

Router A
Router B
Router C
Destination

-

Message
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Open source intelligence (OSINT) is a
form of intelligence collection
management that Involves finding,
selecting, and acquiring information from
publicly available sources and analyzing
it to produce actionable intelligence.

Open source intelligence (OSINT)
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OSINT Process

Identifying
the source

= WyFaRrE o o
tind the
rfcrrresbion ™

Harvesting

= [s time to met
s reberart dem
frorm Hee
it it
SOINOES

Data
processing

= Proossy e

muinsd data
and et the
el
miorrTetion

. = Jugir e data
Analysis Il
FrRUFEpbe Soranoms

Reporting

*Create
the final
report
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The Web of Documents

Surface Web

— The web as we know it

Deep Web

— The web we all have access to
Dark Web

— The web where the darkness rule
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Surface Web

All indexed by search engines
Is it bad? No

Is it secure? Hardly, Yes

Is this the majority? No
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Deep Web

Everything that sits behind password
protected walls ...

s it bad”? Yes and No

s it secure? Relatively speaking, Yes
s this the majority? Yes (~94%)
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Dark Web

Everything that you hear in movies ...
s it bad? Yes

s it secure? Yes

s this the majority”? We don't know
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Search Engines

Google, Bing, Yahoo - all the major search
engines track your search history and build profiles
on you, serving different results based on your

search history.
Ggl

le
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myactivity.google.com
Google My Activity

4 Filter by date & product

You can now choose to have your activity deleted automatically

Go to your Web & App Activity

- X CL

My Google Activity

The activity vou keep helps Google make services more useful for vou, like helping you rediscover
the things you've searched for, read, and watched

You can see and delete your activity using the controls on this page

6 Only you can see this data. Google protects your privacy and security. Learn miore
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Search Setting

https://www.google.com/preferences

L NERs) Search Settings ¢
Lt LLB % | B wwow.google.com) references

Google

https://www.google.com/preference
Search Settings S

Search results SafeSearch filters
Languages Turm on SafeSearch lo filter sexually explicit content from your search resulls.
Hilp Filter explicit results.  Lock SafeSearch
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Duck Duck Go
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Google Dorks -Google Hacking

Google Dorks can help a user
to target the search or index
the results 1n a better and
more efficient way.

Let us say that the  user
wants to search for the word
usernames but only requires
the results with PDF files
and not websites.

Usernames Filetype:pdf
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Advance search operator — Google

Operator Description Web Images Groups MNews
Search page
Intitle _ yes yes yes Yes
title
Search page
Allintitle _ Yes Yes Yes Yes
title
lnurl Search URL yes yes no Mot really
Allinurl Search URL Yes yes Yes Mot really
Search
Site - Yes Yes Mo Mot really
specific site
Search text
Allintext Yes Yes Yes Yes
of page only
Filetype Search file Yes Yes Mot Mot really
Croup
_ _ _ Like o Like
insubject subject Like intitle | Yes
intitle intitle
search
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Yippy Clustering Search Engine

L B M ovipoy - kisun de 2oyes ks +

&« 4

222 apps N Getting Starbed B imported From Fir...

i hitps:)iylppy.com/search/mvis3Aprofect=clusty-newSgueny=kasun+de+ 20y sa 1r

> &% 8

YippY ..

Sources Siles Time Topics

+ University of Colombo (12
+ Chamath, Chathura
Suduwadla (8

Facabook (4

UCEC (4

+ Google, Citations To The
Follraing Aricles In
Scholar (3

* Mabwork Friendly Search

Engirg |2

Fasun Parara (2

+ Chords Lanka (2]

Oriher Togics (10

Plasults 1-20 of abouw! 22,800 | Delails

Kasun De Zoysa Profiles | Facebook new window previes

Vit ther prolilés of people named Kasun De zﬂrl.'l. Jorn Facebosk 1o connéct with Kasun I:H-Edy'ﬂ and olhdrs Ou Yy Ko, Facebook Qrees p&ﬂph} e
POAET..

hitpshwwee lacabook. comipublicKasun-De-Zoysa - - Yippy Indox V'
Academic Stafl - WCSC  new window  proviow

Dr. O A, 5. Atukorade B5c Hons(Col), PhiyCweensland), MIEEE, MCS(5L) Deputy Direcior Head of the Department - Departiment of Compuiation and Intellgpent
Systems
hitps Sucse.crmb. ac Biucsc-slafiacademic-stall - - Yippy |ndax W

Kasun De Zoysa - ResearchGate new window proview

Easun De Zoysa of University of Colomio, Colombo with expertiss in Elecironic Enginearing, Telecommunications Enginsering, Communication Enginaening.
Raad 52 publications, and conact Kasun De .,

hitps e npsaanchgale. netprofdeKasun_De_Toysa - - Yippy Index

Kasun De Foysa | Facebook powwindow poawew

Kasun De Zoysa is on Facebook. Join Facebook b connec! with Kasun De Zoysa and others you may know. Facehook gives people the power o shang and
makes,

hittpsiwwes | RoaDoDE. COM/KRBUN. DBZ0oyEa - - YippRy index
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TheHarvester

TheHarvester is a tool, written by Christian
Martorella, that can be used to gather e-mall
accounts and subdomain names from different

public sources (search engines, pgp key
servers).

DEMO:

theHarvester -d cmb.ac.lk -1 500
-b google
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www.shodanhg.com

cHals) SHODAMN - Computer Search Engine
Ak ||+ R % O wwwshodanhg.com & | |t
& [ & Yahoo! Google Maps  YouTube Wikipedis Mews ™  Populsr ¥

shedan securiey app. . ~ SHODAN - Compute... 12 umread) - kasund, SHODAN - Compute.. =logins Download Javafor.. | &

Reseanch Viceos Anniversary Fromaotion

%sxopan [, ot

Homa Snarch Direciory Data Analyihcs! Exparts Doveloper Contar Lats

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.

REFRIGERATORS. VOIP PHONES.
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censys.Io

L L L. Candyi = —

L i # hitps:/fcensys.lo o

i Apps Y Geftting Started B3 Imported From Fir

e EEHSHS HOW WE HELP = PRICING ABOUT  LOGIN

Security starts with visibility

Find and monitor CVETY SErVEr an thie Internet

What servers and devices are exposed
on my network?

location.country code: LK and protocols:
("23/telnet" or "21/ftp")
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http://www.tweetstats.com/ https://sociograph.io/

http://www.mytwitterbirthday.com https://likealyzer.com/

B Log i watk Faceboc

&= Vor LT 0D

Py iy bl Cimrwr, MORE ISR Worparss &8 Fae] Reepde Fardary P W v+ G e Samwil

Tweet5tats
In ur Tweets, Graphin' Your Stats)

Terata por Duy
. Graph your Twitter Stats including
Tt por hews
= Tweuts por mesth
Twiet Limeline
= Reply statistics
R ' T TasT In use by nearly 1,000,000 Twitter-folk!

Analytics for Facebook Groups and Pages

B3 Get to know your audience
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€ @ & | https://www.truecaller.com ¢ | |Q search

Most Visited v @& Getting Started

truecaller

Search over 3 billion phone humbers.

LK +94 ~

Top reported spam number in your area right now:

075971 06590




e-mail: kasun@ucsc.cmb.ac.lk
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